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Image Forgery Detection

1 Introduction

A growing concern in everyday life is the detection of image forgeries to determine
whether an image has been digitally modified. As image modification software such
as Photoshop has become increasingly sophisticated, with more and more advanced
techniques being used to modify and alter images for various purposes, it has become
even more important to develop techniques to detect these alterations. Several tech-
niques for the detection of image forgery have been presented in the past, such as the
use of watermarking as the media is being recorded to mark it as trustworthy, but this
requires the use of specialized equipment. A much more popular alternative is the
application of various passive techniques, ranging from the detection of abnormalities
in the statistical data of the image, to analyzing the underlying JPEG compression
data of an image, to developing machine learning based processes to detect image
tampering. To this end, the goal is to develop a method to apply two such passive
techniques, a Convolutional Neural Network (CNN) and a technique centered around
Color Filter Array (CFA) interpolation to detect tampered images. This project has
been completed as one of the requirements in ECE course ”Digital Image Processing
and Communication” (EC520).

2 Literature Review

In [1], one such passive method based on CFA interpolated images was proposed.
When an image is interpolated using a CFA, the samples naturally have a correlation
due to the nature of CFA, and forgery techniques destroy these correlations. This cor-
relation is due to how color images in cameras are sampled using lattices, before CFA
interpolation is used to generate the full image, which creates correlation between a
pixel, and its neighboring pixels. Knowing this, the Expectation Maximization Al-
gorithm is applied to the image, creating the probability map for the image, which
captures this correlation. Then by taking the Fourier Transform of localized proba-
bility maps, a graph that can detect correlation is obtained. A lack of localized peaks
in an area of the map indicates the absence of CFA correlation, which indicates that
the image was tampered with.

In [2] a less computational intensive method based on [1] was proposed to detect
image forgery. Here the interpolation coefficients would be roughly estimated, and
more focus would be placed on the obtained probability map. The probability data
was then transformed into a 1-D data set using a sigmoid scan, which greatly simplifies
the calculations. The Fourier Transform is then applied to this data, and used to
calculate a Frequency Characteristic Value (FCV). A threshold value can then be
calculated for the value of pi in this FCV graph, then compared with the actual data.
If the threshold is significantly exceeded by what is obtained at ¥ = |, then the image
is genuine, and has not experienced tampering.

A more advanced method requiring optimization and deep learning was intro-
duced in [3]. This method does not leverage CFA Interpolation, and instead utilizes a
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Convolutional Neural Network (CNN) to make decisions based on full-resolution in-
formation gathered from the whole image. This model includes dividing input images
into overlapping patches and then extracting discriminative features. To do so, high
pass image residuals called image noiseprints were extracted from the image being
analyzed, to emphasize camera related artifacts.These image noiseprints were then
fed into the network along with the image color bands, as these noiseprints will high-
light possible spatial anomalies and may help in detecting local manipulations. Next,
feature aggregation is performed to add some form of pooling, maximum, minimum,
and average to the model. Finally, after aggregating the local information into a
single descriptor for the whole image, decisions are made using a few fully-connected
layers for classification, to determine if an image was tampered.

3 Problem Statement

Given these prior implementations and approaches to the problem of image forgery,
two main approaches to detecting forgeries were selected, a CFA based method and a
CNN based method. The CFA method will utilize the work described in [2] to detect
tampering by leveraging the correlation created by CFA interpolation. However, to
understand this process, an understanding of the EM Algorithm and CFA Interpo-
lation is necessary, thus a section describing these two concepts is included in the
appendix. This method assumes that the images given are images which have pre-
served the correlation created by CFA Interpolation, and that tampering is applied
after CFA Interpolation. Then the portions within an image that have distorted cor-
relation from CFA Interpolation are identified, and marked as tampered areas. To do
so, first probability maps must be generated from the input image using the Expec-
tation Maximization(EM) Algorithm, which can capture the correlations created by
the CFA. Then these maps are transformed into 1D vectors, before the Fourier Trans-
form is applied to them to create FCV graphs, which identify correlation through the
presence of a Peak at ¥ = . To detect if a peak is present, a threshold function
is then introduced. If the threshold is exceeded then a peak is present, thus, if the
threshold is not exceeded at f = for a given area, then it has been tampered with.
This general process is described by the block diagram in Figure 1

Setihe sized window | | Window into a FFT and

Map using the
EM Algorithm

i

Input Image

Figure 1: Proposed Solution using CFA Interpolation
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In conjunction with this approach, a neural network-based approach will be ap-
plied, inheriting the ideas from the CNN-based end-to-end method proposed in [3].
Due to computational and memory bottlenecks, deep networks will only accept small
sized images as input, for example 256 x 256 pixel images. Instead of resizing the
inputs to fit the network model, the framework will instead divide the image into
multiple overlapping patches, to extract distinguishing features with the desired sizes.
Each patch was assigned a label for supervised training. For this project, some pre-
trained networks such as VGG16 and ResNet50 were tested and compared, before the
one with better performance was selected. The output from this constructed network
is the label of forged or unforged for the extracted patch from the image. To detect
forgery from a large sized image using this model, the image is first split into random
patches with the correct size, then fed into the network to predict the label for each
patch. Combining these local decisions for the patches together, it is then possible to
classify the image as a whole. This approach is shown in Figure 2.

—
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Y

1

Classified

Data Separation
Output

1

Neural Network
Pre-processing

Data Preparation Training Classification

Figure 2: Proposed solution for image forgery detection using CNN

4 Implementation of CFA Based Method

4.1 Implementation of the EM Algorithm

The EM Algorithm implemented here is introduced in [2], which fixes the interpo-
lation coefficients used to generate the error function, and creates one error map that
will be used throughout the rest of the algorithm. The parameter that is being max-
imized here is the standard deviation of these probability maps, which are modeled
using the standard Gaussian probability model.

To begin the EM algorithm, several parameters must first be initialized. These
parameters are the initial standard deviation j, the constant ¢, and the termina-
tion value . The standard deviation ; is used to initialize EM algorithm, while the
termination value is the parameter that indicates when the EM algorithm should
terminate. The constant ¢ is used for normalization necessary to execute the Maxi-
mization Step. For the EM implementation introduced by [2], ; is initialized to be
30, o is initialized to be 1/256, and is set to be 0.001.
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In addition to those variables, the CFA interpolation coefficients must also be
chosen for the calculation of the error map, which will be integral to the EM steps.
For this implementation of the EM Algorithm, the coefficients are taken to be both
known, and fixed to a basic Bayer CFA Pattern, as opposed to optimized in each
cycle. This is because the main goal of this algorithm is to detect correlations from
CFA Interpolation, instead of being very accurate. However, for use in the EM
algorithm, the set of coefficients is different from the normal CFA coefficient matrix,
as the interest is not in creating an CFA interpolated image, but measuring how far a
given image is from one that was CFA interpolated, by recovering the original sample
values. These matrices are shown below, with further explanation on the selection of
values included in the agpendix:
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4 4 2 4

=41 o 15 - 41 ( 15
g 4 1 r b 2, | 2
030 i 2 3

g represents the coefficients for the green channel error calculation, while
and p represent the coefficients for the red and blue channels error calculations
respectively. This calculation is performed over all the pixels in a given image, except
for the outer edge due to boundary concerns, and can be expressed as follows:

X
&% y) = lg(xy) g(Uiv) lg(x uy ) (1)
uv= 1

where eq(X;y) is the error map for green, which is generated by taking l4(X;y), or
the value of the image’s green channel, and subtracting from it the reconstructed
values that represent CFA interpolation. These reconstructed values are obtained
by convolving 4(u;V), with the green channel value. The error map generated by
equation (1) describes how similar the input image’s green channel is to one that was
generated using the fixed coefficients assumed, with darker areas being areas that are
close to CFA Interpolation, and lighter areas being different from CFA interpolation.
To generate the red or blue channels error maps, the image values and error coefficients
above would need to be swapped to their red or blue counterparts. An example set
of error maps are shown in Figure 17, located in the appendix.

Having generated the error map, the EM algorithm can then begin to generate
probability maps for the image. First, the Expectation step is performed, by approx-
imating the probability distribution for the image using the error map and standard
deviation. For this algorithm, the probability distribution is modelled as a Gaussian
distribution as follows:

. 1 e*(x;y)

P(Xy) = ?p2=exp o[ n 12 (2)
where €2(X;y) is the error map squared and " ! is the standard deviation from before
the current iteration of the Expectation step. This process takes the error map and
previous standard deviation to calculate a new probability map, P (X;y). This newly
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obtained probability map can then be used to calculate a new standard deviation
that would correspond to the current iteration, thus labeled ". But before doing
this, the probability map must be normalized, to bring the standard deviations into
a consistent range, so that the termination value does not need to be fine tuned for
each new image. However, this is a simple process as shown below.

P(x;y)
W(X)y) = ————— 3
) = ey s 3
Here w(X;y) is the normalized probability, based off of dividing the probability
P(X;y) by its own values plus the constant initialized in the first step. Using this
normalized probability, the Maximization step can then be applied to calculate the

new standard deviation, as shown in equation (4).

1] P #%
oV GY)E(xy)
xy WK Y)

This process of iterating through equations (2), (3) and (4) to find and maximize
the standard deviation continues on until the difference in " and " ? is smaller than
the termination value set initially in the algorithm. Once this condition is reached,
the algorithm exits, and the probability map generated in this iteration is set to be
the probability map for the given image. The complete EM Algorithm implemented
here was adapted from [2] and can be found in the appendix, in Figure 16.

(4)

4.2 Detection of CFA Interpolation

One key trait of the CFA Interpolation is that high values of correlation between
a pixel and its neighbouring will only occur at the locations where the pixels was cre-
ated from the interpolation. This correlation will thus occur periodically, as there are
locations where the pixels values are directly from the sensor, and locations where the
interpolation was used to fill in the missing values. This periodicity of correlation will
also create periodicity within the probability map values as well, with higher proba-
bility values occurring at the pixels created from the CFA Interpolation. Thus, if an
image has preserved the correlation from CFA interpolation, the resulting magnitude
plot from applying a 2D Discrete Fourier Transform (DFT) to its probability map
will have discrete valued peaks. This is due to the trait of the Fourier Transform that
causes periodic data to result in discrete valued spectrum. These spectrum can then
be reviewed by the human eye to determine whether or not any form of tampering
has occurred, by detecting any irregularities within the peaks of the spectrum. An
example of this shown in Figure 18 in the appendix.

However, if a specific type of scanning is used to convert the 2D probability map
into a 1D vector, then the periodicity and correlation captured by the data is still
preserved. In Figure 3 the scanning adapted from [2] used to convert the data from
2D to 1D is shown.
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Figure 3: Scan from 2D to 1D

Within the 1D vector of values, there will also be a periodicity within the vector in
the form of higher and lower areas of probability due to the nature of the correlation
between pixels from the CFA Interpolation. This rapid swap between localized high
and low values in the data will result in peaks at high frequencies when the 1D DFT
is applied. Specifically, for this implementation the peaks will occur at £ = as the
DFT will result in a spectrum that has frequency values ranging from [ | ]. So
detecting a peak at f = in the 1D DFT indicates that the correlation from CFA
Interpolation is present within the image. This property is showcased in Figure 4.
For the purposes of this project, the frequency values from [ 0] will be shifted over
to the range of [ ,2 |, and the value at DC was removed. This is because the DC
value is massive and would overshadow the rest of the data.

(a) Probability Map without Correlation  (b) Probability Map with Correlation
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Figure 4: Probability Maps and the Corresponding DFT Magnitude Plots

So with the 1D method, detecting a peak at the frequency of is one way to
determine if the correlation from CFA interpolation in the data has been preserved, or
if it has been altered via tampering. This peak can be verified by eye, but a threshold
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function can be used to automate this detection. As introduced in [2], performing
a convolution between the 1D DFT data and an appropriately sized Gaussian will
create such a threshold function. This is because the convolution assigns a value at
each frequency that is the weighted sum of the values around that frequency. Thus
for areas in the data that are large peaks, the result from the threshold will be lower
compared to the values from the data. So if the threshold function is exceeded by the
data at the frequency of , then a peak is present, indicating that the correlation from
CFA interpolation has been preserved. This method does not require the human eye,
which means that the detection of CFA Correlation can be completely automated.
Additionally, this method can be applied to smaller windows within the map, allowing
the detection of localized regions of tampering.

To show this behavior, a CFA Interpolated image was tampered via a rotate and
shift, and an insert of a new item into the image. The probability map was generated
using the EM algorithm, then the process of obtaining the 1D DFT data and threshold
data was applied. The results are show in Figure 5. Clearly it is possible to detect
image tampering by obtaining the local probability map of a window, taking the 1D
DFT, then comparing its value at £ = to a threshold function.

(a) Image with Windows (Blue=Tampered, Green=Untampered)

Zoomed in 1D FFT Results for Green Window w/ Threshold Zoomed In 1D FFT Results for Blue Window w/ Threshold
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(b) Untampered Window 1D FFT(c) Tampered Window 1D FFT

Figure 5: DFT and Threshold Plots for Tampered and Untampered Windows
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5 Implementation of CNN Based Method

5.1 Data Preparation

For the CNN; the dataset was obtained from [4]. These images are either 1000x700
or 700x1000 in size, and are divided into three categories:

e Original images: 70 images that have not been manipulated.
e Fake images: 970 images with copy-move forgery.

e Mask images: 970 black and white images describing the copy-move parts of
the corresponding fake images.

The images in the dataset are all simple scenes with a single object against a regular
background. Some of the included fake images also have rotation and scaling applied
to the copy-move forgery, so that the CNN can learn more about the boundary of
tempered parts in different orientations as well. One example of a typical image set
from the dataset is shown in Figure 6. For the purposes of this project, the entire
dataset of original images and fake images was split into 70% training data to train
the model up, and 30% testing data to test the model after it has been trained.

Original Image Fake Image Mask Image

Figure 6: Example of a Set of Images from the Dataset.

For the training data, specific patches were then extracted from the fake images
for use in training, using the following procedure:

1. Extract patches of size 64x64, with a stride length of 32px.

2. For each patch, count the number of white pixels in the corresponding mask
image.

3. Each extracted patch to be used must consist of at least 20% white pixels and
20% black pixels, to ensure that the boundary of the forgery is captured.

4. Compare the extracted patch from the forgery to the corresponding patch from
the original image, as these patches must be different.

5. Save the extracted patch if all the necessary conditions have been matched.
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The dataset being used is small, thus it is desirable to generate as many patches
as possible from each image. If a larger patch size is chosen, then less patches will be
extracted thus limiting the amount of training data. But on the other hand, a patch
size that is too small will fail to describe anything meaningful. Therefore for this
project, a patch size of 64x64 was selected as a compromise to extract a significant
amount of forged patches, while still maintaining enough meaningful data in each
patch for the model to train on. Additionally, each forged patch must maintain
at least 20% white and 20% black on the extracted mask patch to ensure that the
extracted patches always contain a boundary between a forged and unforged region.
However, since the mask has white pixels on both the original area and the forged
area, an additional step must be taken to compare the extracted patch with the
corresponding patch from the original image. If they are identical, then the extracted
patch does not contain a forgery boundary, and thus must be discarded. An example
of some forged patches that were extracted is shown in Figure 7.

Figure 7: Example of Patches Extracted from a Fake Image.

After doing patch extraction on the forged data, around 15 forged patches were
extracted from each fake image. However, to train the model, the amount of unforged
patches should match the amount of forged patches. Thus from each original image,
around 200 random unforged patches are extracted. After obtaining these patches,
they were also split into 70% training and 30% validation. The distribution of data
after undergoing this method is shown in Table 1.

Initial Data Patches Extracted

Training | Testing Training | Testing
Original 49 21 Original 9702 4200
Fake 679 291 Fake 9659 4184

Table 1: Data from initial images and after patch extraction
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5.2 CNN Architecture

For the CNN model, the weights of a pretrained model from training on a much
larger dataset were used to initialize the model. In this case, both VGG16 and
ResNeth0 were selected for the initialization, as they had been trained on the Ima-
geNet dataset using millions of images. The weights from these networks were used as
the initial weights for the model, and then further refined using the dataset generated
above to obtain new weights for the model. Taking ideas from [5], the fine-tuning
process starts with the weights from a trained network, then re-training on a new
dataset using very small weight updates. Following this concept, the last convolution
layer of the pretrained model was fine tuned using the procedure below:

1. Instantiate the convolutional base of the pretrained network and load its weights
2. Add the fully-connected model on top, and load its weights

3. Freeze the layers of the network model up to the last convolutional block.

This method was implemented on both ResNetb0 and VGG16, but the results
of initial testing showed that ResNet50 had a better performance, so it’s weights
were selected. The results of this initial testing for both networks are shown in the
experimental results sections. Figure 8 shows the architecture used for the fine tuning
process for ResNet50.

Input Image
(64x64x3)

Cov => pool
(171 layers)

Flatten Layer
(1x1x2048)

Dense Layer
> ReLU
(64 unit)

Dense Layer
Sigmoid
(1 unit)

» Binary Output

Freeze Early Layers

in the Network Train Fully Connected Layers

Figure 8: Fine-tuning the ResNet50 Architecture.

In [5], it was also suggested to use a SGD optimizer for the fine-tuning process, but
it was found that applying the Adam optimizer yielded better performance for the
model. To ensure that the previously learned features are not completely destroyed
in the process of fine-tuning, the learning rate was 0.0001, so that the new weight is
updated slowly. This training took about 90 minutes over 15 epochs on a machine
with an Intel(R) Core i7-1065G7 CPU 1.5GHz, and 16GB RAM.






