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• About the presenters
• Why cybersecurity awareness matters
• Where we started
• Changing it up!
• Partnerships & Resources
• Successes, Lessons Learned
• Next Steps: Continuous improvement & 

new initiatives



About the Presenters

• Julius Newton, Information Security Analyst 
─ One thing most people do not know about me is I love to play chess.
─ Contact: jnewton@wpi.edu      LinkedIn

• Sharon Robsky, Technical Communications Specialist 
─ She’s an avid knitter and recently finished 3 emotional support chickens. 
─ Contact: srobsky@wpi.edu     LinkedIn

• Kerrie Sacovitch, Assistant Director, Communication & Change Management 
─ Made an AM radio commercial in first job as a teenager!
─ Contact: kls@wpi.edu      WPI Profile     LinkedIn

mailto:jnewton@wpi.edu
http://www.linkedin.com/in/juliusnewton
mailto:srobsky@wpi.edu
https://www.linkedin.com/in/sharon-robsky/
mailto:kls@wpi.edu
https://www.wpi.edu/people/staff/kls
https://www.linkedin.com/in/kerrie-sacovitch-13765217b/


Why Cybersecurity Awareness Matters

2023 SANS Institute Security Awareness Report Managing Human Risk

Top Human Risk = Social Engineering
Phishing, smishing, vishing, and other tactics.

The Human Factor: Urgency, Emotion, 
Consequences
Rushed user response: click links, input PII. 

Action Items: Managers & Users
Discuss managing risk, incorporate user feedback, 
implement thorough incident response plan

https://www.sans.org/blog/sans-2023-security-awareness-report-managing-human-risk/


Benefits of a User Awareness Program

Users are an 
organization’s first line 
of defense

Provides guidance to 
victims

Updates users on current 
trends, such as AI and 
deepfake

Reduces the risk of a data 
breach

Gain efficiency - less time 
spent on tickets, issues



Where We Started

Orientations

Workshops

NCSAM

Compliance 
Training

Quarterly 
Newsletter



Why We Needed to Change
• Training not mandatory
• Increasing security challenges, higher 

ed breaches, advanced attack 
methods

• BOT security initiatives included 
education, Data Privacy Assessment

• Community buy-in for upcoming 
security process changes

Exploited 
Vulnerability

42%

Compromised 
Credentials

23%

Malicious Email
21%

Phishing
11%

Other
3%

Root Causes of Attack in Higher Education 
(Sophos)



The People!

CIO

CISTO

InfoSec 
Analyst

Tech. Comm. 
Specialist

Comm. & 
Change Asst. 

Director



The Plan! 12 Month Map

Academic/Administrative Annual Cycle

Calendar Considerations

Monthly Focus Topics

Partnerships

Outreach!



The Partnerships! Year #1

Change 
& 

Comm

Information
Security

ITS 
Leadership

& Staff

Marketing

Financial 
Aid

Procurement

Finance

Computer 
Science

And more!



The Newsletter!



Getting the Word Out



Successes

• 12 newsletter issues published!
• Partnerships between IT and other departments
• Expanded Outreach: meet the team, webinars, table sitting
• Positive adoption of MFA and Alumni Email changes
• Cybersecurity Insurance: cost reduced + more coverage!



Lessons Learned
• Documentation: Teams channel, annual plan, 

publication checklist
• Schedule monthly meetings for planning, sponsor 

review
• General + WPI-specific = Widely Applicable
• Cross-campus collaboration – advance 

arrangements
• Photo Shoot to get noticed!
• Varied formats for varied audiences
• Groundwork for new initiatives
• Improve tracking



SECURE IT Continuous Improvement

• Update with timely info, links
• Revisit topics, incorporate new 

initiatives
• Email: variation, statistics
• Assess website for better 

tracking

See how we updated our 
Password Hygiene issue
from year #1 to year #2!

SECURE IT – August 2023
SECURE IT – August 2024

https://hub.wpi.edu/spread/140/secure-it-august-2023
https://hub.wpi.edu/spread/161/secure-it-august-2024


Next Steps: Awareness Initiatives for 2024-2025

• KnowBe4 training and phishing 
simulations – with statistics!

• Monthly Instagram posts
• Student worker video collaboration 

NEW!



Thank You for Attending!

• You are welcome to peruse issues by searching SECURE IT at 
hub.wpi.edu. Here are a few:

October 2023: MFA
February 2024: Tax Scams & Financial Aid    
May 2024: Summer Scams

• KnowBe4 Welcome Message
• Happy to share more - Contact us!

Ruairi O'Donnellan, Intuition Blog

Put simply, 
hackers recognize that it is 

easier to hack a human 
than it is to hack a machine. 

https://hub.wpi.edu/
https://hub.wpi.edu/spread/148/secure-it-october-2023
https://hub.wpi.edu/spread/154/secure-it-february-2024
https://hub.wpi.edu/spread/157/secure-it-may-2024
https://www.wpi.edu/news/announcements/its-welcomes-wpi-knowbe4-cybersecurity-awareness
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