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Introduction and Agenda

Eric Jacobsen
Director of Information Security
Boston University

• What are the core 
challenges to protecting 
data in 2018?

• How do these risks 
show up at BU?

• What can you do to 
help?

• What is BU doing to 
protect you?
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Data

Device

AccountPerson

Attack Bugs, 
Install Malware



Attacking the Device
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How can you help with this?
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How can you help with this?
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How can you help with this?
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Data

Device
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Go Phishing



Phishing for Accounts
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Source: www.antiphishing.org.



What happens when you get phished?
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• The intruder has access to everything in your e-mail
• Everything you’ve received and often everything you’ve sent
• This can trigger reporting requirements if it is protected data 

about others.
• The intruder may forward some or all of your e-mail to 

a different mailbox
• Your e-mail may be deleted
• Your e-mail account may be used to phish other 

people



Lose access to your other accounts
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Loss Access to your BU Account
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What’s wrong here?

2. Link URL: microransom.us
3. False urgency

1. Generic Sender



What is BU doing?
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What is BU doing?
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Coming soon…
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If something bad does happen…

BU Information Security
(Cyber) Incident Response Team
• 617-358-1100
• irt@bu.edu

We’re here to help!
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Questions
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