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Introduction and Agenda

 What are the core
challenges to protecting
data in 20187

« How do these risks
show up at BU?

- What can you do to
help?

* What is BU doing to
protect you?

Eric Jacobsen
Director of Information Security
Boston University
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Attack Bugs,
Install Malware
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Attacking the Device

Total Malware (Number of Incidents)
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How can you help with this?

BOSTON

UNIVERSITY

11 Feb 2013 | 14:34

il T BATAN —

< General Software Update

KBOXDesktopAlert |
.j .
*Reminder: Your computer is scheduled for 05 1.0
overnight patching. Please help us keep your 9 @ Appie Inc 1
computer secure and up-to-date by leaving your i 63\
computer on tonight and plugged into the network. 105 1.0 inciudes bug fixes and marcements
If you have a laptop, please leave the lid open. ! foe your iPhone of iPad

Thank-you!

For information oo the secunty conlers of

For quesﬁons please contact BUMC IT: Apple software upcates, please visit this
r website

www.bumc.bu.eduﬁt, 638-5914’ or ntipsisunport aopie.comyT201222
bumchelp@bu
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How can you help with this?
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How can you help with this?
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AL AL AL AL L AntivirusGT Resident Shield: Virus detected @ A AL LA L

@ Warning! Active virus detected

Threat detected: Trojan.Injector.BZ

Security risk: | E———— ]

| o
Infected file:  C:A\WINDOWS|system32\rundll32.exe

Action taken:  Application blocked

jeiPog!

Description:  Trojan.Injector is a detestable Trojan infection that is highly capable of O rogy e )

downloading dubious files and software onto a computer without the

|
|
\
‘ user ever knowing about it until their system is actually d:sl’u:ﬂ]r-'d.
Trojan.Injector is particularly d:iru:u:llru] to a computer system.
|

[]po nat block this application again

IK 23| Recommended: Please click "Remove All" button to heal all
) infected files and protect your PC
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Go Phishing
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Phishing for Accounts

Unique Phishing Sites Detected,
4Q2017-1Q2018
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Source: www.antiphishing.org.
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What happens when you get phished?

The intruder has access to everything in your e-mail
- Everything you’ve received and often everything you’ve sent

 This can trigger reporting requirements if it is protected data
about others.

* The intruder may forward some or all of your e-mail to
a different mailbox

* Your e-mail may be deleted

* Your e-mail account may be used to phish other
people
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Lose access to your other accounts

[X]First National Bank

Forgot Online Banking Password

If you have already enrolled in Online Banking and were using it, but now
you don't recall your password or somehow you are locked-out, then you

may be able to RESET your password now. Here's how! You will need
tolknow your last valid User ID and email address.
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Loss Access to your BU Account

services ¢ support €) about

f services information security identity ... (iam) authentication ... kerberos authentication bu login reset locked account

Reset Locked Account

If you have reset your BU Kerberos password, you will also need to change it wherever it has been saved. Mail
clients and many other network tools will often recognize that they can no longer access the network and will prompt
you to supply the new password. When this occurs, you provide the new password and should then be able to
connect without any issues.

Reset Locked Account >
However, there might be occasions when you are not prompted and, perhaps without even knowing it, make multiple

Login Names

Reset Password
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Tue 3/27/2018 11:05 AM

bankingdetails@bankacco@

Action Required: Refund Payment Alert
To Jacobsen, Eric \ What’S WI’OI‘Ig here?
1. Generic Sender

2. Link URL: microransom.us

3. False urgency

Action Required: Refund Payment Algft

We double charged your card for your last posted paympfit, are d process was Initiated but

which will prevent unauthorised access to yo

In order for us to carry out the refund v, fie require you to validate your account
information.

Log off to your bank account profile topegi
Please nigte: Faﬂure to comply with this gequest can lead to temporary suspension of access to our
online b ;

Sincerely,
Account Support




What is BU doing?
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Malicious Web Page Blocked

The web page you were trying to visit has been known to cause harm, and may ftry to install
dangerous software on your computer that can steal or delete your information. Please contact
us at ithelp@bu.edu or call (617) 353-4357 if you believe this to be in error and include the
information below in your message.

User:
URL:

Category:

Return to previous page
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What is BU doing?

Two-Step Login Started

Boston University uses software from Duo to protect your information.
Please follow the steps below to complete the login process.

'BOSTON | = Setings

UNIVERSITY

Device: i0s pox-xxx-0146) v

Send Me a Push

Call Me

Enter a Passcode

#] Remember me for 30 days

BOSTON B
UNIVERSITY v
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Coming soon...

TT
CISCO Data Sheet

Cisco Email Security Advanced Email Protection

Product overview

Customers of all sizes face the same daunting challenge: email is simultaneously the most important business
communication tool and the leading attack vector for security breaches. Cisco® Email Security enables users to
communicate securely and helps organizations combat Business Email Compromise (BEC), ransomware,
advanced malware, phishing, spam, and data loss with a multilayered approach to security.
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Not expecting to see that logo?

Boston University Information Security, in coordination with your unit’s management, 1s
conducting an assessment to determine our vulnerability to phishing e-mails and our training

needs. Please help us to obtain an accurate assessment by not discussing the e-mail that brought
vou here with vour coworkers until the test completes on December 15, 2017.

While vour participation in this exercise will help us understand how vulnerable our test
communities are to phishing, the results will not be used for disciplinary action. Information

Security will report only on the percentages of individuals that clicked on the message. not
individual names.
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If something bad does happen...

BU Information Security

(Cyber) Incident Response Team
* 617-358-1100
o irt@bu.edu

We’'re here to help!



mailto:irt@bu.edu
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Questions
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