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Disclaimer

» You will not hold the presenter liable for anything.

» The presentation does not endorse or approve and assu
responsibility for the content, accuracy or completeness
information presented.

» This presentation does not represent the opinions of any of the
organizations that the presenter has worked for.




whoami

» Healthcare and education

» Information Security & Risks

» Organizer of Security BSides Boston 2013/2014. More informa
http://www.bsidesboston.com

» A Medsec (Linkedin) and a “I Am The Cavalry” member

» @wr0 and websecr at gmail dot com or come say hi!
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» Introduction to Internet Of Things (IoT)
» Problem

» Future

» Risks, followed by an Apple IOS example

» Recommendations




Introduction

» “*“=Healthier, efficient, stronger

» What are you wearing today?

Simple View of the Internet of Things

Information Personal Operational
Technology Technology Technology

PCs Tablets Home energy ICS/SCADA
Servers Smartphones Medical wearables Medical machines
Virtualization MiFi Medical implants Kiosks
Routers Home entertainment Manufacturing
Switches Home control Cloud service
infrastructure
Env. monitoring
SANS Webcast, “Securing the Internet Of Things”




Introduction

» These can be (and not limited to):




Introduction

» loT
>

Ve Vs Wan oV ==V

Embedded (OS, Applications)
Heterogeneous

Multiple interfaces

Consumer-driven

Impacts people (health, safety, privacy)

Many and multiple years lifecycle




Problem

» The Internet has connected any thing . . .

135 Billion Internet-Connected Devices by 2015

1 SB 4OB E = 1B DEVICES

CONNECTED CONNECTED
DEVICES IN 2015 DEVICES BY 2020
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http://www.silabs.com/products/pages/internet-of-things.aspx
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Problem

7,255,210,285

15 Billion Internet-Connected Devices by 2015

1 SB 4OB E = 1B DEVICES

CONNECTED CONNECTED
DEVICES IN 2015 DEVICES BY 2020
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Results

(o]
?0%
of devices collected at
least one piece of
personal information via
the device, the cloud or
its mobile application.

Six out of 10 devices that
provide user interfoces
were vulnerable to a range
of issues such os persistent
X55 and weak credertials.

/0%
of devices used

unencrypled network
services.

http://fortifyprotect.com/HP_loT_Research_Study.pd

f

80%
of devices along with their
cloud and mobile
application compeonents
failed to require passwords
of a sufficient cornp]exih,'

and length.

(o)
70%
of devices along with their
doud and mobile
application enable an
aitacker to identify valid
user accounts through
account enumeration.




Attacks on loT

Antacks on Lol Devices

Enviremmental ; Merwarh
Antacks Antacks

Virus
TeejanHaoree
Laogic Bombs
Wormmns
Demmalof Sarvics

Toming Analy=is

Fower Analysis

Fault Anabgiz
Electromagnetic Arahrss

Micro-probng Ciphertext-ony atiack Marster and Eavesdropping
Beverse Engg Enoomn.pl bext attack [raffic Anshyas
she. Chosen-plaire exi sitack < amoudage

Man-in-the-niddis attadk Demialof Service Atiads
Node Subversicn, MNode Malfindion

Sode Caplure, Nods Culape
Meszage Comaption, False Mode
BephlicaticnAttacdes, Eomaing Artacks

//www.inf.ufpr.br/rtv06/iot/05940923.pdf




Got Shodan ?
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The search engine for jthe Internet of Thing';

Shodan is the world's first search engine for Internet-connected devices.

Create a Free Account

Explore the Internet of Things
Use Shodan to discover which of your devices are connected to the Internet, where
they are located and who is using them.

https://www.shodan.io
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Average Internet of Things device has 25 security flaws

In a study of ten devices including home thermostats, remote power outlets and door
locks, HP found 250 potentially dangerous security vulnerabilities

Rk ik

http://www.telegraph.co.uk/technology
/internet-security/11000013/Average-
Internet-of-Things-device-has-25-
security-flaws.html

lkea's vizion of the connected home i= one that =hould be adopted by busines=ses




Recommendations

Conduct a review of all the device components
Implement security standards before any implementation
Ensure that security is throughout the lifecycle

Thoroughly keep testing and testing again

Hire a third party for testing

vV v v v v Y

Work and network with other colleagues and loT groups an
manufacturers

\ 4

Review |oT security frameworks
» AoT?




Questions
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Resources

Hackable Light Bulbs, http://www.infosecurity-magazine.com/news/f
the-internet-of-things-even-a/

Internet of Everything Secure Framework,
http://blogs.cisco.com/sp/internet-of-everything-ioe-secure-fr

Security Framework for |oT, http://www.infosecurity-
magazine.com/news/mcafee-plots-security-framework/

Shodan, http://www.shodanhg.com

Smart TVs, http://www.infosecurity-magazine.com/news/black-
2013-researchers-demo-how-smart-tvs-can/

The CIA Fears of loT, http://www.nextgov.com/defense/2014/07/cia-
fears-internet-thinqs/89819/

The Open Interconnect Consortium ,http://openinterconnect.org/




