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Who am I? 
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In the news 
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50 Million customers 

April 5, 2013 
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May 1, 2013 

• Exploits zero-day in IE8/WinXP 

• Installs Poison Ivy Backdoor trojan 

• Attributed to Chinese DeepPanda Group 
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Carberp Banking Trojan Toolkit 

June 15, 2013 

• June 5 – Developer “short on cash”, sells for $25k 

• June 15th – User offers for $5,000.00 

• June 18th – Download link spreads 
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TRENDS 
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Banking Malware 

• SMS Phish via FSC 

• Replaces official App 

• Collects phone logs 

• Requests private info 

Android/FakeBankDropper.A 
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Ransomware 
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Digital C Signed Malware 

Stolen Certificates Test-signed Malware 
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Top Network Attacks 

73% of all attacks are 

browser-based, up from 44%  

last quarter 
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Traditional Network 
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Target Users as Entry 
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Attack 
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Sophisticated Attacks 
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Spear Phishing 

• Carefully crafted email targeting a specific user 

• Contains malicious attachment or download link 

• (also see watering hole, drive by download, etc..) 
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Hacking = Program Control 

Please provide a direction 

if direction is not blank: 

 go(direction); 
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Typical Program 

push ebp 

mov ebp, esp 

sub esp, 0x10 

mov PTR [esp], 0x80484c0  

call 8048318 <puts@plt> 

mov eax, 0x0 

ret 

0x4ff01298 
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Anatomy of an Exploit 

push ebp 

mov ebp, esp 

sub esp, 0x10 

mov PTR [esp], 0x80484c0  

call 8048318 <puts@plt> 

mov eax, 0x0 

ret 

0x4ff01298 

push eax 0x0234abf1 

call URLDownloadToFile() 

call LoadLibrary() 
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Anatomy of an Exploit 

push ebp 

mov ebp, esp 

sub esp, 0x10 

mov PTR [esp], 0x80484c0  

call 8048318 <puts@plt> 

mov eax, 0x0 

ret 

0x4ff01298 

push eax 0x0234abf1 

call URLDownloadToFile() 

call LoadLibrary() 

Vulnerability Trigger 

Payload 
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Exploit Mitigations 
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Data Execution Prevention (DEP) 

call 8048318 <puts@plt> 

mov eax, 0x0 

ret 

push eax 0x0234abf1 

call URLDownloadToFile() 

call LoadLibrary() 

X 
[read/write] 

0x4ff01298 
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Data Execution Prevention (DEP) 

call 8048318 <puts@plt> 

mov eax, 0x0 

ret 

push eax 0x0234abf1 

call URLDownloadToFile() 

call LoadLibrary() 

X 
[read/write] 

0x4ff01298 

0x7ff0a920 

call URLDownloadToFile() 

0x52a9291a 

call LoadLibrary() 
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Address Space Layout Randomization (ASLR) 

call 8048318 <puts@plt> 

mov eax, 0x0 

ret 

0x4ff01298 

0x7ff0a920 

call URLDownloadToFile() 

0x52a9291a 

call LoadLibrary() 
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Address Space Layout Randomization (ASLR) 

call 8048318 <puts@plt> 

mov eax, 0x0 

ret 

0x4ff01298 

0x7ff0a920 

???? 

0x52a9291a 

???? 

0x3a280bcd 
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Case Study: CVE-2013-0640  

• Code Execution Vulnerability 

• Address Leak (to bypass ASLR) 
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Triggers  

Address Leak 
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Triggers  

Code execution 
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wcsstr() 
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wcsstr() 

CryptStringToBinary() 
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wcsstr() 

CryptStringToBinary() 

RtlDecompressBuffer() 
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wcsstr() 

CryptStringToBinary() 

RtlDecompressBuffer() 

fwrite() 
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wcsstr() 

CryptStringToBinary() 

RtlDecompressBuffer() 

fwrite() D.T 
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wcsstr() 

CryptStringToBinary() 

RtlDecompressBuffer() 

fwrite() 

LoadLibrary() 

D.T 
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wcsstr() 

CryptStringToBinary() 

RtlDecompressBuffer() 

fwrite() 

LoadLibrary() 

D.T 

D.T 
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wcsstr() 

CryptStringToBinary() 

RtlDecompressBuffer() 

fwrite() 

LoadLibrary() 

D.T 

D.T 

reads initial PDF for  more Code 
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wcsstr() 

CryptStringToBinary() 

RtlDecompressBuffer() 

fwrite() 

LoadLibrary() 

D.T 

D.T 

Decrypts and  

Runs only in  

memory 
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wcsstr() 

CryptStringToBinary() 

RtlDecompressBuffer() 

fwrite() 

LoadLibrary() 

D.T 

D.T 

L2P.T 



www.foundstone.com 

Copyright © 2013 

McAfee, Inc. 42 
Brad.Antoniewicz@foundstone.com @brad_anton              @foundstone 

Owned 
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? 
@brad_anton 

 

Brad.Antoniewicz@foundstone.com 

*many of the pics in this presentation were found on the 

internet – credit goes to images.google.com  


