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David Davis was lnthomlddloofa wmuwm-mm
was then arrested. Read More
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April 5, 2013
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important notice for customers
if you havenl already updsted your LivingSocial password, please update it now
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May 1, 2013

UNITED STATES st mEaiii Rt e
DEPARTMENT OF LABOR erier et acoress | usscuse lFecteol Ly

Ato Z Index | Site Map | FAGs | DOL Forms | About DOL | Contact Us

DOL Home = OWCFP > DEEQIC > SEM Introduction > SEM home page

Office of Workers' Compensation Programs E': Print This Page = Text Size E-mail This Page

Compliance Assistance

Regulatory Library EEOICP Site Exposure Matrices Website -- Home Page
About OWCP DOE FACILITIES AND RECA SITES DATA

el UPDATED AS OF JANUARY 11, 2013

= DFEC

= DEEOQIC ) i -

. - The Department of Labor (DOL) Site Exposure Matrices (SEM) Website is a m
DLH“_ repository of information gathered from a variety of sources regarding toxic

= DCMWC substances present at Department of Energy (DOE) and Radiation Exposure DOL WANTS YOUR INPUT!

Contact OWCP Compensation Act (.RECA] facilities cwered. under Fart E of the Energy The Department of Labor welcomes

Employees Occupational llness Compensation Program Act (EEQICPA). In your input to the Site Exposure
OWCP Customer putting together SEM, DOL held round table meetings with workers from Matrices. I you have unclassified
Assistance DOE facilities all over the country and gathered their input on the hazards at information that you would like to

these sites. DOL also obtained copies of thousands of documents from DOE

i ) _— have considered for use in the
regarding toxic substances at those facilities.

Matrices, please submit it using this

In addition to toxic substance information, the SEM Website also contains button:

information regarding scientifically established links between toxic
substances and illnesses. Displayed links for diagnosed illnesses show hows Submit Site-Related Information
these correlate to toxic substance exposures. The relationship between toxic
substances and diagnosed illnesses showen in SEM is derived from the Haz-
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June 15, 2013

Carberp Banklng Trolan Toolkkit

« Juneb - Déveloper ‘short on cash’”, sells for $25k
- June 15% — User offers for $5,000.00
+ June 18t — Download link spreads
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Android/FakeBankDropper.A

« SMS Phish via FSC * Collects phone logs
* Replaces official App * Requests private info
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Ransomware

LOCaton
-

o
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Signed Malware

Total Malicious Signed Binaries

Stolen Certificates Test-signed Malware
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Top Network Attacks TO p Netwo rk AttaC kS

I Browser

I Remote Procedure Call

B SOL Injection

[ Cross-Site Scripting
Others

/3% of all attacks are
browser-based, up from 44%
last quarter
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Traditional Network
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Target Users as Entry
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Attack
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Spear Phishing

« Carefully crafted email targeting a specific user
« Contains malicious attachment or download link
« (also see watering hole, drive by download, etc..)
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/ Hacking = Prografy Control
J \
J \
Y \
J \
J \

Please provide a direction

L e e = ——— "

if direction 1s not blank:
go (direction);
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Typical Program

0x4ff01298

mov ebp, esp

sub esp, 0x10

mov PTR [esp], 0x80484c0

call 8048318 <puts@plt>

mov eax, 0xO0
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Anatomy of an Exploit

0x4ff01298

mov ebp, esp

sub esp, 0x10

mov PTR [esp], 0x80484c0

call 8048318 <puts@plt>

:----------------------------------} OX0234abf1 push eax

+

call URLDownloadToFile ()

:

call LoadLibrary ()
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Vulnerability Trigger

Anatomy of an Exploit

L------------------I

Brad.Antoniewicz@foundstone.com

@brad_anton

@foundstone

Payload

pf I E EEEEEEEEEEEE
B B E BB B E B EEBEE BB

=\ www.foundstone.com



Exploit Mitigations
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Data Execution Prevention (DEP)

0x4ff01298

call 8048318 <puts@plt>

S NSNS EEEEEEEEEEEEEEEEEEEEEEEEEEEE } OX02.' 4abf1 Push eax

[read/ WI’I'[E] call URLDownloadToFile ()

ret +

call LoadLibrary ()

v
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Data Execution Prevention (DEP)

0x4ff01298

call 8048318 <puts@plt>

E 0x02_4abfl push eax
=
E [read/ Wl'ite] call URLDownloadToFile ()
E ret {P
. call LoadLibrary ()
v v

Ox7ff0a920

call URLDownloadToFile ()

0x52a9291a

call LoadLibrary ()
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Address Space Layout Randomization (ASLR)

0x4ff01298

call 8048318 <puts@plt>

.IIIIE

|

|

| |

. mov eax, 0x0
-

|

| |

v
0x7ff0a920

call URLDownloadToFile ()

0x52a9291a

call LoadLibrary ()
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Address Space Layout Randomization (ASLR)

Ox4#01298 0x3a280bcd

call 8048318 <puts@plt>

.Illl [ 5]

| |

| |

| |

- mov eax, 0xO0
:

| |

| |

v
Ox7ff0a920
\ 4
0x52a9291a
272727
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Case Study: CVE-2013-0640

Adobobat“

« Code Execution Vulnerability
« Address Leak (to bypass ASLR)
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*

v

Triggers
Address Leak
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h 4
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Triggers
Code execution
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wcsstr ()
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wcsstr ()

CryptStringToBinary ()
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wcsstr ()

CryptStringToBinary ()

RtlDecompressBuffer ()
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wcsstr ()

CryptStringToBinary ()

RtlDecompressBuffer ()

fwrite ()
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wcsstr ()

CryptStringToBinary ()

RtlDecompressBuffer ()

fwrite () | a D.T
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wcsstr ()

CryptStringToBinary ()

RtlDecompressBuffer ()
fwrite () | a D.T

LoadLibrary ()
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wcsstr ()

CryptStringToBinary ()

RtlDecompressBuffer ()
fwrite () | a D.T

LoadLibrary ()

Y
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wcsstr ()

CryptStringToBinary ()

RtlDecompressBuffer ()
fwrite () | a D.T

LoadLibrary ()

TP ETT P ET Y PET P IR PEPPEPPPEPPIRTH 2

reads initial PDF for more Code
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wcsstr ()

CryptStringToBinary ()

RtlDecompressBuffer ()
fwrite () | a D.T

LoadLibrary ()

D.T¢
i %

Decrypts and
Runs only in
memory
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wcsstr ()

CryptStringToBinary ()

RtlDecompressBuffer ()
fwrite () | a D.T

LoadLibrary ()

[lT‘l' “:F
- %
v

DLL

L2P. T
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?

@Dbrad_anton

Brad.Antoniewicz@foundstone.com

*many of the pics in this presentation were found on the
Internet — credit goes to images.google.com
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