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FRESHLY OLD: About Joshua Corman

= Research Director, Enterprise Security for The 451 Group (Oct ‘09)
* Former Principal Security Strategist [IBM ISS]
* Sold stealth custom malware start-up to ISS in 2002

= Industry Experience:
* Expert Faculty: The Institute for Applied Network Security (IANS)
e 2009 NetworkWorld Top 10 Tech People to Know
* Co-Founder of “Rugged Software” www.ruggedsoftware.org

= Things I’ve been researching: \
* Compliance vs Security
* Disruptive Innovations (Virtualization, Cloud, Mobility) x
* The Economics of Information Security
* Politically motivated Cyber (APT/APA/SMT)
* Comprehensive Data Security



http://www.networkworld.com/supp/2009/outlook/010509-tech-people-to-know.html
http://www.ruggedsoftware.org
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Late Breaking News!

Surviving a Zombie Apocalypse

APTs and Adaptive Persistent Adversaries

The Rise of Chaotic Actors: Understanding Anonymous




MISSION ACCOMPLISHED! (no — not really)

Figure 33. Number of records compromised per year 2011 VZ DBIR
in breaches investigated by Verizon and the USSS 360,834,871
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All-Time High # of Incidents

All-Time Low # of Breached Records

Higher Value Records

All but one thing got worse

MOST cases SMB
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2009 2010
141 incidents 761 incidents

Intellectual Property 10 41 31
National Security Data 1 20 19
Sensitive Organizational 13 81 68
System Information ZERO 41 41
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2010 Unholy Trinity:

Google.cn and Operation Aurora

Stuxnet

Bradley Manning/WikiLeaks (and Operation Payback)

Anonymous

EMC/RSA SecurlD

Sony’s Punishment Campaign

\ ANONYMOUS
LulzSec :
Lockheed ﬁ “} G
IMF ¥ s pem -
TR PLAYSTATION.
‘\“\1 Network
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Why Zombies Love PCI:
or “No Zombie Left Behind Act”

SPEAKER:

Joshua Corman
Research Director
Enterprise Security
The 451 Group

the group

PechaKucha Happy Hour

RSACONFERENCE
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Is PCI The No Child Left Behind Act for
Information Security?

Early Adopters Laggards

RSA 20% thegroup

CONFERENCE 12



When “"good enough”... isn’t




It's all about Zombies




It's all about Zombies




Disruptive Changes

Cost

Complexity
Risk
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Evolving Threat:
Adaptive Persistent Adversaries
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Fear the auditor more than the attacker

WATCH OUT FOR THE
SOULESS SNAKE OIL
VENDORS, TOO

CLUELESS STATE
GOVERNMENTS
PRESENT

PCI
CERTIFY YOU

FOR ONLY $§5

PERIP

Y o A\ ',I-IEIR CEASELESS HUNGER FOR YOU
TO.?ADOPT THEIR MINDLESS RISK TOLERANCE!!!




We broke the Information Security Market

HIPAA

HITECH

Cost i SOX
Complexity |
Risk i GLB

Security ™
Standards Council

ﬁpcl DSS COMPLIANT
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Thriller

1984 1994 m 2014?

Sony Walkman Sony Discman iPod
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ZOMBIE

Fo,c;’d'.gyra‘(gid

Stomach Group
2-3 SERVINGS

Heart & Lungs
Group
3-5 SERVINGS

Bones, Gristle
GNAW SPARINGLY

Intestines Group
2-3 SERVINGS

Liver Group
2-4 SERVINGS

Brain Group
6-11 SERVINGS




Survival Guide/Pyramid



http://www.ruggedsoftware.org

Survival Guide/Pyramid

A

Gene Kim
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|

Operational Discipline

Defensible Infrastructure
th group




Survival Guide/Pyramid

Situational Awareness

Operational Discipline

Defensible Infrastructure
th group




Survival Guide/Pyramid

Countermeasures

Situational Awareness

Operational Discipline

Defensible Infrastructure
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icorman@the451groun.com
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Surviving The Zombie Apocalypse
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Evolving Threat: Adaptive Persistent
Adversaries
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DISORDER

LAWFUL GOOD NEUTRAL GOOD CHAOTIC GOOD

LAWFUL NEUTRAL TRUE NEUTRAL CHAOTIC NEUTRAL

LAWFUL EVIL NEUTRAL EVIL CHAOTIC EVIL

the group
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Social Engineering - Security Through Education

3 http: / /www.social-engineer.org/ LEEE0 ¢ | [ Q- HoneyBadger

§ 7 ' - ' -
oy Social-Engineer.org
=Y - Security Through Education

/

S l 7
Social-Engineer.Org : Security Through Education B 6 ﬁ

Home Blog Framework Podcast Newsletter Resources CTF The Team Sponsors Contact

"The basic tool for the manipulation of reality is the manipulation of words.”

The Official Social Engineering Portal

Social Engineering (SE) s both incredibly complex and amazingly simple.

What really is social engineering? We define it as the act of manipulating a person to accomplish goals that may or may not be in
the “target’s” best interest. This may include obtaining information, gaining access, or getting the target to take certain action.

Due to the mystery surrounding this dark art many people are afraid of it, or they feel they will never be able to accomplish a
successful social engineering test. However, every time you try to get someone to do something that is in your interest, you are
engaging in social engineering. From children trying to get a toy from their parents to adults trying to land a job or score the big
promotion, all of it is a form of social engineering.
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Attacker Drop-Offs : QSAs
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Attacker Drop-Offs: APTs/APAs
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Attacker Drop-Offs: Chaotic Actors

e Security Investment
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e APT?APA Success
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What is the Goal...”?

» Security ™
Standards Council

ﬂpcl DSS COMPLIANT
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Does It matter?

~ Category Threat Action Type  Breaches
1 Misuse | Abuse of system access / privileges | 31
2 | ' - Use of stolen login credentials | 28
3 Pretexting 25
4 | Exploitation of backdoor or command and 24

, - control channel ‘
4 | ~ Solicitation / Bribery | 24
4 | Misuse  Embezzlement, skimming, and related fraud 24
5 Malware Backdoor (allows remote access / control) | 22
5 Malware  Send data to external site / entity | 22
5 | Malware System /network utilities (PsTools, Netcat) 22
6 | Maliiare W / Spyware (capture data from user 21
6 Malware @ Scan or footprint network | 21
6 |1 SQL Injection 21

Top Threat Action Types used to steal INTELLECTUAL PROPERTY AND
CLASSIFIED INFORMATION by number of breaches - (excludes breaches only
involving payment card data, bank account information, personal information, etc)

NEW YORK * SAN FRANCISCO * LONDON - BOSTON - WASHINGTON DC - SANTA FE
WWW.THE451GROUP.COM * WWW.TIERTRESEARCH.COM * WWW.UPTIMEINSTITUTE.ORG




Zombie Proof Housing NS
http://all-that-is-interesting.com/post/4956385434/the-first-zombie-proof-house ( Countermeasure | :
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Zombie Proof Housing
http://all-that-is-interesting.com/post/4956385434/the-first-zombie-proof-house

Situational Awareness
Operational Discipline

Defensible Infrastructure
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Zombie Proof Housing |
http://all-that-is-interesting.com/post/4956385434/the-first-zombie-proof-house
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Zombie Proof Housing
http://all-that-is-interesting.com/post/4956385434/the-first-zombie-proof-house

Situational Awareness
Operational Discipline

Defensible Infrastructure
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Zombie Proof Housing
http://all-that-is-interesting.com/post/4956385434/the-first-zombie-proof-house

Countermeasure
Situational Awareness
Operational Discipline
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Zombie Proof Housing
http://all-that-is-interesting.com/post/4956385434/the-first-zombie-proof-house

Situational Awareness
Operational Discipline

Defensible Infrastructure
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A real use case of 'better security' in the face of adaptive
adversaries
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http://www.the451group.com/report_view/report_view.php?entity_id=66991
http://www.the451group.com/report_view/report_view.php?entity_id=66991
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http://www.greylock.com/




“What is missing from
software security?”



CULTURAL INFORMATION
PRACTICE OR IDEA OR CONCEPT
THEORIES PRACTICES HABITS SONGS

NATURAL SEI.ECTION

EXAMPLES MIGHT NCLUDE ll Jﬂ, B IDW

.Aﬂ i ”’* }"'?;'.m.’-n N

SELF PROPAGATING
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/\ DANGER
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> AHEAD



PIRATES ARE ATTACKING
U.S. SHIPS OFF THE COAST
OF AFRICA. THEY'VE BROKEN
THE 100 YEAR TRUCE.

WHO, THE PIRATES?

NO, THE INTERNET

IT STARTS WITH PIRATES.
THEN THE ZOMBIES AND THE
UNICORN RIPING ROBOTS.

THE NEXT THING YOU KNOW,
BLOOD THIRSTY LOLCATS ARE
JUMPING OUT OF ROFLCOPTERS
AND OM NOMNOMING OUR

© 2009 JOEL WATSON  WWW.HIJINKSENSLEE.COM

ACCORDING TO INTERNET LORE,
THERE'S ONLY ONE THING THAT
CAN STOP A PIRATE.

SCURVY? SYPHILIS?
A REMEDIAL READING
COMPREHENSION TEST?

MY THROWING STARS,
LET ME SHOW YOU THEM.

| WAS LATE,
WHY ARE WE
DOING THIS?
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Secure software is critically important to

almost every aspect of life.

© The Economist, January 16, 2010






“A fortress mentality will not
work in cyber. We cannot
retreat behind a Maginot Line
of firewalls...If we stand still
for a minute, our adversaries
will overtake us.”

-William Lynn, U.S. Deputy Secretary of Defense
January 2010
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RUGGED SOFTWARE






RUGGED SOFTWARE



Le gas goes slowly. Theﬂ. car doesn'.

CURRENT SOFTWARE






...50 software not only needs to be...
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THE MANIFESTO



| recognize that my code will be used in ways |
cannot anticipate, in ways it was not designed,
and for longer than it was ever intended.






WHAT IS RUGGED?



It’s not about
- style, it’s about
the result.




It’s not about
external compliance...






1) Beyond the choir

The Masses




2) Beyond technology

EERTA NS FER VAL UsES

FOR THINGS THAT MATTER MOSH




3) Aspirational




The Journey

Informed Selective Mature




GETTING INVOLVED



»

{ RUGGED }

software

http://ruggedsoftware.org

Twitter: @RuggedSoftware


http://ruggedsoftware.org

https://groups.google.com/a/owasp.org/group/rugged-software

/
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' Members
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https://groups.google.com/a/owasp.org/group/rugged-software
https://groups.google.com/a/owasp.org/group/rugged-software
https://groups.google.com/a/owasp.org/group/rugged-software

A Rugged Rorschach
“What does Rugged mean
to you?”






What can Rugged qualities be?

Supportability — easy to troubleshoot and fix

Resilience — can handle high loads at unexpected times
Recoverability — is built to fail gracefully and recover quickly
Flexibility — can easily be updated

Security — can withstand accidental or malicious misuse

Longevity — will serve its purpose for many years to come, that does
not assume the ability to update or replace it.



Rugged Communities

Developers
e the hearts and minds - the hands on the keyboards

Development Executives
* anasset to pursuing your SDLC

Students and Universities
e starting your careers with a head start

IT Practitioners
* securing the support and budgets you need
e identifying the software you deserve

Procurement
 demanding Rugged infrastructure from your providers

Citizens
* Something my mother in law and neighbors understand



Supply
and



Code we WRITE

Code we BUY









The Beginning of the End: Driving an Era of Rugged Software
http://www.the451group.com/intake/rugged/

*The Manifesto
*An untapped resource for consumers of software and clouds
*An opportunity for cloud and hosting providers


http://www.ruggedsoftware.org
http://www.the451group.com/intake/rugged/
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THANK YOU

@joshcorman @RuggedSoftware
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