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STATE SECURITY BREACH NOTIFICATION LAWS

As of 9/27/07

Ronald N. Weikers, Esq.

Weikers & Co. | Software-Law.com
RWeikers@Software-Law.com 
	State

* = new (after 7/17/2006)
	Law / (pending bill)
** = Onerous Term(s)
	Encryption Exception?
	Redaction Exception?
	Law Enforcement Exception?
	Substitute Notice Allowed?
	Federal Regulation Exception?
	Private Cause of Action?
	Excludes Public Info.?
	Notify Credit Agencies?
	Special Terms

	Alabama
	(S.B. 114)
	
	
	
	
	
	
	
	
	

	Alaska
	(H.B. 31, H.B. 65, S.B. 21)
	
	
	
	
	
	
	
	
	

	Arizona 
	Ariz. Rev. Stat. § 44-7501 (2006)
	Yes; i.e., notice not required if data encrypted
	Yes, excludes last 4 digits of SSN and other redacted records.
	Yes
	Yes, via e-mail, website or media, if other notice >$50,000 or >100,000 affected recipients
	Yes, if in compliance with federal notice regulations, such as HIPAA or GLB Act
	No
	Excludes info. in public government records and in “widely distributed” public media
	No
	

	Arkansas
	** Ark. Code § 4-110-105 (2005)
	Yes
	Yes
	Yes
	>$250,000 or >500,000 recipients
	Yes
	No
	Excludes info. in all publicly disseminated directories
	No
	“Personal information” also includes medical records. Duty to destroy unneeded sensitive personal data and safeguard all personal data.

	California
	Cal. Civ. Code §§ 1798.29 & 1798.82 (2003)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	No
	Yes
	Excludes info. in public government records
	No
	

	Colorado
	** Colo. Rev. Stat. § 6-1-716 (2006)
	Yes
	Yes
	Yes
	>$250,000 or >250,000 recipients
	Yes
	No
	Excludes info. in public government records and public media
	Yes, if >1,000 recipients
	

	Connecticut
	Conn. Gen. Stat. § 36a-701b (revised 2007)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	Banks
	No
	Excludes info. in public government records and public media
	No
	

	Delaware
	6 Del. Code §§ 12B-101 to -104 (2005)
	Yes
	No
	Yes
	>$75,000 or >100,000 recipients
	Yes and state regulation
	No
	Excludes info. in public government records
	No
	

	* District of Columbia
	D.C. Code §§ 28-3851 to -3853 (2007)
	Yes (if “rendered secure”)
	
	Yes
	>$50,000 or >100,000 recipients
	Yes, GLB Act
	Yes (but no pain and suffering)
	Excludes info. in public government records
	Yes, if >1,000 recipients
	

	Florida
	** Fla. Stat. § 817.5681 (2005)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	Banks
	No
	Excludes info. in public government records and public media
	Yes, if >1,000 recipients
	Notice within 45 days of breach. Hosting company must notify owner in 10 days. Up to $500,000 fine.

	Georgia
	Ga. Code §§ 10-1-911 to -912 (2005)
	Yes
	Yes
	Yes
	>$250,000 or >500,000 recipients
	No
	Not explicit
	Excludes info. in public government records
	Yes, if >10,000 recipients
	Information brokers only. Individual’s name need not be acquired for act to apply. 

	Hawaii
	** Hi. Rev. Stat. §§ 487N-1 to -3 (2006)
	Yes (unless key acquired)
	Yes, last four digits
	Yes
	>$100,000 or >200,000 recipients
	Yes
	Yes, damages and attorneys’ fees
	Excludes info. in public government records
	No
	Notice must include: (1) description of incident; (2) type of info. accessed; (3) acts taken to protect info. from further access; (4) telephone number; (5) advice to review account statements and credit reports.

	Idaho
	Idaho Code § 28-51-104 to -107 (2006)
	Yes
	No
	Yes
	>$25,000 or >50,000 recipients
	Yes and state regulation
	No
	Excludes info. in public government records and public media
	No
	Up to $25,000 fine

	Illinois
	815 Ill. Comp. Stat. 530/1 to /30 (2005)
	Yes
	Yes
	No
	>$250,000 or >500,000 recipients
	No
	Yes
	Excludes info. in public government records
	No
	

	Indiana
	Ind. Code §§ 24-4.9-3-1 to -5-1 (2006)
	Yes (unless key acquired)
	Yes, if only last 4 digits.
	Yes
	>$250,000 or >500,000 recipients
	Yes
	No
	Excludes info. in public government records
	Yes, if >1,000 recipients
	State agencies subject to Ind. Code §§ 4-1-11-1 to -10.

	Iowa
	(H.F. 655)
	
	
	
	
	
	
	
	
	

	Kansas
	Kan. Stat. §§ 50-7a01 to -7a04  (2006)
	Yes
	Yes, excludes last 4 digits of SSN and last 5 of driver’s license.
	Yes
	>$100,000 or >5,000 recipients
	Yes and state regulation
	No
	Excludes info. in public government records
	Yes, if >1,000 recipients
	

	Kentucky
	(H.B. 7)
	
	
	
	
	
	
	
	
	

	Louisiana
	La. Rev. Stat. §§ 51:3071 to :3077 (2005)
	Yes
	Yes
	Yes
	>$250,000 or >500,000 recipients
	Banks
	Yes
	Excludes info. in public government records
	No
	

	Maine
	Me. Rev. Stat. tit. 10, §§ 210-B-1346 to -1349 (2005)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	Yes
	Yes
	No
	No
	Fine up to $25,000 per day

	Maryland
	** Md. Code §§ 14-3501 to -3508 (effective 2008)
	Yes
	Yes
	Yes
	>$100,000 or >175,000 recipients
	Yes
	Yes
	Excludes info. in public government or other records
	Yes, if >1,000 recipients
	Affirmative duty to take reasonable steps to prevent unauthorized access to stored data, and to destroyed data, and affirmative duty to contractually require third-party service providers to do same.  If company determines that notice is not required, must maintain records of decision for three years.  Must notify Notice must include description of: (1) type of personal information that was acquired; (2) acts taken to protect information from further acquisition; (3) telephone number for further information; and (4) telephone numbers of, and advice that consumer may contact, credit reporting agencies, FTC and state attorney general. Attorney General.  Becomes effective 1/1/2008.

	* Massachusetts
	Mass. Gen. L. 93H § 1 (effective 2008) (scroll down to “SECTION 16”)
	Yes (unless key acquired)
	No
	Yes
	>$250,000 or >500,000 recipients
	Yes
	No


	Excludes info. in public government records
	Up to discretion of director of consumer affairs and business regulation
	Also covers account numbers without password.  Includes biometric data.  Affirmative duty to redact, burn, pulverize or shred paper documents, and to destroy or erase electronic media so that personal information cannot be read or reconstructed.  Grants department of consumer affairs authority to issue regulations regarding security measures to prevent unauthorized access to stored data.  Must notify Attorney General and director of consumer affairs.  Notice must include consumer’s right to obtain police report and how to obtain security freeze, but may not include nature of breach.  Must report to consumer reporting agencies, if first reported by director of consumer affairs to consumer reporting agencies.

	* Michigan
	Mich. Cons. L. § 445.72 (2007)
	Yes
	Yes
	Yes
	>$250,000 or >500,000 recipients
	Banks and HIPAA-regulated entities.
	Yes
	Excludes info. in public government records
	Yes, if >1,000 recipients
	Notice must : (a) generally describe breach; (b) describe type of information accessed; (c) describe means used to protect data from further breaches; (d) telephone number for assistance; and (e) remind recipients of need to remain vigilant for fraud and identity theft.  Utility may include notice in monthly bill.  Affirmative duty to destroy unneeded data (under § 445.72a).

	Minnesota
	Minn. Stat. § 325E.61 (2006)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	Banks
	No
	Excludes info. in public government records
	Yes, if >500 recipients
	

	Mississippi
	(S.B. 2089)
	
	
	
	
	
	
	
	
	

	Missouri
	NONE
	
	
	
	
	
	
	
	
	

	Montana
	** Mont. Code § 30-14-1704 (2005)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	No
	No
	Excludes info. in public government records
	No
	SSN alone, without name, is considered sufficient. Duty to destroy unneeded personal data.

	Nebraska
	** Neb. Rev. Stat. §§ 87-801 to -807 (2006)
	Yes
	Yes, last 4 digits
	Yes
	>$75,000 or >100,000 recipients
	Yes and state regulation
	No
	Excludes info. in public government records
	No
	Includes biometric data. Also allows substitute notice if affected entity has <10 employees and cost of notice >$10,000.

	Nevada
	** Nev. Rev. Stat. §§ 603A.010 to .920 (2005)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	Yes, and state laws.
	Not explicit, but allows data collector to sue wrongdoer
	Excludes all public information
	Yes, if >1,000 recipients
	Duty to destroy unneeded personal data.  Duty to use reasonable security measures.

	New Hampshire
	** N.H. Rev. Stat. §§ 359-C:19 to –C:21 (2007)
	Yes, but not if encryption key or password is also acquired
	Yes
	Yes; Homeland Security, as well as law enforcement
	>$5,000 or >1,000 recipients
	Yes, and state regulators
	Yes, up to 3 times damages, plus attorneys’ fees
	Excludes info. in federal or state public government records
	Yes, if >1,000 recipients
	Notice must include: (1) description of breach; (2) date of breach; (3) type of info. obtained; (4) telephone number.. Must also notify state Attorney General or  state regulator. 

	New Jersey
	N.J. Stat. § 56:8-163 (2006)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	No
	Yes, up to triple damages
	Excludes info. in public government records and in “widely distributed” public media
	Yes, if >1,000 recipients
	Duty to destroy unneeded personal data. Must also report to State Police. Must provide notice of right to credit freeze. Duty to limit use of SSNs.

	New Mexico
	NONE
	
	
	
	
	
	
	
	
	

	New York
	N.Y. Gen. Bus. L. §§ 899-aa (2005)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	No
	No
	Excludes info. in public government records
	Yes, if >5,000 recipients
	Up to $150,000 fine. Must also notify attorney general and state officials.

	New York City
	** 20 New York City Admin. Code § 20-117 (2006)
	No
	No
	Yes
	Yes, if “impracticable or inappropriate”
	No
	No
	No
	No
	Includes biometric data.  Must disclose to NYC Dept. of Consumer Affairs and NYPD. Affirmative duty to prevent retrieval of info. after discarded.

	North Carolina
	** N.C. Gen. Stat. §§ 75-60 to -65 (2005)
	Yes, unless key is also acquired
	Yes, last 4 digits
	Yes
	>$250,000 or >500,000 recipients
	Yes
	Yes
	Excludes info. in public government records and all publicly available directories
	Yes, if >1,000 recipients
	Notice must include: (1) description of breach; (2) type of info. accessed; (3) acts taken to protect info. from further access; (4) telephone number; (5) advice to review account statements and credit reports. Personal info. does not include ID numbers, email addresses, Internet account numbers, Internet identification names, mother’s maiden name, or password unless would permit access to a person's financial account.  Duty to secure and destroy data.

	North Dakota
	N.D. Cent. C. §§ 51-30-01 to -07 (2005)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	Banks
	No
	Excludes info. in public government records
	No
	Personal info. also includes digitized signature

	Ohio
	Ohio Rev. Code § 1349.19 (2005)
	Yes
	Yes, last 4 digits
	Yes
	>$250,000 or >500,000 recipients
	Banks
	No
	Excludes info. in public government records and in “widely distributed” public media
	Yes, if >1,000 recipients
	

	* Oklahoma
	Okla. Stat. § 74-3113.1 (2006)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	No
	No
	Excludes info. in public government records
	
	Applies only to state agencies

	* Oregon
	S.B. 583 (effective 10/1/2007)
	Yes
	Yes
	Yes
	>$250,000 or >350,000 recipients
	Yes
	Not explicit
	Excludes info. in public government records
	Yes, if >1,000 recipients
	Notice must include: (a) date and general description of incident; (b) type of info. obtained; (c) contact info.; (d) contact info. for consumer reporting agencies; and (e) advice to report suspected identity theft to police and FTC.

	Pennsylvania
	73 Pa. Stat. § 2303 (2005) (no live link)
	Yes
	Yes, last 4 digits
	Yes
	>$100,000 or >175,000 recipients
	Yes
	No
	Excludes info. in public government records
	Yes, if >1,000 recipients
	

	Rhode Island
	R.I. Gen. L. § 11-49.2-1 to -7 (2005)
	Yes
	No
	Yes
	>$25,000 or >50,000 recipients
	No
	No
	Excludes info. in public government records
	No
	

	South Carolina
	(H.B. 3035 / S.B. 8, S.B. 453)
	
	
	
	
	
	
	
	
	

	South Dakota
	NONE
	
	
	
	
	
	
	
	
	

	Tennessee
	Tenn. Code § 47-18-2101 to -2107 (2005)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	No
	No
	Excludes info. in public government records
	No
	

	Texas
	** Tex. Bus. & Comm. C. §§ 48.001 to .201 (2005)
	NO
	No
	Yes
	>$250,000 or >500,000 recipients
	No
	No
	Excludes info. in public government records
	Yes, if >10,000 recipients
	Up to $50,000 fine. Duty to destroy unneeded sensitive personal data and safeguard all personal data. Includes biometric data.

	Utah
	Utah Code §§ 13-42-101 to -301 (2006)
	Yes
	No
	Yes
	Yes, by newspaper (no minimum)
	Yes, and state
	No
	Excludes info. in public government records and in “widely distributed” public media
	No
	Duty to destroy unneeded sensitive personal data and safeguard all personal data. Up to $100,000 fine.

	* Vermont
	** 9 Vt. Stat. §§ 2430 to 2445 (2007)
	Yes
	Yes
	Yes
	>$5,000 or >5,000 recipients
	Banks
	No
	Excludes info. in public government records
	Yes, if >1,000 recipients
	Also covers account numbers without password.  Notice must include: (a) general description of breach; (b) type info. acquired; (c) subsequent protection measures; (d) toll-free telephone number; (e) advice to review account statements and free credit reports.

	Virginia
	NONE
	
	
	
	
	
	
	
	
	

	Washington
	Wash. Rev. Code § 19.255.010 (2005)
	Yes
	No
	Yes
	>$250,000 or >500,000 recipients
	No
	Yes
	Excludes info. in public government records
	No
	

	West Virginia
	NONE
	
	
	
	
	
	
	
	
	

	Wisconsin
	** Wis. Stat. § 895.507 (2006)
	Yes
	Yes
	Yes
	NO
	Yes
	Yes
	Excludes info. in public government records and in “widely distributed” public media
	Yes, if >1,000 recipients
	Includes DNA profile & biometric data. Notice within 45 days.

	* Wyoming
	Wyo. Stat. §§ 40-12-501 to -509 (2007)
	No
	Yes
	Yes
	>$10,000 (Wyoming entities), or

>$250,000 (foreign entities), or >10,000 recipients (Wyoming entities), or >500,000 recipients (foreign entities)
	Banks
	No
	Excludes info. in public government records and in “widely distributed” public media
	No
	Notice must include toll-free number consumer may use to contact

the entity, and from which to learn toll-free contact telephone numbers and addresses for credit reporting agencies.
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