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DataMotion Security Tools @ BU


Handling sensitive or Restricted Use data requires the most stringent safeguards. To assist our clients in the proper safeguarding of this data we recommend the DataMotion Security suite of products. DataMotion provides military-grade encryption, assuring that Restricted Use data is not only securely encrypted while being transported over the network, but remains encrypted at rest (or in storage). 
The Problem
Unauthorized disclosure or loss of Restricted Use data incurs significant penalties. The University may be required to notify the individuals affected by the unauthorized disclosure as well as state & federal authorities and local newspapers.   The University may also be subject to fines or legal action.
We routinely secure websites or file transfer protocols to send data from point to point, but these solutions only encrypt the data while it is travelling over the network.  With these solutions (https, SFTP, FTP-S, etc.) once the data arrives at the destination it is no longer encrypted.
But this does not meet the requirements of Restricted Use data, which is required to be protected both in transit and when at rest or in storage.
Recommended Solutions
Restricted Use data via email
We do not recommend email be used to handle Restricted Use data.  For example, it is a violation of HIPAA regulations to send an email containing lab results or to schedule an appointment using one of our standard email systems.  However it is permissible to use a secure email service, one that encrypts the contents of the message and tracks all accesses.  BU offers SecureMail for this purpose. 

To use SecureMail, simply visit the Securemail Login portal, create email to anyone and send it.  It will be securely delivered and they will receive a notification that you have sent them a secure message along with instructions on how to receive the message. SecureMail stores the message in encrypted form and it will only be decrypted when the recipient logs into the DataMotion portal to read it. As soon as the recipient opens the encrypted email you the sender will receive notification that the email has been read.  The client that receives your Securemail can reply back to you and even send encrypted attachments in their response to you. 
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The MS Outlook Client
If you use MS Outlook to manage your email, you may compose and edit a message from within Outlook and send it via SecureMail with a single button click.  Install the “SecureMail for Outlook” client and a Send Secure button will be added to Outlook.  When you click this button instead of the regular Send button, your email will be sent securely using SecureMail without having to login to the DataMotion web portal.  

To download the SecureMail for Outlook, go to the portal and click on “Client Downloads” or go to: https://ssl.datamotion.com/button/downloadcenter.aspx 
There is also a feature in SecureMail to embed a link into your regular email messages that will allow your recipients to respond to you using SecureMail.  It is called “SecureContact.me” 

SecureContact.me allows any email recipients external to Boston University to initiate a secure message to our internal users. This new feature allows file attachments up to 100MB to be transferred in an easy, yet secure manner through the DataMotion Hosted Service that we utilize. Here is the way SecureContact.me works: 

SecureMail subscribers access their individualized SecureContact.me link from within their DataMotion portal account through the Member Center there is an option under My Account click on the SecureContact.me selection.  The Portal will create a URL link named “Send me a secure message” this link will allow the recipient to create a SecureMail pre-addressed to you.
You just place your individualized URL link Send me a secure message in your email signature, or the URL can also be embedded in an eNewsletter, or any other communications. This gives you many options for someone without a DataMotion account to contact you securely.

An example of a SecureContact.me email
To All,

We are offering free Body Fat Index screening to all members of the university.  If you are interested please click on this link Send me a secure message to send a secure email response. 
John Doe

Director of Clinical Services

Boston University 

Send me a secure message
555 453-7658 
Restricted Use data in Web Forms or PDFs
We also offer eForms from DataMotion.  This solution allows you to convert an existing web form hosted on our university web servers to a secure form.  This is done by adding 4 hidden fields to the form.  

eForms leverages the same platform as DataMotion’s SecureMail.  When someone submits the web form or PDF, the message is sent securely to the designated recipient.  The data can be sent integrated with the form or as xml, etc. and can integrate into your existing workflows to improve efficiencies, save time, cut costs and keep your data secure and within regulatory compliance.
There are two types of eForms to suit your business needs.
eForms Direct
This can also be done inside a PDF.  With Acrobat Pro, a PDF can be turned into a form and a “Submit” button added.

On your website the PDF forms can be sent to customers, patients, employees, etc. as attachments to a secure email or regular email. The forms can be completed at the recipient’s convenience and submitted back to you securely. 

eForms Web

Hosted, HTML forms that are integrated with your existing company web site. The forms are accessed from the web site and are filled out and submitted by the end user online securely to a DataMotion SecureMail account.
More Information on DataMotion:

· DataMotion SecureMail
· DataMotion eForms
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