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BEFORE YOU BEGIN

The DataMotion SecureMail application is an intuitive and easy-to-use application that
enables you to engage in secure email communications with any number of recipients.
SecureMail provides multiple layers of additional security, so you can be confident
your messages will not be eavesdropped, hijacked, or hacked, and that only the
intended recipients will see them. SecureMail also enables your recipients to reply to
your messages in equally-secure fashion.

About This User Manual

This manual provides a detailed introduction to the SecureMail application. While the
application is easy to interpret and use, it may nevertheless be helpful for you to
familiarize yourself with its contents and shorten the learning curve even further.

Audience

This manual is intended for end users of the DataMotion SecureMail Web portal.
There are also sections for users who’ve integrated SecureMail into their desktop
email applications, and for external recipients of messages sent by SecureMail users.

This document assumes basic experience with Web browsers, such as Internet

Explorer or Mozilla FireFox, and desktop email systems such as Microsoft Outlook and
Lotus Notes.

Proprietary and Confidential 1
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Introducing DataMotion SecureMail

Email is an integral part of doing business today. Enhancing the email process does
not need to be costly or complicated. DataMotion SecureMail is cost effective, easy to
install and quick to implement.

DataMotion SecureMail makes email communication as secure as it is easy. Built on
top of DataMotion's Intelligent Information Transport (lIT) platform, it offers flexibility
that enables businesses to enjoy the same high-end encryption used by government
agencies and large financial and healthcare enterprises.

SecureMail provides an easy way to securely send and track the delivery of
confidential e-mail messages. As an end user of SecureMail, this manual explains how
get the most out of its basic and advanced features.

SecureMail is appropriate for businesses of all sizes. Individuals can use the on-
demand service and be up and running in almost no time. Larger businesses can
choose either the on-demand or on-premises version. Regardless of the option,
everyone is up and running with full capabilities in less than a day.

When an e-mail message is sent, it travels across the Internet in plain text, and has
about as much security as a postcard.

Establishing a SecureMail Account

Your company’s SecureMail administrator establishes your account with the
SecureMail system. When your account is established, you will receive an e-mail
notification similar to the one below:

Proprietary and Confidential 2
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Your system administrator has created a secure e-mail account for you at:

https://ssl.certifiedmail.com/r.aspx?b=8&e=dave.dev%40gmail.com&p=UJO0U&I=en-us

To access your account, simply follow these steps:

1. Click on the above link.
2. Create a password and verify it to protect your account.
3. Access your account to send and receive secure e-mail.

If you need help, please send an e-mail to support@certifiedmail.com.

‘four system administrator has created a secure e-mail account for you at

Tao accass your account, simply follow thess steps:

1. Click on the above link.
2. Create a password and verify it to protect your account.
3. Access your account to send and receive secure e-mail.

I you need help, please send an e-mail to supporticertifiedmail com.

This notification contains a link you must click to activate your account. When clicked
your Web browser will bring you to the DataMotion secure email Web portal, which
will prompt you to create a password to protect your account. Once you’ve created
your password, your account enrollment is completed.

DATAMDOTION

Secure Message Pickup

Simply create a password to protect your account.
wCreate a Password

(Re-enter password to Verify)

wConfigure my language settings
Aute-Detect Language -

[T11 have read and agree to the following Terms of Service

[olpowered by DataMotion

Proprietary and Confidential
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Accessing Your Account

As a registered user, all you need to access your account is Internet access and a Web

browser.

To access your DataMotion email account

1.
2.
3.

Navigate to the DataMotion Web portal site (e.g., https://ssl.datamotion.com).
Enter your name and password in the logon window.

For convenience, a link to the DataMotion logon window is provided in all
DataMotion Delivery Notification messages.

Enter your User ID or E-mail address and corresponding password in the logon

window.

Note You can use either upper- or lowercase letters; the long is not case
sensitive.

Click Enter.

DATAMUOTIONT™
e —

Login

Thiz feature iz for memberz only. Upon 2uccessful login, you can access your account to end and track your mezzages

E! Becure Member Login

Pleaze enter your UzeriD or Email Addre=s and Pazzword. ™ [would liks to uze thiz 2ervice.

Signup fer an account!

UgerlD or Email: | |

¥ Configure my languags settings.

P d:
i | | Lﬂ.ﬁ% | Auto-Detest Language v |

I:l Remember UssrlD

Fergot Paseword?

If you have forgotten your password, click Forgot Password? and submit your registered

e-mail address. Password instructions will be sent to your regular e-mail account.

Proprietary and Confidential 4
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Once you’ve logged on, if you have any new messages the Inbox will display.
Otherwise, your personalized DataMotion Member Center will display. From here you
can access various other screens and services within the SecureMail system.

Note By logging on to DataMotion, the system automatically establishes a secure SSL
connection for secure communications.

Downloading the SendCertified Button

Depending on how your DataMotion administrator has configured the system, you
may have the additional option of downloading a Send Certified function that will
enable you to send secure email messages directly from your desktop email
application (e.g., Microsoft Outlook or Lotus Notes).

To add a SendCertified button to your desktop email application
1. Logonto the DataMotion Member Center.

2. Under Download Console, click Client Downloads.

Proprietary and Confidential 5
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* Download Console
Client Downloads

This displays the Download Console screen.

6. Click the Send Certified for... drop-down button, and select the desktop email
application you use.

7. Click Download Now!

Proprietary and Confidential 6
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DATAMUOTIONT™

Download Console

Welcome to the Download Console. To download an application, simply select it from the drop down list below and click Download
Now!

Download Mow!

If downloading one of the Se r jerryfrankiini@alamedanet. net and will include
your regigtration information. Don't share thiz download with others! it iz customized for your account and will only 2end mail from
vour email address.

i S=nd Cernfizd for Dutiook Exp

At the prompt, click Save File.

DATAMOTIONT
HMember Centar  Faw Message Inbox  Track Sent Drafte  Logoutr

Send Certified for Microsoft Outlook

Building Custom Download File .. Please Wait.
If your dewnicad does not aviomaticaly start within 8 few moments, Clck Here

Opening SendCMv4.exe

Now sending secuné emall s easier Bhan ever! Just downkad this pleg-n #nd you Can send sécure emad rght from your emall

chart You have chosen to open

Send Certified - Version 4: [ sendcMva.exe
The Send Cenifed bution for Guticok now acds the folowing features which is 3: Application
from: https://ssl. datameotion.com

® Compatible with Outiock 2007, 2003, 2002 and 2000

® Sgpports tha “Ward as Edior” faaturs in Outisok 2007, 2003 and 2002 Would you like to save this file?
1t you aiready have a Send Cartified Button, you should first uninstal § ksing Add/Remave Programs. Then simaly procesd wih the Save File Cancel
nsiafation o8 drecied n ihe Setup Wizard

Mobs: The button you are cufrently dawnioading has basn customized for your account and sutomatasally registered. Yoo should
ot shane this botton with anyene. as & can only send mal from the Dataliction Secureliall account you ane curresty logoed into.

You’re downloading a file called SendCMv4.exe. Note where you save this file.

3. When the download completes, locate the SendCMv4.exe file and double-click it
to launch the installation.

4. When prompted to extract the zipped files, click Browse to place them in the
directory of your choice (if you wish to change the default location) and click

Unzip.

Chilkat Zip Self-Extractor

Tounzip all files to the specified folder, prezs the Unzip button. Urnzip |

Cloze

IInzip to dir;

Browse |

Finizhed!
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5. The Install wizard begins. Click Next.

Welcome to the CerifiedMail - Send Cenrtified for
Outlook 2000, XP, 2003 and 2007 Setup Wizard

The installer will guide you through the steps reqguired to install CerifiedMail - Send Certified for
Outlook 2000, XF. 2003 and 2007 on your computer.

WARMIMNG: This computer prograrm is protected by copyright law and international treaties.
IUnauthorized duplication or distribution of this program, or any portian of it, may result in severe civil
ar criminal penalties, and will be prosecuted to the maximum extent possible under the law.

Cancel Mext »

6. When prompted, click Browse to select the folder in which you would like to

install the SendCertified button files, and click Next.

Proprietary and Confidential 8
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Select Installation Folder

The installer will install Cedifiedidail - Send Cedified for Outlook 2000, =F. 2003 and 2007 to the
fallowing folder.

Toinstall in this folder, click "Next". To install to a different folder, enter it below or click "Browse".

Eolder:
ChProgram Files\Certifiedbdail com Inch\Cerifiedhail - Send Cerified fo l Browse... ]

| Dl et ‘

Install CertifiedMail - Send Certified for Outlook 2000, XP, 2003 and 2007 for yourself, or for anyone
who uses this computer:

() Everyone
@ Just me

Cancel | | < Back Mext > kj

If you’re uncertain about whether you have enough space to install the button, click
Disk Cost.

7. When prompted to begin the installation, click Next.
8. When the installation completes, click Close.
9. Open your desktop email application, and create a new email message.

10. You should see a SendCertified button added to the interface.

Proprietary and Confidential 9
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¥ a note to myself - Message

! File Edit View Insert Format Tools Table WebWorks Window Help Type a question for help X
i | | & || Send Certified ! i 25 [ | 7 Attach as Adobe PDF !  Final Showing Markup  » Show~ | ¥} 23 2 - 83 - A% - | | EH B
i :=d 5end | Accoun| -8 (52 7 8| ¥ | [ options.. - | HTML M
[l To |
(Ll ce. |
il Bee. |
Subject: |
—f
~
]
£
-]
¥
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Sending and Tracking Messages

DataMotion SecureMail enables you easily to send email messages and attachments in
highly-secure fashion. It also provides a range of additional security options that
traditional email applications do not offer. These additional security options include:

* confirming that a message has been received
* |earning when a message has been opened
* recalling unopened messages after they’ve been delivered

* password-protecting individual messages

Sending SecureMail Messages

You can send SecureMail messages either via the simple and intuitive DataMotion
SecureMail Web interface or through the Send Certified button on your email
application (such as Microsoft Outlook or Lotus Notes). Both of these methods are
outlined below. In addition, when you’re done composing your message and adding
any attachments, you can take advantage of additional message options to make your
email correspondence even more secure.

To send a secure message from the Web portal
1. Using your Web browser, log on to your SecureMail account
2. From the DataMotion Member Center, click either New Message (on the top

menu bar) or click Create a New Message, under Messages.

Proprietary and Confidential 11
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DATAMUOTIONT™

Member Center MNew Message Inbox Track Sent Drafis Logout
Member Center )

To create a new secure
Full User: <jerryfrankling@alamedanet.net message, click here...

¥ Messages w My Account w Download Console
iCreate a New Nezzage fddresz Book Client Downloads
Track Sent Mes=ages User Infermation
Inbox Preferences

w Account Details

Sent Mes=sages Being Tracked: 1 Total Mes=sages Sent: 0
Me=szages in your Inbox: 0 Total Weszages Received: 2
Account Digk Space Limit: 50 Mb Dizk Space Available; 50 Mb

Number of Visits: §
Your Last Visit: 11/2002008 3:52:00 PM (EST)
Member Since: 94152008

This displays the New Message window.

Proprietary and Confidential 12



DataMotion SecureMail User Manual, v.1.1 DATAMDODTIONT™

= Create Message - Windows Internet Explorer
O - [e1 ntpsi/ss. catamotion com(s(ozpussiastsssodoss)cestemsga v | B 4 (X [

- Pl-

i @snage B B Google |G~ v Good B - v Bookmarksw G Check = % oumiin = P () Settings~
= BB - - [eager BT @ 7

DATAMOTION™

s

New Message
(3 Sendsecurs [ SeveDran L] Acdress Book Ed cancel
To: |Reciplent@gmail.com. recipient2@yahoo.com |
| | snow BCC
Subject 15t emall |
Massags:
|| Fook [Anal *Geellage |~ T~ B J U F EFEFFAEIC IS FEE|0 05

This is a test email

# ana ameenmant 2] Shew Optens & aae Sgnaturs

DonT forgef io nclude the “hitpci™ when fypng in a ink

[Clpawsted by DiataMotien Copyright

[ @ interat H100% -

3. Enter the e-mail address of the recipient(s) and a subject, as you would with any

email.
For multiple recipients, separate each additional e-mail address a “,”.
4. Create your message in the Message window.
5. Add any necessary file attachments by clicking Add Attachment below the main

message window.
You can add multiple attachments of any file type or size.
6. Optionally, click Add Signature if you wish to append a signature at the end of

your email.
If you do not have a signature but wish to create one, you can create a

signature by clicking Member Center and then clicking Preferences.

Proprietary and Confidential 13
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See the Account Preferences section of this user manual for detailed
instructions on how to create a signature.

7. Click Send Secure when you’re done.

Your recipients will receive an automated message alerting them that a secure email from
you awaits them. See the Receiving Messages section of this manual for more information
on how recipients will receive your SecureMail messages, and how they can respond

securely.

To send a secure message from your email program
1. Create your message as you normally would.
2. Click Send Certified.

As with messages sent from the secure Web portal, your recipients will receive an

automated message alerting them that a secure email from you awaits them, and will need

to view and respond to the message via the DataMotion secure Web portal.

Proprietary and Confidential 14
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Viewing Sent Messages
DataMotion SecureMail saves a copy of each message you send, so you can view them at

any time.

To view your sent messages:
1. Logonto the DataMotion Member Center.
2. Click Track Sent to display the Track Sent folder.

3. Click the Subject line of the message you wish to view.

All your sent messages are saved in the Track Sent folder by default.

Saving and Resuming Draft Messages
DataMotion SecureMail enables you to securely save drafts of messages, so you can later

recall and complete them.

To save a draft of your message
1. Click New Message.
2. Begin composing a message.
3. Click Save Draft.

To resume editing a message draft
1. Log onto the DataMotion Member Center.
2. Click Track Sent.

3. Click the View Folder drop-down arrow and select Drafts.

Proprietary and Confidential 15
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Search|

Advanced Search

4. When the Drafts folder displays, click the message you wish to continue
composing.
5. Apply any additional layers of message security (if desired), and click Send

Secure.

Tracking Sent Messages

In addition simply to viewing your sent messages, DataMotion SecureMail enables you to
find out precisely when your message was delivered and when it was opened. If you
realize you sent out a message in error, or change your mind about its contents or who
should have received it, you can also retract the message (as long as it has not been

opened).

To find out when a message has been received and opened
1. Logonto the DataMotion Member Center.
2. Click Track Sent. The Track Sent folder displays.
3. Click the Subject of the message you wish to examine. The View Message

window displays. View the information in the Tracking Details section.

Proprietary and Confidential 16
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apse Tracking Details

To: b Jjerryfranklin@alamedanet.net MNotification message sent on 11/22/2008 5:22:35 PM (EST). Message not opened.
(3 jerry.franklin@amail.com Opened 11/22/2008 5:31:53 PM (EST) from 173.8.1237.198.

a. If you do not see this information, it is hidden. Click Expand All Tracking

Details to display it.

Proprietary and Confidential 17
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New Message Inbox TrackSent Drafi

gJe Expand All Tracking Details

d Tracking Details
anklin@gmail.com, jernyfranklin@alame

To retract an unopened message

1.

2
3.
4

Log onto the DataMotion Member Center.
Click Track Sent. The Track Sent folder displays.
Check the checkbox next to the message you wish to retract.

Click Retract.

Proprietary and Confidential 18
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5811696 11/22/2008 thejernfran
5811676 11/22/2008 jerry.frankli
5811675

5811674
5810886
5810773
5810756
5802637
5786131 111972008

uqm in Folger...

it e R e e e R B

The message will remain in your Track Sent folder. It will now be listed as Retracted.

If you’ve sent a message to multiple recipients, you can also retract the message from
every group member who has yet to open it.

Proprietary and Confidential 19
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To retract an unopened message from multiple recipients
1. Log onto the DataMotion Member Center.
2. Click Track Sent. The Track Sent folder displays.
3. Click the Subject of the message you wish to examine. The View Message
window displays.
4. Click Advanced Options.

DATAMOTIODO

Member Center MNew Message Inbox Trac

View Message cColiapse All Trackir 2812118

M,}QM Edit As Neyessage Download Message
Tracking: #5811674 )
Sent 11/22/2008 5:22:29 PM (EST)
Expires 12/22/2008 5:22:29 PM (EST)
From jemfranklin@alamedanet net
Subject: default Web type

Collapse Tracking Details
To: N J8 5:22:35 PM (EST). Message not
& jemyfranklin@alamedanet net n;;cation message senton 11722/ —
©) jerry franklin@gmailcom  Opené 4T)from 173.8.137.198.
4/22/7008 5:31:53 P&
This is atest —
Show Text Body
v Security Envelope:  Collapse Integrity Details
Message Valid 33952E3FB177TDAC1TBG0FAT2EBD4ES9 R S A
+ Server Encryption: Message is protected with strong encryption. 1
. S6L

« Secure Session: Securely view and download this message. Dﬁwﬂu

Copyright

5. Check the checkbox labeled Retract message from recipients that have not yet

opened the message.
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DATAMOTIONT™

Member Center MNew Message Inbox Track Sent Drafts Logout

Edit Message Properties

Message expires in: |1 Maonth vl

™ Password protect this message:
Hint: |

Fassword: | Password Verify: |

" Send another message waiting notification message to receipients that have not yet opened this

message.

¥ Retract message from recipients that have not yet opened this message.

Update Message I Cﬂ'lﬂEll

2 by Datablotion

6. Click Update Message.
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Applying Additional Layers of Message Security

When you use the DataMotion secure email Web portal to send your messages, you
can opt to apply additional layers of security to each message you send. You can:

e assign a message priority

e arrange for a return receipt

e set a message expiration date
e password protect the message

e prevent the recipient from replying or forwarding your message

To apply an additional layer of security to your message

1. Compose your message and add attachments and a signature, if desired.

2. Atthe bottom of the message window, click Show Options.

Proprietary and Confidential 22



DataMotion SecureMail User Manual, v.1.1

This displays the Options box.

Opticns:

Priority:  Low ™ normal High

Receipt: ¥ Send e-mail confirmation when this me=zage iz 2ecurely opened or delivered

Expiration: I Maonth vI
File In Folder: ITrack Sent vI

Password Protect: " Pazsword protect this mes=sage:
Hint: |

Pazzword: I Pazzword Verify: I

Restrictions: ™ Prevent recipient from Replying to thiz mes=age via the web interface

™ Prevent recipient from Ferwarding thiz mes=age via the web interface

(& SendSecure 4 Cancel Top

3. Select the desired option(s).

a.

If you request a return receipt, you will receive an automated alert via
regular email when the message recipient has opened your message.

You can also use the Track Sent feature to keep track of whether a message
has been opened.

Messages will be deleted from the secure Web portal when they reach
their expiration date. You can set a message to expire in as little as one
day or as long as two years. The default expiration length is one month.

If you assign a password to each message as an added layer of security, be
certain the message recipient will know the password you assign, and that
the hint you provide doesn’t make the password easy to guess. For
example, if you know the recipient’s social security number, you can enter
that as a nine-digit password, and in the Hint field enter “Please provide
your social security number to access this message.” The recipient of the
message in turn will be required to enter the correct answer in the

Password field in order to retrieve and read the message.

4. Click Send Secure when you’re done to send your message.
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Note In your DataMotion Account Preferences you can set values for message priority,
expiration date, and return receipts that will apply by default to every message you send
out. You’ll always be able to change those values on an individual message basis in the

Show Options section.
To send a secure message from your email program

1. Create your message as you normally would.

2. Click Send Certified.
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¥ a note to myself - Message

! File Edit View Insert Format Tools Table WebWorks Window Help Type a question for help X
i I | S || send, Certified ! i <5 i 7 Attach as Adobe FDF !  Final Showing Markup = Show~ | ¥} 93 2 - %3~ Q% -| | & B
i 4=15end | Accoun -8 4 v B | ¥ | [ options.. v | HTML -
[l To |
(Ll ce. |
(U Bee. |
Subject: |
= |
~
E
£
o
¥

As with messages sent from the secure Web portal, your recipients will receive an
automated message alerting them that a secure email from you awaits them, and will need

to view and respond to the message via the DataMotion secure Web portal.
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Receiving Messages

In addition to understanding how to view the messages you’ve received in your SecureMail
Inbox, it is also important to understand how the messages you sent out are received by

their recipients.

Viewing Messages in Your Inbox

1. Log onto your DataMotion SecureMail Inbox.

2. Click the Subject line of the message you wish to view to display the message

contents.

/~ DataMotion SecureMail Inbox - Windows Internet Explorer =10 x|
T - IE] https:/fssl. daEmJ ||j |_] IGDDQIE |P 'l
w o 98]+ «| Epata.. | % - B - ® - rPage v (GTods - 7

21

DATAMUOTIONT™

Member Center Inbox Track Sent Drafts Logout ]

Upgrade your account to Certified Gold today! Upgrade Now!

Inbox Search | in | Subject d@
Advanced Search

DeletEIIPutin Folder... | View Folder [Incox =1 page size[10 x]
I

1D Date From Subject Size
Mew [- BB811676 11/22/2008 jerryfrankling@alamedanet.net POF push type 1300

MEw [T 8811675 11/22/2008 jerryfrankling@alamedanetnet Web push type 130 b
MEw [T 8811674 112212008 jerryfrankling@alamedanet.net defauItWeb:%ge 133D

Delete || Putin Folder... |

E Powered by Datalotion

Ihttps:ffssl.datamoton.comft| [ [ [ [ [ [P Internet | 100% - g

Proprietary and Confidential 26



DataMotion SecureMail User Manual, v.1.1 DATAMDODTIONT™

You can also display the contents of new messages by clicking New next to each
message.

/~ DataMotion SecureMail Inbox - Windows Internet Explorer 101 =l
@ - Iﬂ https:Hssl.dammotion.comf[S[FeEEaI"rchoxeeEESej\él|E| |E| IGnngIe |5J '|
W g0 g8]e| «|Momat.. | @0 x|»| || B - @ - lirage - Gk - @ @ EL @ 3

[~

DATAMUOTIONT™

Upgrade your account to Certified Gold today! Upgrade How!

Inbox

Search | in | Subject llil

Advanced Search

View Folderllnbm: :I' Page Si16|10 :l'

From Subject Size
11676 11/22/2008 jerryfranklin@alamedanet.net POF push type 130 b
F11675 11/22/2008 jerryfranklin@alamedanet.net Web push type 1300
11674 112212008 jerryfranklin@alamedanet.net default Web type 133 b

E Fowered by DatabMaotion

Inttps: jssl. datamotion.com/(S(fe55al45qconeesssemoegssi | [ [ [ [ [ €D nternet [# 100% ~ 4

Note The checkboxes next to each message are for deleting messages or for moving
them into another folder. You cannot open a message by checking its corresponding
checkbox.

How Your Message Recipients View Messages They Receive From You

When you send a DataMotion SecureMail message, your recipient does not receive the
message directly. Rather, he receives an automated SecureMail Delivery Notification via e-
mail. This email notification alerts the recipient that a SecureMail message from you

awaits him.
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® sending a securemail message - Message (HTML)

From: jeryfrankin@alamedanet.net Senk: Fri 11212008 10:01PM
To: jerryfraniin alamedanet.net

Ce:

Subject: sendng a secremal massage

I
W

2B

DataMotion Message Delivery

jerryfranklin@alamedanet.net has created a secure e-mail message for you at

To access your message, simply follow these steps

1. Click on the above link
2. Type jerryfranklin@alamedanet.net for your Login D, and then your password,
3. Access your Inbox to view your message

If you need help, pleasa send an e-mail to supponti@datamotionconp com

Message Details:

Subject: sending a securamail message
From: jerryfranklin@alamedanat nat -
To: jerryfrankling@alamedanat nat

Created: 112272008 1:01:03 AM (EST) (Expires: 12/22/2008 1:01:03 AM (EST))

.

It also includes a link which, when clicked, brings the recipient to the DataMotion
SecureMail Web portal and either prompts her to register or, if she’s already registered,

prompts her to log on to his account.
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/~ Registration - Windows Internet Explorer i [m] B

@@ . IE—| htt]:ls:ﬁssl.daﬁjli“i__f] |E IGDDQIE
&ﬂﬁ Eglvlalﬁgﬂgismxlxl |J@,'v@v ¥

DATAMOTIONT™
e —

Secure Message Pickup

Simply create a password to protect your account.
¥ Create a Password

|.......... .@

Illlllllllll {Re-enter password to Verify)

"'{Donﬁgure my language settings
I Auto-Detect Language LI

™| have read and agree to the following Terms of Senvice

EF‘ owered by Databotion

T T T T [ mtemet | R w00% - 4

IMPORTANT To access or respond to your message, your recipients will need to sign up
for a free DataMotion recipient user account. These accounts are called Recipient
Accounts. DataMotion requires discrete recipient accounts to ensure the security of your
email communications — to help ensure only the intended recipients read your messages,

and to enable message tracking and password-protection.
Recipient accounts are not used for marketing purposes.

Once the recipient is properly authenticated, she is brought to her inbox to view your

message.
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/~ DataMotion SecureMail Inbox - Windows Internet Explorer O] =]
& ~ [e rwsipssdatam=]| 8 | 43| x| [coode [2]-]
W gl «| @osta x|»| || M B - - g - Groos - 7
-
DATAMUOTIONT™
Upgrade your account to Certified Gold today! Upgrade Now!
Inbox Search | in | Subject ﬂ@
Advanced Search
Delete IIF"utin Folder.. =] View Folder [Insex =1 page size[10 =]
™ D Date From Subject Size
Mew [T 8811676 11/22/2008 jerryfrankling@alamedanet.net POF push type 1300
MEw [ SB11675 11/22/2008 jerryfranklin@alamedanetnet Web push type 130 b
MEw [~ 5811674 11/22/2008 jerryfranklin@alamedanet.net default‘.".feb:%ge 133D
Delete ||F"utin Folder.. |
E Powered by Datamotion
[~
https: /fssl.datamation.comf(| | [ [ [ | €D internet [# 100% -

Recipient users must log on to the DataMotion SecureMail Web portal to view and
respond to their messages, just as full users must. Generally speaking, recipient users
can perform all of the functions that are available to full SecureMail users, including
sending a secure reply to your message or forward your message securely to others.

There are two exceptions to this:

1.

2.

You and your DataMotion SecureMail administrator have the ability to prevent
your message recipients from replying to or forwarding your messages. You can
do this by default for all of your messages, or on a per-message basis. See
Account Preferences for details on how to do this.

Recipient users cannot create their own SecureMail messages.
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Recipient users do not
have the option to create

new messages.
ecipient User: =<jerry franklin@amailic
* Messages * My Account
Track Sent Messages Address Book
Inbox User Information
Folders Freferences
Upgrade Your Account
w Account Details
Sent Messages Being Tracked: 0 Total Messages Sent: 0
Messages in your Inbox; 3 Total Messages Received: 3
Account Disk Space Limit: 50 Mb Disk Space Available: 50 Mb

Mumber of Visits: 2
Your Last Visit: 11/22/2008 5:30:00 PM (EST)
Member Since: 11/22/2008

red by Databotion
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Working with Message Folders

The DataMotion SecureMail Web portal enables you to organize our Inbox and your
sent messages into folders in much the same way you would organize messages in
your desktop email applications, such as Microsoft Outlook or Lotus Notes.

To create a new Inbox folder
1. Log onto your DataMotion SecureMail Inbox.

2. Click the Put in Folder drop-down arrow.

DATAMUOTIONT™

Inbox LZE Searchl in I Subject LI@

Advanced Zearch

peiete | [Fotin Foioe =] View Foider [Inzex ] Page size[10 =]

Put in Folder. ..
I |rasn From Subject Size
[ |T=stfelder 0% jernyfranklin@alamedanetnet PDF push type 130b
HEW [ AR 02 jernyfranklin@alamedanet net Web push type 130 b
Manage Folders
[T FETTRT4 \U0S jernfranklin@alamedanet.net defaultWeb type 133b
HEw [ 5810886 11/22/2008 jerryfranklin@alamedanetnet sending a securemail message 3 Kb
[T 5802891 11/20/2008 Vidvas@datamotioncorp.com RE: re-send of Install Manual G650 b

Delete I Put in Folder... VI

E FPowered by Databotion

This displays the Add New Folder screen.

3. Inthe New Folder Name: field, enter the name you wish to assign to your new
folder.
4. Click Add Folder.

Proprietary and Confidential 32



DataMotion SecureMail User Manual, v.1.1

DATAMODOTIONT™

DATAMOTIONT™

Member Center MNew Message Inbox Track Sent Drafts Logout ¥

Add New Folder

Mew Folder Name:  [My New Folder

Folder Located Under: Ilnbnx Foldar vI

l Add Folder GEIIEII

@ Fowered by Datamotion

This new folder is now added to your existing list of SecureMail folders.

To place a message into another folder

1.

2
3.
4

Log onto your DataMotion SecureMail Inbox.
Check the checkbox next to each message you wish to move
Click the Put in Folder drop-down arrow.

Select the folder into which you wish to place the messages.

The messages will be placed into the folder you designate.

To view messages stored in another folder

1.
2.
3.

Log onto your DataMotion SecureMail Inbox.
Click the View Folder drop-down arrow.

Select the folder you wish to view.
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B

DATAMOTIONT™

Member Center Mew Message Inbox Track Sent Drafis Logout ¥

Inbox LEE Search | in [ Susiect =lel
Advanced Search

Delete IPutin Folder... vI View Folder | Inbax 'l Page Sizel“J VI

All Folders F——

r Date From Subject Inbox Size

[ 5811676 11/22/2008 jerryfranklin@alamedanetnet POF push type Trazh 130b

Hew [© 5811675 11/22/2008 jernyfranklin@alamedanetnet Web push type 130b

[T 5811674 11/22/2008 jerryfranklin@alamedanetnet default Web type 133 b

Hew [T 5810886 11/22/2008 jernyfranklin@alamedanetnet sending a securemail message 3Kb

Delete IPut in Folder... Vl

owered by DataiMotion

This will display the message list in the folder you selected.

In the same fashion, you can also place Draft messages and Sent messages into
different folders. It’s important to keep in mind, however, that each set of messages —
messages in your Inbox, in Track Sent, and in Drafts — have their own discrete set of
folders. In other words, if you create a new folder in your Inbox, you will not be able
to place messages either from Track Sent or from Drafts into that new Inbox folder.
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Changing Your Account Preferences

DataMotion SecureMail gives you wide latitude to configure how you receive your
messages, how they will look when you receive them, and how they will look to your
recipients.

To access your account preferences
1. Click Member Center.

2. Under the My Account section, click Preferences.

¥ My Account
Address Book

User Information

B refeEen ces

This displays the Account Preferences page.
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DATAMUDOTIONT™

Account Preferences

[ Save J[ Closs J [ Dizfzults ]

Message priority: O Low ® normal O High

S=t the d=fault priority for new messages

Receive e-mail receipts: E‘} Yes O No

Wiould you like to receive an =-mail receipt when your securs messages sre opensd?

Use Rich Text Box Editor: Oives O no @ Use Defautt

Would you like to use the rich text =ditor with formatting capsbilibes?

Read Confirmation: O Yes @ Mo

Force recipient to open message from web

Message expiration:

Sat the defsult sxpiration period for new messages

Email format: C e O vext @ Usze Defaut

Select the format in which you wish to receive SecursMail messages.

Signature:

Entsr the signature you wish to uss when clicking Add Signatuers on Craste Message.

SecurelMail Push Type: ® sz Detautt O wee O poF

Defsult: Use the default s=t by the sdministrstor. Web: View SscureMail on the DatsMotion website. POF: Securshisil is delivered to you as 2
password-protected POF documsant.

Date Time Format: | Midiyyryy 12:00:00 AMPM -

The dats and time format to use in the web and notificstion messages.

Time Zone: | (GMT-05:00) Eastern Time (US & Canads) b

The Time Fons to display times in the web and notification messages.

[ save || cise | | Defzuns |

Understanding Your Account Preference Options

In most instances, you may not even need to change them, as the default values
generally reflect the needs and desires of most DataMotion SecureMail customers.

However, if you decide to change any of your preferences — or to experiment to see if

you would prefer a particular change — modifying your account preferences only takes
a few moments.
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The table below explains all of the preferences that are available to you on the
Account Preferences page.

Message Priority Set the priority of your messages to low, normal, or high. The default
value is normal.

Receive e-mail receipts Arrange to receive an automated notice alerting you whenever a
recipient opens one of your messages. By default you will receive
these alerts

Use Rich Text Box Editor Turn on or off the ability to format your message fonts, add color to
fonts and backgrounds, and create lists. By default, the Use Default
option is selected; that option enables rich text editing.

Read Confirmation Force your recipients to log onto the DataMotion SecureMail Web
portal to read and respond to their secure messages. Selecting No
gives your recipients the ability to read and respond to your messages
from within their own desktop email applications. The default value is
No.

Message expiration Instruct the DataMotion system to delete your message when it
reaches its expiration date. Click the drop-down arrow to select a
value. You can opt to have your message deleted after as little as one
day or as long as two years. The default value is one month.

Email format Receive e-mail messages in HTML format. If you select Text, you will
not be able to see any graphics or other special HTML formatting in
the messages you receive. By default, the Use Default option is
selected; that option enables HTML in the messages you receive.
Signature Append a signature to the end of your emails. Simply enter your
desired signature in the text entry box.

SecureMail PushType Receive your messages either via the Web or in a discrete password-
protected PDF file sent directly to your Inbox. Selecting Web means
they will be viewable over the Web; selecting PDF means they will
arrive as discrete PDF documents. By default, the Use Default option
is selected; that option enables recipients to view your messages via
the SecureMail Web portal.

Date Time Format Configure the preferred date/time format (e.g., 24-hour time or
am/pm time) you will see in your message headers. The default value
is MM/DD/YYYY AM/PM.

Time Zone Set the time zone that will display in your personal and automated
notification messages. The default value is U.S. Eastern Time Zone.

When you’re done modifying your preferences, click Save.
Note If you opt to receive your messages as password-protected PDF files, you will

receive the following automated notification whenever someone sends you an email
message:
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& Mortgage Documents Revisions (Secure Cerkified™ail D - |EI|£|
J File Edit Miew Tools Message Help ;'f
T" ™ i o
g & w8 | = X | O O
Reply Reply &l Forward Print Delete Frewvious Mexh
From: davern@m_ertifiedrail . com
Date: Wednesday, June 21, 2006 11:27 &M
To: devmuchhala@yahoo. com
Subject: Maortgage Documents Revisions (Secure Certifiediail Delivery)
Attach: @CM1422432.|:H:IF (14.9 KB
Mortgage Documents Revisions (Secure
CertifiedMail Delivery)
Dave Muchhala has created a secure e-mail message for you. This |
message is attached as a password protected PDF file.
Meed Adobe Acrobat Reader? Wisit:
http: Sheeeer. adobe. comdproductsfacrobat/readstep?. html
Tip: Ta change your delivery method, go to your User Preferences page
from the Member Center. LI
| 4

Getting an RSS Feed of Your Inbox or Track Sent Messages

SecureMail also enables you to take advantage of the growing popularity and
convenience of RSS technology. It provides you with the ability to view your Inbox
and/or your Track Sent Messages via an RSS feed.

To get an RSS feed of the Inbox
1. Logon to your DataMotion SecureMail Inbox.
2. Click the orange RSS button. The RSS Feed page displays.
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CertifiedMail Inbox RSS Feed

You are viewing a feed that contains frequently updated content. YWhen
you subscribe to a feed, it is added to the Common Feed List. Updated
information from the feed is automatically downloaded to your computer and can
be viewed in Internet Explorer and other programs. Learn more about feeds.

&b Subscribe to this feed

PDF push type

Displaying

515

‘Vesterday, Movember 22, 2008, 2:23:36 PM =

Web push type

00

=}
[X]
i

ADPY =P

(=]
]

Yesterday, Movember 22, , 2

default Web type

Yesterday, November 22, 2008, 2:22.25 PM =

sending a securemail message

Friday, November 21, 2008, 10:01:03 PN =p

RE: re-send of Install Manual

Thursday, November 20, 2008, 3:45:11 PM =

3. Click Subscribe to this feed.
4. When prompted, click Subscribe again.
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Internet Explorer X|

2 Subscribe to this Feed

1
ﬁ When you subscribe to a feed, it is automatically added
to the Favortes Center and kept up to date.

Mame:  |CertfiedMail Inbox RSS Feed

Create in: I Feeds j Newfolderl

Your computer will periodically check online for updates to subscribed
feeds, even when Intemet Exploreris not running. What's a feed?

Once you’ve enabled RSS for your inbox and/or for Track Sent, you should see the RSS
buttons on your toolbar:

9 CertifiedMail - Secure Email Software and On-Demand Managed Services - MozillaFire -0 x|

File Edit Yiew Go Bookmarks Tools Help

@ - |:> - E @ @ I@ hikkpe: f feasa, certifiedmail . comf j © @o I@

P cetting Started Google E‘l Latest Headlines %P %shoo! @ Davel Certifiedrail I... @ Davem Track Sent  »
Q Search 24

CertifiedMail

Analyst Quote CertifiedMail Secure Messaging

“Ary crganization needing
b0 rhaet regatatory HOSTED OR IN-HOUSE - THE
regquiraments for sacure
electronic communications
shouwld kake 3 closa look at
Certifiediail’s afferings." -
Phebe waterfield, Senior
Analyst, Yankee Group

Solutions
Ertermnse
Small Business Popular Products What'
ISP
Developer Secure Email Software J Webi =
- T FESE F —— . . - - T - o
1| | 3
| Dane v
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From this point forward, to access a message from the Inbox, simply click on the RSS
feed, then click the message subject.

You will be asked to re-enter your logon credentials if:
*  You've logged out

*  Your SecureMail session has timed out

* You've closed your browser and cleared your browser cache

To get an RSS feed of the Track Sent folder
1. Logon to your DataMotion SecureMail Inbox.
2. Click Track Sent.
3. Click the orange RSS button.
4

Follow the same steps listed above.
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Appendix: Contacting DataMotion

If you have any questions, comments, corrections, additions, or errors to report
concerning either the SecureMail application itself, or this user manual, please contact

your DataMotion Implementation Manager.
You may also contact DataMotion directly, in either of three ways:

By phone, at 1 800-672-7233 or +1 973-455-1245, or

By email, at support@datamotion.com
Online, by completing our Customer Satisfaction and Support Online Form at

http://www.datamotion.com/resource_support.php
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