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Introduction

e Fully Homomorphic Encryption (FHE) enables computation ® Baseline Design
on encrypted data o Entire NTT computed in software using ARM Cortex-A9
NTT Hardware Accelerator Variants
@ User FHE accelerator e Single-Cycle Combinational NTT (CN)
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Figure 1. FHE enables direct computation on encrypted data bit-reversal shuffle network between stages " Wl ‘A‘A
> o\ o ) S
® CKKS scheme supports arithmetic on real-valued inputs, ) W? “ A\
paving the way for privacy-preserving ML ) ( X ) — "?“
e NTT is a key component in polynomial multiplication ) T — %
REIS - | F Oe ec —0
Slow g| ] e — 5| ¢ Figure 4. Fully unrolled combinational circuit of an 8-point NTT using Cooley-Tukey butterflies
l’ ______________ /_Ve_ga_c;c_/;c _______________________ \| 5 —__ ><Z — %E’ |3 -
' a(X), b(X) COMOIN (4 % b)(X) mod XfQ | B I % _ - Hardware-Software Partition
L AL jL_l_ J — — - e CPU handles:
- _F ___________________________ fommmeees \ —) k X - o Coefficient arithmetic and randomness sampling.
o o | e ® FPGA handles:
: l ‘ : Figure 5. Single stage sequential circuit of an 8-point o Forward/inverse NTT (radix-2 Cooley-Tukey and
E A(X), B(X) —lentmsepodi®t | (Ao B)(X) mod Ze /: T ueing Cooleyriukey Butterties Gentleman-Sande) for Negacyclic Polynomial Multiplication
N L ________ y it edinkrtace 0 o Optimized modular multiplication via Barrett Reduction
Faster R
Figure 2. Polynomial multiplication in coefficient and evaluation representations ST'ARESIETTN ) Integrati on and Communication
froom ugm | e The ARM CPU configures and triggers the NTT accelerator using an
Whatis an FPGA? e e i A ‘I AXI-Lite control interface, and transfers polynomial data via
e FPGA offers parallelism and low-latency pipelines, ideal for ., ' Bhwoe  memory-mapped AXI registers
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e Xilinx Zyng SoC combines an ARM CPU for control with FPGA mewveon | oo Implementation Flow
for high-throughput compute L e ”L e Hardware accelerators were designed in Verilog, synthesized and
® Enables tight CPU- FPGA integration via AXI interconnect m, o slaced using Vivado, and integrated with the software stack in Vitis
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e Dividing a circuit into discrete stages with intermediate
registers so multiple operations can overlap, increasing ] ] -
overall throughput NTT Implementation Metrics '
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