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Application: Password Breach Detection
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Application: Mobile Contact Discovery
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Application: Ads Conversion Analysis
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Frameworks/Approaches

• Diffie-Hellman [Huberman-Franklin-Hogg’99, Jarecki-Liu’10, Ion-Kreuter-Nergiz-Patel-Saxena-Seth-
Raykova-Shanahan-Yung’20, …]

• Oblivious Polynomial Evaluation [Kissner-Song’05, Dachman-Soled-Malkin-Raykova-Yung’11, …]

• RSA [De Cristofaro-Tsudik’10, Atenies-De Cristofaro-Tsudik’10, …]

• Bloom Filters [Dong-Chen-Wen’13, Rindal-Rosulek’17, …]

• Garbled Circuits [Huang-Evans-Katz’12, Pinkas-Schneider-Segev-Zohner’15, Pinkas-Schneider-

Weinert-Wieder’18, Pinkas-Schneider-Tkachenko-Yanai’19, …]

• Homomorphic Encryption [Chen-Laine-Rindal’17, Chen-Huang-Laine-Rindal’18, Cong-Moreno-da 
Gama-Dai-Iliashenko-Laine-Rosenberg’21, …]

• Oblivious Transfer [Pinkas-Schneider-Zohner’14, Kolesnikov-Kumaresan-Rosulek-Trieu’16, Pinkas-
Rosulek-Trieu-Yanai’19, Chase-M’20, Pinkas-Rosulek-Trieu-Yanai’20, …]

• Vector Oblivious Linear Evaluation (VOLE) [Rindal-Schoppmann’21, Garimella-Pinkas-

Rosulek-Trieu-Yanai’21, Raghuraman-Rindal’22, Bienstock-Patel-Seo-Yeo’23, …]
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Application: Ads Conversion Analysis

Updatable PSI where parties regularly run PSI on updated sets?

Goal: Computation & communication costs of  every PSI only grow with their updates 

instead of  the entire sets.

Ads Conversion



Updatable PSI

• Prior Work

• Computation & communication grow with entire sets

• Our Work [Badrinarayanan-M-Xie’22, Badrinarayanan-M-Shi-Tromanhauser-Zeng’24]

• Formalizing UPSI

• New protocols for UPSI

• Ongoing Work [Liu-M-Rosulek-Shi-Wang]

• Minimizing public-key operations (VOLE-based)



Updatable PSI (UPSI)

𝑋 = 𝑥1, 𝑥2, … , 𝑥𝑛 𝑌 = 𝑦1, 𝑦2, … , 𝑦𝑚

𝑋 ∩ 𝑌
Alice

Input: 𝑋−, 𝑋+, where 𝑋− , 𝑋+ ≪ 𝑋 Input: 𝑌−, 𝑌+, where 𝑌− , 𝑌+ ≪ 𝑌

New set: 𝑋′ ≔ 𝑋 ∖ 𝑋− ∪ 𝑋+ New set: 𝑌′ ≔ 𝑌 ∖ 𝑌− ∪ 𝑌+

Bob



𝑋 = 𝑥1, 𝑥2, … , 𝑥𝑛 𝑌 = 𝑦1, 𝑦2, … , 𝑦𝑚

𝑿′ ∩ 𝒀′
Alice

Input: 𝑋−, 𝑋+, where 𝑋− , 𝑋+ ≪ 𝑋 Input: 𝑌−, 𝑌+, where 𝑌− , 𝑌+ ≪ 𝑌

New set: 𝑋′ ≔ 𝑋 ∖ 𝑋− ∪ 𝑋+ New set: 𝑌′ ≔ 𝑌 ∖ 𝑌− ∪ 𝑌+

Goal: Computation & communication costs of  every UPSI 

only grow with their updates rather than the entire sets.

Bob

Updatable PSI (UPSI)



Functionality Output Security Computation Communication

Addition-Only UPSI Two-Sided Semi-Honest 𝑂 𝑛 𝑂 𝑛

Addition-Only UPSI One-Sided Semi-Honest 𝑂∗ 𝑛 ⋅ log 𝑁 𝑂∗ 𝑛 ⋅ log 𝑁

UPSI with Weak Deletion Two-Sided Semi-Honest 𝑂 𝑛 ⋅ 𝑡 𝑂 𝑛 ⋅ 𝑡

• Parameters

• 𝑁: size of  entire sets 

• 𝑛: size of  updates

• 𝑂∗ ⋅ : amortized complexity

• 𝑡: number of  days when parties refresh their sets

Our Results [Badrinarayanan-M-Xie’22]



Limitations

• Functionality

• [BMX’22]: Plain PSI

• In reality: PSI-Cardinality/Sum/Secret-Share



Application: Ads Conversion Analysis
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PSI-Cardinality: 𝑋 ∩ 𝑌



Eric $300

Frank $50

Charlie $598

Alice $123

Grace $280

Application: Ads Conversion Analysis
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PSI-Sum: σ𝑦𝑖∈𝑋 𝑣𝑖



Limitations

• Functionality

• [BMX’22]: Plain PSI

• In reality: PSI-Cardinality/Sum/Secret-Share

• Addition-Only

• [BMX’22]: Parties can only add new elements

• In reality: Parties may add or delete elements

• Amortized Complexity

• [BMX’22]: Worst-case complexity of  𝑂 𝑁



Our Results [Badrinarayanan-M-Shi-Tromanhauser-Zeng’24]

Functionality Output Security Computation Communication

Addition-Only UPSI Two-Sided Semi-Honest 𝑂 𝑛 𝑂 𝑛

Addition-Only UPSI One-Sided Semi-Honest 𝑂∗ 𝑛 ⋅ log 𝑁 𝑂∗ 𝑛 ⋅ log 𝑁

UPSI with Weak Deletion Two-Sided Semi-Honest 𝑂 𝑛 ⋅ 𝑡 𝑂 𝑛 ⋅ 𝑡

Addition-Only UPSI/

Cardinality/Sum/Secret-Share
One-Sided Semi-Honest 𝑂 𝑛 ⋅ log 𝑁 𝑂 𝑛 ⋅ log 𝑁

Addition-and-Deletion UPSI/

Cardinality/Sum
One-Sided Semi-Honest 𝑂 𝑛 ⋅ log2𝑁 𝑂 𝑛 ⋅ log2𝑁

• Parameters

• 𝑁: size of  entire sets 

• 𝑛: size of  updates

• 𝑂∗ ⋅ : amortized complexity

• 𝑡: number of  days when parties refresh their sets



UPSI from Oblivious Data Structure

𝑌 = 𝑦1, 𝑦2, … , 𝑦𝑁

BobAlice

Enc 𝑦26

Enc 𝑦2

Enc 𝑦12

Enc 𝑦31

…

Enc 𝑦5

𝑥 ∈

𝑋+ ∩ 𝑌 ∪ 𝑌+



UPSI from Oblivious Data Structure

𝑌 = 𝑦1, 𝑦2, … , 𝑦𝑁

BobAlice

𝑋+ ∩ 𝑌 ∪ 𝑌+

𝑥

Enc 𝑦26

Enc 𝑦2

Enc 𝑦12

Enc 𝑦31

…

Enc 𝑦5

∈



Comparison of  Encrypted Values

BobAlice

𝑥 Encpk 𝑦1 , Encpk 𝑦2 , … , Encpk 𝑦𝑘

Encpk 𝑥 − 𝑦𝑗 𝑗∈[𝑘]

Decsk𝐵
Encpk 𝑥 − 𝑦𝑗 ⋅ 𝛼𝑗

shuffled

𝛼𝑗 ← 𝔽 ∀𝑗 ∈ [𝑘]

𝑥 − 𝑦𝑗 ⋅ 𝛼𝑗 0=

(pk, sk𝐴) (pk, sk𝐵)

2-out-of-2 threshold additively homomorphic encryption

∈



Oblivious Data Structure?

𝑌 = 𝑦1, 𝑦2, … , 𝑦𝑁

BobAlice

𝑋+ ∩ 𝑌 ∪ 𝑌+

𝑥

Enc 𝑦26

Enc 𝑦2

Enc 𝑦12

Enc 𝑦31

…

Enc 𝑦5

∈

How to allow Bob to update the encrypted dataset in an oblivious 

way while allowing Alice to query it obliviously?



Oblivious Data Structure
(Inspired by Path ORAM [Stefanov-van Dijk-Shi-Chan-Fletcher-Ren-Yu-Devadas’13])

Enc 𝑦12 , Enc 𝑦26

Enc 𝑦2 , Enc 𝑦15

…

… …

…

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1



Enc 𝑦12 , Enc 𝑦26

Enc 𝑦2 , Enc 𝑦15

…

… …

…

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

𝐻 𝑦15

Invariant: Each element 𝑦𝑖 is always stored in the root-to-leaf  path to 𝐻 𝑦𝑖  

for a public hash function 𝐻 (or in the stash).

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1

Oblivious Data Structure
(Inspired by Path ORAM [Stefanov-van Dijk-Shi-Chan-Fletcher-Ren-Yu-Devadas’13])



Oblivious Data Structure: Alice to Query(𝑥)

Enc 𝑦12 , Enc 𝑦26

Enc 𝑦2 , Enc 𝑦15

…

… …

…

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

𝐻 𝑥

Invariant: Each element 𝑥 is always stored in the root-to-leaf  path to 𝐻 𝑥  

for a public hash function 𝐻 (or in the stash).

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1



Oblivious Data Structure: Bob to Add(𝑦36)

Enc 𝑦12 , Enc 𝑦26

Enc 𝑦2 , Enc 𝑦15

…

… …

…

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

Invariant: Each element 𝑦𝑖 is always stored in the root-to-leaf  path to 𝐻 𝑦𝑖  

for a public hash function 𝐻 (or in the stash).

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1



Oblivious Data Structure: Bob to Add(𝑦36)

Enc 𝑦12 , Enc 𝑦26 , Enc 𝑦36

Enc 𝑦2 , Enc 𝑦15

…

… …

…

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

Invariant: Each element 𝑦𝑖 is always stored in the root-to-leaf  path to 𝐻 𝑦𝑖  

for a public hash function 𝐻 (or in the stash).

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1



Oblivious Data Structure: Bob to Add(𝑦36)

Enc 𝑦12 , Enc 𝑦26 , Enc 𝑦36

Enc 𝑦2 , Enc 𝑦15

…

… …

…

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

Invariant: Each element 𝑦𝑖 is always stored in the root-to-leaf  path to 𝐻 𝑦𝑖  

for a public hash function 𝐻 (or in the stash).

Random Path

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1



Oblivious Data Structure: Bob to Add(𝑦36)

Enc 𝑦12 , Enc 𝑦26 , Enc 𝑦36

Enc 𝑦2 ,

…

… …

…

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

Invariant: Each element 𝑦𝑖 is always stored in the root-to-leaf  path to 𝐻 𝑦𝑖  

for a public hash function 𝐻 (or in the stash).

Random Path

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1

𝐻 𝑦15

Enc 𝑦15



Oblivious Data Structure: Bob to Add(𝑦36)

Enc 𝑦12 , Enc 𝑦26 ,

Enc 𝑦2 ,

…

… …

Enc 𝑦15

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

Invariant: Each element 𝑦𝑖 is always stored in the root-to-leaf  path to 𝐻 𝑦𝑖  

for a public hash function 𝐻 (or in the stash).

Random Path

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1

𝐻 𝑦36

Enc 𝑦36



Oblivious Data Structure: Bob to Add(𝑦36)

Enc 𝑦12 , Enc 𝑦26

Enc 𝑦2 , Enc 𝑦36

…

… …

Enc 𝑦15

… …

Enc 𝑦8 , Enc 𝑦31

…

… …

…

… …

Invariant: Each element 𝑦𝑖 is always stored in the root-to-leaf  path to 𝐻 𝑦𝑖  

for a public hash function 𝐻 (or in the stash).

Random Path

Full binary tree with depth 𝑂 log 𝑁
Each tree node of  size 𝑂 1



Performance
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Fuzzy-Matching PSI

• Biometric Matching: fingerprints, facial recognition, …

• Password Breach Detection: typos

• Ads Conversion Analysis: fuzzy PII (physical addresses, …)



Privacy-Preserving Ride Sharing



Naïve Approach: Reduce to Plain PSI

Alice Bob

𝑋 = {all nearby points} 𝑌 = {unstructured points}

𝑋 ∩ 𝑌



Structure-Aware PSI [Garimella-Rosulek-Singh’22]

Alice Bob

𝑋 = structured set 𝑌 = {unstructured points}

𝑋 ∩ 𝑌 = {all points inside structured set}

Goal: Computation & communication costs 

only grow with the description size of  𝑋 rather 

than 𝑋 .



Structure-Aware PSI

• Prior Work [Garimella-Rosulek-Singh’22, Garimella-Rosulek-Singh’23]

• Complexity: Communication only grows with description size of  𝑋

• Functionality: Plain PSI

• Structure: Union of  disjoint balls

• Output: Only Alice learns output

• Our Results [Garimella-Goff-M’24]

• Complexity: Communication & Computation only grow with description size of  𝑋

• Functionality: PSI/PSI-Cardinality/PSI-Sum

• Structure: Union of  overlapping balls

• Output: Alice or Bob learns output

• New Framework [Bui-Garimella-M-Pham’25]

• Efficiency: Eliminate a hidden multiplicative overhead of  security parameter (128x)

FSS

Incremental FSS

Distributed (Incremental) FSS



Function Secret Sharing (FSS) [Boyle-Gilboa-Ishai’15]

• Correctness: 𝑓0 ⊕ 𝑓1 = 𝑓
• ∀𝑥 ∈ 𝒟,  𝑓0 𝑥 ⊕ 𝑓1 𝑥 = 𝑓 𝑥

• Privacy: 𝑓0, 𝑓1 look random

• 𝑓𝑏 ≈ Sim 1𝜆 , 𝑏

• Succinctness: 𝑓0 , 𝑓1 ≪ 𝒟

𝑓 ∈ ℱ 𝑓:  𝒟 → 0,1

𝑓0 𝑓1



FSS for Structured Sets

𝑓0 𝑓1

𝑓𝑋 𝑥 = ቊ
0 if 𝑥 ∈ 𝑋 
1 otherwise

0

0

0

0
1 • 𝑥 ∈ 𝑋: 𝑓0 𝑥 = 𝑓1 𝑥

• 𝑥 ∉ 𝑋: 𝑓0 𝑥 ≠ 𝑓1 𝑥

• Correctness: 𝑓0 ⊕ 𝑓1 = 𝑓
• ∀𝑥 ∈ 𝒟,  𝑓0 𝑥 ⊕ 𝑓1 𝑥 = 𝑓 𝑥

• Privacy: 𝑓0, 𝑓1 look random

• 𝑓𝑏 ≈ Sim 1𝜆 , 𝑏

• Succinctness: 𝑓0 , 𝑓1 ≪ 𝒟



Structure-Aware PSI from FSS

Alice Bob

𝑋 = structured set 𝑌 = {unstructured points}

𝑓0 𝑓1

𝑓𝑋 𝑥 = ቊ
0 if 𝑥 ∈ 𝑋 
1 otherwise

𝑏 ← {0,1}

Oblivious 

Transfer 

(OT)

𝑓0, 𝑓1 𝑏

𝑓𝑏⊥

• 𝑦 ∈ 𝑋: 𝑓0 𝑦 = 𝑓1 𝑦  → 𝑓𝑏 𝑦  computable by Alice

• 𝑦 ∉ 𝑋: 𝑓0 𝑦 ≠ 𝑓1 𝑦  → 𝑓𝑏 𝑦  unpredictable by Alice

𝑓𝑏 𝑦



Structure-Aware PSI

• Prior Work [Garimella-Rosulek-Singh’22, Garimella-Rosulek-Singh’23]

• Complexity: Communication only grows with description size of  𝑋

• Functionality: Plain PSI

• Structure: Union of  disjoint balls

• Output: Only Alice learns output

• Our Results [Garimella-Goff-M’24]

• Complexity: Communication & Computation only grow with description size of  𝑋

• Functionality: PSI/PSI-Cardinality/PSI-Sum

• Structure: Union of  overlapping balls

• Output: Alice or Bob learns output

• New Framework [Bui-Garimella-M-Pham’25]

• Efficiency: Eliminate a hidden multiplicative overhead of  security parameter (128x)

FSS

Incremental FSS

Distributed (Incremental) FSS
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Application: CSAM Detection

User

Child Sexual Abuse Material (CSAM)

User’s Photos on iCloud

Img1

Img2

Img3

Img4

Img5

Img213

Img98

Img5

Img2



Application: CSAM Detection

Consistent set across all executions?



PSI Over Committed Sets [Goel-M-Pham-Sing’25]

𝑋 = 𝑥1, 𝑥2, … , 𝑥𝑛 𝑌 = 𝑦1, 𝑦2, … , 𝑦𝑚

Alice

𝑋 ∩ 𝑌

Bob

𝑐𝑜𝑚𝑋 𝑐𝑜𝑚𝑌

Succinct (32 Bytes)



Performance



Future Directions

• Updatable PSI

• Malicious security?

• Updatable oblivious key-value stores (OKVS)?

• Fuzzy-Matching PSI

• FSS for broader class of  structured sets?

• Support more distance metrics (Hamming, edit, ℓ𝑝)?

• PSI Over Committed Inputs

• Updatable?

• PSI-Cardinality/Sum/Circuit-PSI?

• Broader Applications?



Thank you!
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