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Des Roches et al., 2015, Frontiers in Human Neuroscience

» 51 patients with stroke or TBI

« 42 experimental patients and 9 control patients

» Both groups matched for WAB AQ, CLQT composite severity and age
» Both groups practiced Constant Therapy on their iPads.

R-WAB AQ and CLQT Composite Severity data by participant «eemes
Average based on experimental participants only ¢

Experimental participants (N = 42)

w o Control participants (N = 9)

RWAS AQ score ASIessment

] l ] ] l | | | | | ] >

FIGURE 2 | Scatter plot of low vs. high deficits in R-WAB AQ (x-axis) I I l I I I I I | I I
and CLQT Composite Severity (y-axis) by patient. The dotted lines

denote the average R-WAB AQ and average CLQT Composite Severity

score for experimental participants to provide more information for

Table 3B

1. Therapy can be standardized and individualized. This approach shows both
less severe and more severe patients improve

2. Foreach patient, starting severity across language and cognitive domains
provides a useful indicator to examine outcomes
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Example: Gains for Stroke Patients with
Moderate Impairments
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Results
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Predicted end accuracy for this patient is 0.84.
Patient is likely to perform better than 32.22% of the population on this task.

06 08
End Accuracy

Predicted end accuracy for this patient is 0.49.
Patient is likely to perform better than 4.01% of the population on this task.
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Proficio Robotic Arm

= Quantitatively measuring the performance of the user

= Recommending adjustments to the difficulty level of exercise
based on the results of performance measurements




Performance Measurements:

= Dynamic Time Warping
= Smoothness
= Speed
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Fithess Function
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The Proficio Versus The Kinect:
Measuring Hand Position During Exercise
Monitoring
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the 1lLet"

A fully mtegrated, fully automated, bionic pancreas for diabetes management.
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Monitoring and Evaluation of Urban Health
Outcomes using Open-Source Population
Health Software
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The "EcoSystem”

r - East Boston
r“d‘ | > Neighborhood Health Center
L Vo,
du

s  BMC is the largest safety
net provider in New
England
s +Nearly all CHCs are
o 2 e FQHCs
e * EHR-based care
* BMC since 1999

* CHCs since 2003
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Massachusetts Health Clinical Data

. ngn . D :
Disparities Repository ot |
eDemographic
(MHDR) elnsurances
eServices
eMedications
*Problems
Staging Area *Labs
¢Clinical Observations
Functions:
*MPI linkage Sites:
*Data clear.ﬂng' e Boston Medical Center
eStandardization e Dorchester House MSC
(LOINC, CPT,RxNorm, e Codman Square HC
ICD9,SNOMED CT) ¢ Healthcare for the Homeless
e Greater Roslindale MDC

e Mattapan CHC

i e Whittier Street HC
e South End CHC

?I\IQIS/I-ICZE:Iy L i2b2 - e South Boston CHC
. e Uphams Corner CHC
* Web accessible Database
* Aggregate data * People (1.4+mil)
* No additional IRB * Facts (1+ billion)
* Concepts
~ —> MHDR
Tools * BMC + CHCs
* Query Cell * RDP access (with SAS, STATA)
* HOME Cell « HOME Cell and data extracts

* IRB approval required




Catchment Area for the MHDR, 2005-2011

" 4 g 2

! Al 7 7 e LT e
X A g ML ¢
Belmondt P T~ /
ont 0 - <) o . s b
y e Yinte ) /
“ Waverley —~— ﬁ-\s,u'inc o vy (Gh / y

b

Fresh Bond

: | L - 4 =
Region Camlbridgel ol

j shar/'y
f i, § Winthrop
o 3 »—4 28 - ‘ N F
i assacpﬁsetts -
(B Ths B

Whitney Hilf e ~ Mount i

Fritown =~ o

> ™
P 5 4
8 Institute B/ 2]
K, o
ant ita Gl

Ile

Sorey Hil

Reilfp-
m B(‘S‘Oqir\.-lanorial yo—Aspinwall Hilf
College’ ~ Rigk, ~
-

)\ Brookljsme—
on Center Ch cg}}ﬁut Hill RO =

Hammon e P _Ringis
Pond Park st AR
Resenvation . [1oe il
" 2 h Laz
dak Hill 7 Country
waround s i, Club
~

Oak Hl

S'quanlum
Point Park
\
|
N5 B,
’ .
(4 _ .

)
T NorthxQuincy

Woll 3516}’-‘

ermymount
\, \Park
N\
\‘\
Forbgs.Hill "\\

Qivin cg.\~-_

\
\ Tumers'
“\Rond Park

// 2 Mount
. 7 Milton Arafat ! 1;\
s ‘ B e
I 28 ) 3
t : Great » o £ Faxon—. |
o FC TBagEr— QT | pois Hm’\
5 [0S The Crags 1 b 53
} | [ Foxrir .2 \ 82 Hea
e A £ T e CPine Hille——\ AZE

e it

87 to 599
609 to 1,340

] 1,350 to 2,236
B 2,253 to 3,225
B 3,226 to 6,466

Note: This map shows
the number of people,
by census tract of
residence (2008-2011),
who had at least one
visit to an MHDR clinical
center from 2005-11.
Census tracts with fewer
than 20 patients are not
included.



Research on Tap: Shaping the New Human-Technology Frontier

Additional projects/activities

= BMC Cancer Registry Integration -
= BP Normalizationand Care

= VVVin BP, lipid,and Hgb1C -
= Sickle Cell QI (childrenand adults)

= Sickle Cell BH

= Community-based smoking
cessation

= Pneumoniaratesin PCV vax era
= HPV vaccination

= Algorithmsfor Personalized
Decision Making

ePROS: psychotropic
medication use in kKids

ePROS: on-off-label
safety

PCORI-CDRN
(SCILHS)

Tele-REDCAP
Insurance switching

Vital Village:
geographichealth
effects
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Hearing Technologies
of the Future
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[ SPINE Framework ’

Personal auditory
displays |
and personal -

Sensors g
are ubiquitous and

< widely accepted

Predicting what you want to
hear— and therefore
controlling what you hear

DNN for Speech
10k howrs of voice data
10b training samples
Months on a GPU duster

Next-gen hearing aids will
capitalize on these advances

EYES OPEN EYES CLOSED




Why Encryption Matters
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/ G https://www.googlc x { ¥ After Bangladesh: & X ) M in class problem so' x \\
& C @ ail.google.com/mail/u/0/#inbox/1577dc01445538eb

encrypted web traffic

Google
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m In class problem solving
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Sent Mall
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What happens when we visit a website?

google.com

Send traffic to
202.179.177.21

IP address

. SR
202.179.177.21 >y =° o
What’s the IP
., address for %
DNS L 2 | |
+» google.com? =
server ’ v
Y'sspummmnnnsn?®
DNS is the Domain Name System
How is it used?

202.179.177.21
1.

Use DNS to learn the destination IP
2.

Send traffic to the destination IP



Subverting DNS to become a man-in-the-middle

google.com DNS attacker |

Send traffic to
6.6.6.6

\’ = W .
IP address gy =7 » ol et
202.179.177.21

What’s the IP
address for

L 3

* google.com?

Y*ssammnnnmns?

6.6.6.6

.ll‘--->

If traffic is unencrypted,
the man in the middle can:
1. Read traffic

2. Drop traffic

3. Tamper with traffic

Even if traffic is encrypted, the attacker
can still read its “metadata”

google.com
has [P
6,6.6.6



Summary + what we do in

Man in the
Middle

1. Internet protocols can be subverted
e Attackers can become a man-in-the-middle

2. Encryption protects thwarts many attacks by a man-in-the-middle

What we do in my lab

 Study ways traffic is routed in the Internet

* ... and how an attacker can reroute to become a man-in-the-middle
* ... and how network protocols can be designed to prevent this

*  We use cryptography, simulations, measurement experiments

*  Work with standards bodies to get our solutions onto the Internet



DNS attacks in the wild

Category IPv4 Hosts
Responsive DNS servers e C
Any invalid MX responses 234,756

Class of invalid behavior:

Identical response regardless of request 131,898
Returmns loopback address 16,015
Retumns private network address 7,680
Flipped bits in response SE

Falsified DNS record (178,439 )

Table 14: Invalid or Falsified MX Records —We scanned the IPv4
address space for DNS servers that provided incorrect entries for
the MX servers for five popular mail providers.

Zakir Durumeric. David Adrian, Ariana Mirian, James Kasten, Elie Bursztein, Nicolas Lidzborski,

Kurt Thomas, Vijay Eranti, Michael Bailey, J. Alex Halderman. Neither Snow Nor Rain Nor MITM . . .

An Empirical Analysis of Email Delivery Security. SIGCOMM Internet Measurement Conference
(IMC), 2015.
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Cybersecurity & How it
Affects All of Us
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Manuel Egele: Cybersecurity & How it Affects All of Us

The Internet of Things (IoT) is
everywhere and insecure

Sept. 215,500,000 hacked IoT devices
flood Twitter, Spotify, AirBnB, & more
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How Things Spread in Online
Social Networks

Dylan Walker

Assistant Professor
Information Systems
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Clustering in Networks

R 5o o 1 AT
\ ( ik

» product adoption > loneliness

» happiness » obesity
But, there are many alternative explanations:
< Homophily — Birds of a feather flock together CBRRELH ' ’B"
o Confounding — Friends exposed to same stimuli ‘%IE

< Dynamic Processes — Price Reductions CAUSAT'ON

Do we care about the difference between clustering and contagion?
(Hint: yes)

How can we determine which is happening?
Randomized Controlled Trials (RCTs)



From traditional RCTs...

Treatment (@l ) Control ( @=so )
O O O
© o
O O
O
@
- O
O O O
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The influentials hypothesis

. R CUSTOMERS?
RCLEGUNE 10 REALLY INFLUENCES YOU
‘ B

8

Node size — Influence - Node color — Susceptibility to influence

(Aral and Walker, Science, 2012)



Agh, too many dimensions! What is happening?!?

40.2%

0.1%

| 5]
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Ego Influence
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2

Ego Influence
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05 1 15 2
Peer Influence

Peer Susceptibility
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Brian Kulis

Peter J. Levine Career Development Assistant Professor

Electrical & Computer Engineering, ENG
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Supervised Learning  Unsupervised Learning

Machine
Translation

Clustering

Speech
Recognition

Outlier
Detection

Object
Detection Trend
Detection
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Rich and Scalable Unsupervised Learning

Tracking Evolving Communities Understanding the Visual World
Over Time
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BU Robotics Lab

- self-contained research facility located in the EPIC in the BU CRC

- experimental arena equipped with motion capture system, cameras, projectors
- several wheeled, air, and humanoid robots of various sizes and capabilities.

- dedicated workshop and conference room

- can accommodate about 35 students and postdocs.
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Formal Human-Robot Interaction

« Control theory
« Formal methods
« Robotics

“Keep taking photos and upload current photo
before taking another photo. Unsafe regions

should always be avoided. If fires are detected,
then they should be extinguished. If survivors are .....-.- --
detected, then they should be provided medical ..-......-...

assistance. If both fires and survivors are .-...---ﬂ....
detected locally, priority should be given to the .. -..-.-...

survivors.”
“Service site A for 2 time units within [0, 30] Loop 1
and site C for 3 time units within [0, 19]. In (playback speed x1)

addition, within [0, 56], site B needs to be
serviced for 2 time units followed by either A
or C for 2 time units within [0, 10]. Observe
charging and battery life constraints.
Minimize travelled distance”
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Formal Human-Robot Interaction

« Control theory
* Formal methods
 Robotics

Building a mosaic map
with two quadrotors

Spec: “Always avoid obstacles and
visit regions of interest in specified
order and always enforce bridge
directionality and uncertainty < 0.9
m? at all times and uncertainty <
0.6 m? if traveling on bridges”
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