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Data Classification Policy
Data Access Management Policy (This policy supersedes the previous versions entitled

“Data Management Guide”)

Identity and Access Management

Data Lifecycle Management Policy (This policy supersedes the previous versions entitled

“Data Protection Requirements”)

Minimum Security Standards

Cybersecurity Training, Compliance, and Remediation Policy (This policy supersedes the
previous versions entitled “Education, Compliance, and Remediation”)



http://www.bu.edu
http://nm.cms-devl.bu.edu/policies/
http://nm.cms-devl.bu.edu/policies/
http://www.bu.edu/policies/data-classification-policy/
http://www.bu.edu/policies/1-2-b-data-access-management-policy/
http://www.bu.edu/tech/about/policies/#Additional_Guidance
http://www.bu.edu/policies/identity-and-access-management/
http://www.bu.edu/policies/data-lifecycle-management-policy/
http://www.bu.edu/policies/minimum-security-standards/
http://www.bu.edu/policies/cybersecurity-training-compliance-and-remediation/

This Document is available at: https://www.bu.edu/policies/data-protection-standards/



Additional Resources Regarding This Policy

Related Policies

e Data Protection Standards

e Sensitive Data Incident Response

e FERPA Policy

e HIPAA Policy

e Listing of related BU TechWeb Policies

e Access to Electronic Information Policy

e Digital Privacy Statement

e Conditions of Use and Policy on Computing Ethics
e Network Security Monitoring Policy

e |nformation Security Policy

e Listing of related BU TechWeb Policies

BU Websites

¢ |Information Services & Technology

BU Resources

e Additional Guidance on Data Protection Standards
o 1.2.D.1 — Destruction of Paper Records and Non-Erasable Media -CD-ROMS,

DVDs (Data Protection Standards Guidance)

o 1.2.D.2 — Destruction of Individual Files on Reusable Media (Data Protection
Standards Guidance)

o 1.2.D.3 — Securely Erasing Entire Reusable Storage Devices (Data Protection

Standards Guidance)
o 1.2.D.4 — Physically Destroying Reusable Storage Devices (Data Protection
Standards Guidance)

Categories: Information Management, Information Technology Use, Access, and Security,
Privacy'and“Security ' KeyWords: " BUteChWeb, data'Classification, information, information
management, IS&T, privacy, security, techweb


http://www.bu.edu/policies/information-security-home/data-protection-standards/
https://www.bu.edu/tech/services/security/cyber-security/sensitive-data/
http://www.bu.edu/reg/academics/ferpa/
https://www.bu.edu/policies/hipaa-policies-for-health-care-providers/
https://www.bu.edu/tech/about/policies/
http://www.bu.edu/policies/information-security-home/electronic-information-access/
http://www.bu.edu/policies/digital-privacy-statement/
http://www.bu.edu/policies/information-security-home/conditions-of-use-policy-computing-ethics/
http://www.bu.edu/policies/information-security-home/network-security-monitoring/
http://www.bu.edu/policies/information-security-policy/
https://www.bu.edu/tech/about/policies/
http://www.bu.edu/tech/
http://www.bu.edu/tech/about/policies/#Additional_Guidance
https://www.bu.edu/tech/about/policies/1-2-d-1-destruction-of-paper-records-and-non-erasable-media-cd-roms-dvds/
https://www.bu.edu/tech/about/policies/1-2-d-1-destruction-of-paper-records-and-non-erasable-media-cd-roms-dvds/
http://www.bu.edu/tech/about/policies/1-2-d-2-destruction-of-individual-files-on-reusable-media/
http://www.bu.edu/tech/about/policies/1-2-d-2-destruction-of-individual-files-on-reusable-media/
http://www.bu.edu/tech/about/policies/1-2-d-3-securely-erasing-entire-reusable-storage-devices/
http://www.bu.edu/tech/about/policies/1-2-d-3-securely-erasing-entire-reusable-storage-devices/
http://www.bu.edu/tech/about/policies/1-2-d-4-physically-destroying-reusable-storage-devices/
http://www.bu.edu/tech/about/policies/1-2-d-4-physically-destroying-reusable-storage-devices/

