Tutorial: The Energy Cost of Privacy and Security
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Security and privacy are key enablers (and often also a legal
requirement) for a number of applications, including smart grid
and smart cities, health care, data analytics, and personalized
services. Because of this, research in the domain of security
and privacy-preserving techniques is progressing at high pace.
However, if on the one side the research community devoted
large attention to the study of more efficient algorithms and the
design of more efficient architectures implementing them, on
the other, the energy cost and the energy implications of the use
of these technologies have not yet been explored in the needed
depth, with the majority of literature focusing on block ciphers.
This tutorial exposes the community to the main current
research results and best practices in this research area, and
aims to foster the exchange of ideas between all the involved
stakeholders. The tutorial presents the background and latest
achievements in the field of energy assessment and reduction
for security and privacy-preserving primitives. This tutorial
covers the needed background on security algorithms, discusses
their energy consumption, and presents, by means of relevant
examples, how to design and implement security primitives
that achieve a limited energy footprint. In particular, the focus
is on two families of security primitives: block ciphers and
privacy-preserving primitives. The tutorial introduces the basic
concepts and the main algorithms belonging to these families,
discusses recent advances in the domain, and presents in detail
the energy consumption of these technologies and in their
applications such as machine learning. Further, the tutorial will
show optimizations that have been proposed to minimize the
energy footprint of security primitives, with a particular focus
on block ciphers, discussing also the design of lightweight and
low-energy cryptographic algorithms. The tutorial concludes
discussing open problems, limitations, and possible research
directions. The tutorial is divided into three sections and will
begin with a talk providing a detailed introduction of the
needed concepts, to allow attendees not familiar with the topic
to be able to successfully follow the whole tutorial. More in
details, the sections are:

o “Introduction to Security Primitives and Privacy Preserv-
ing Technologies™. This talk will introduce the audience to
the security primitives and the relevant privacy preserving
technologies and protocols, [1] that will be analyzed in
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the rest of the tutorial.

o “Energy Assessment of Security Primitives”. This talk
summarizes current research in energy assessment [2] of
security primitives, reporting the method used to assess
them and presenting literature result on the energy con-
sumption of security primitives. The talk will conclude
presenting open problems and future research directions.

o “Energy Efficient Design and Implementation of Security
Primitives”. This talk reviews the strategies that have
been applied to security primitives to reduce their energy
consumption and presents the algorithms that have been
designed, since the beginning, to achieve a limited energy
footprint [3], [4]. The talk will conclude presenting open
problems and future research directions.
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