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Our group is tasked with making 2FA more user friendly through audio
watermarking. There will be no need to memorize passcodes, wait for
authentication codes to be sent to you via email or text message, or type
digits to authenticate; rather, this form of 2FA will be something you have
in addition to something you know (i.e. password) and conveniently
applied in the form of audio. Our final deliverable will include a cross
platform phone application, a backend server that records the response
from that application, and a database to store logistical login information.
For our code generation we will be implementing TOTP, a Time-based One
Time Password, which has specifically been requested by our client. For
our audio watermarking technique, we plan to embed the code using a
combination of signal transformation techniques that include amplitude
shifts, phase shifts, frequency shifts, or fast Fourier transform. Our
innovative feature is inserting a dynamically generated code with an
expiration time into a given audio file as an audio watermark. Our
competitors SoundLogin and Sound-Proof have similar approaches but
between using dial tone frequency or checking of ambient sound on two
devices, our approach is far more robust and secure.





