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ABSTRACT

Technological transformations in how we live our lives are producing vast
volumes of evidence that can be easily digitally enhanced. Courts have long
admitted technologically enhanced evidence under flexible rules on
authentication that pose a low bar to getting before a jury. In an era of concern
over artificial intelligence (“Al”), however, potential judicial resistance and
reform proposals are emerging, spurred by concerns over how generative Al
can create deepfakes or misleadingly alter evidence. Through the theoretical
and pragmatic lenses of inequality of arms and access to justice, the Article
illuminates the dangers of ratcheting up the barriers for digitally enhanced
evidence, which increasingly uses AI methods.

The Article distinguishes between Al-enhanced evidence and Al-generated
deepfakes to analyze how fear of a rare event in courtroom evidence poses the
risk of undermining the far more prevalent practice of digitally enhanced
evidence in courts. Costly barriers to admissibility burden parties least able to
bear the expense and undermine the right to present a defense. The Article offers
proposals for improving notice, disclosure, and fair context for Al-enhanced
evidence to safeguard reliability without further exacerbating the inequality of
arms and access to justice. Procedural improvements are warranted because of
the opacity surrounding Al-enmhanced evidence and difficulties discerning
whether evidence is merely processed to reveal more details or transformed into
a deviation from baseline truth—including injection of Al-hallucinated words or
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images. The Article turns to judicial standing orders as a strategy to enact
adaptable reforms without having to wait years or even decades for changes to
evidence rules that may be outpaced by rapid technological changes.
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INTRODUCTION

Consider two cases involving crucial technologically enhanced evidence.!
The first recording was central to a claim of self-defense but excluded even
though an eyewitness could testify as to whether the video fairly and accurately
showed events.? The second recording was pivotal to the prosecution sending a
mother of two to jail for life without parole—even though no eyewitnesses could
testify about its accuracy or fairness.?

The cell phone video recorded by an eyewitness was crucial to Jason Puloka’s
claim of self-defense.* He claimed that the video captured the moment he was
beaten by an angry group hurtling him head first onto the pavement, resulting in
him shooting at the group to defend himself.> The recording was blurry, shot in
low light outside a bar at night.® To brighten and clarify the images and better
see details, the defense sought the help of a video production and editing
professional, who deployed artificial intelligence (“AI”)-powered tools used by
film studios and industry professionals.”

! Findings of Fact & Conclusions of L. Re: Frye Hearing on Admissibility of Videos
Enhanced by A.L at pt. I, § 2, State v. Puloka, No. 21-1-04851-2 (Wash. Super. Ct. Mar. 29,
2024) [hereinafter Findings of Fact, Puloka] (noting use of Al enhancement tool to enhance
seven videos); How Do We Do It?, WAVESCIENCES, https://www.wavesciencescorp.com
/solution [https://perma.cc/X532-PX8P] (last visited Dec. 22, 2025) (discussing successful
debut of Al-powered audio enhancement technology in Katherine Magbanua’s conviction).

2 See Defendant’s Trial Memorandum & Motions in Limine at 1, 5, 8-9, Puloka, No. 21-
1-04851-2 (Feb. 23, 2024) [hereinafter Defendant’s Memorandum & Motions, Puloka)
(seeking to admit enhanced video recorded by eyewitness in support of self-defense claim);
Findings of Fact, Puloka, supra note 1, at pt. Il (barring enhanced defense video evidence).

3 Karl Etters, What Got Katherine Magbanua Convicted of Dan Markel’s Murder? Here'’s
What Her Lawyer Said, TALLAHASSEE DEMOCRAT (June 6, 2022, at 08:13 ET), https://
www.tallahassee.com/story/news/2022/06/06/dan-markel-trial-katherine-magbanua-attorney
-talks-evidence-whats-next-charlie-adelson/7466719001 [https://perma.cc/N48L-HM7Y].

* Defendant’s Memorandum & Motions, Puloka, supra note 2, at 2-12 (summarizing
surveillance footage from La Familia nightclub showing disputes escalating outside before
shooting, identifying witnesses such as owners Frank Gittens, John Hart present at scene).

S 1d.

6 Id.

7 State’s Motion for a Frye Hearing to Challenge Admissibility of Videos Enhanced by
A.L at 2-3, Puloka, No. 21-1-04851-2 (Feb. 15, 2024) [hereinafter State’s Motion for a Frye
Hearing, Puloka] (describing defense expert’s use of Al tool which predicts and adds pixels
to enhance video clarity).
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Figure 1. Still Image from Video Crucial to the Puloka Defense.

The trial judge barred the key defense evidence, transposing the stringent
standard from Frye v. United States® for expert opinion testimony based on new
or novel science to the defense’s Al-enhanced videos.’

The recording that led to the conviction and life imprisonment of a mother of
two was also enhanced using an Al-powered program—one with even less of a
track record than the technology used by Puloka’s defense expert.!? Before the
technological enhancement, the jury hung, unable to convict, after only listening
to the original recording.!! Prosecutors claimed that the recording captured
defendant Katherine Magbanua conspiring with her ex-lover to evade
responsibility for the murder of a criminal law professor.!? But the supposedly
incriminating dialogue secretly recorded by police at a busy restaurant was

8 293 F. 1013, 1014 (D.C. Cir. 1923), superseded by rule, FED. R. EVID. 702, as recognized
by, Daubert v. Merrell Dow Pharms., Inc., 509 U.S. 579, 589 (1993).

° Findings of Fact, Puloka, supra note 1, at pt. I; see also infra Section ILA.

10 See Defendant Charles Adelson’s Motion in Limine at 1-2, State v. Adelson, No. 2016-
CF-3036-B (Fla. Cir. Ct. Sep. 22, 2023) [hereinafter Adelson’s Motion in Limine] (discussing
inaudible original recording enhanced after jury could not convict Magbanua and used to
convict her on retrial), appeal docketed, No. 1D2024-0004 (Fla. Dist. Ct. App. Jan. 2, 2024);
Julie Montanaro, Savannah Kelley & Jacob Murphey, Dolce Vita Video Takes Center Stage
in Charlie Adelson’s Murder for Hire Trial, WCTV (Oct. 31, 2023, at 19:17 ET),
https://www.wctv.tv/2023/10/31/dolce-vita-video-takes-center-stage-charlie-adelsons-murde
r-hire-trial [https://perma.cc/4XSG-CAWB] (discussing important role of enhanced video).

1" Adelson’s Motion in Limine, supra note 10, at 1-2 (arguing much of Dolce Vita
recording is unintelligible due to background and placement of device); WAVESCIENCES,
supra note 1 (explaining GLIMPSE Al enhancement system and its use in Magbanua retrial).

12 See Transcript of Rec. on Appeal at 34-35, Magbanua v. State, 415 So. 3d 297 (Fla. Dist.
Ct. App. 2025) (No. 1D2022-2733) [hereinafter Transcript of Rec., Magbanua] (showing
transcript of government’s view of recording).
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essentially inaudible.'> The court reporter could transcribe nothing from the
original recording that prosecutors played to the jury in the first trial.'* Even the
undercover FBI agent who sat in the restaurant with the recording device could
only decipher a fragment of a sentence. !’

After the mistrial, prosecutors sought the aid of an outside contractor, Wave
Sciences, to enhance the recording.'® The company marketed an audio
enhancement engine dubbed GLIMPSE, powered by the machine learning
methods behind AI!7 Inventor James McElveen developed GLIMPSE to solve
what he called “the Cocktail Party Problem” for the difficulty of discerning
words over the cacophony of background noises.!® The evidentiary debut of the
Al-powered enhancement technology was in the criminal retrial of Magbanua,
after the jury deadlocked in her first trial.!?

Though this was the first time the Al program was used to enhance evidence
in a trial—dramatically transforming key evidence—Magbanua’s attorneys
failed to challenge the use of the new technology.?’ The omission is
unfortunately an ordinary reality. Empirical work indicates that overworked
defense attorneys often fail to challenge scientific or technological evidence.?!

Another potential reason for the omission was the government’s prolonged
nondisclosure of the enhanced audio despite repeated defense requests and
objections.?? The government only released the enhanced audio to the defense
just seventeen days before trial—insufficient time for the defense to find and

13 See Appendix to State’s Response to Petition for Habeas Corpus at 253-54, Magbanua
v. McNeil, 310 So. 3d 138 (Fla. Dist. Ct. App. 2021) (No. 1D2020-3259) (showing FBI
agent’s testimony that restaurant recording was of poor quality due to background noise and
only admitting fragment of recording “with the understanding that a significant part . . . is not
understandable”).

14 See id. at 255 (noting recording was played to jury and court reporter could not transcribe
it “due to audio quality™).

15 Id. at 253.

16 Adelson’s Motion in Limine, supra note 10, at 1-2.

17 WAVESCIENCES, supra note 1.

'8 Jd. (discussing solution to Cocktail Party Problem); see Adelson’s Motion in Limine,
supra note 10, at 1-2 (discussing McElveen recording).

19 WAVESCIENCES, supra note 1.

20 See discussion infi'a notes 22-26.

21 Peter J. Neufeld, The (Near) Irrelevance of Daubert to Criminal Justice and Some
Suggestions for Reform, 95 AM. J. PUB. HEALTH (SUPPLEMENT) S107, S107-10 (2005); see D.
Michael Risinger, Navigating Expert Reliability: Are Criminal Standards of Certainty Being
Left on the Dock?, 64 ALB. L. REV. 99, 106-08 (2000) (finding criminal defendants’ expert
evidence excluded far more often than prosecution evidence).

22 See, e.g., Transcript of Rec., Magbanua, supra note 12, at 5578 (noting defense counsel
raised concern State had not disclosed who performed or how FBI enhanced Dolce Vita
video); Motion to Continue at 5-7, State v. Magbanua, Nos. 2016CF3036 & 2018CF497 (Fla.
Cir. Ct. Sep. 12, 2022) [hereinafter Motion to Continue, Magbanua] (discussing failure to
disclose and making discovery-related objections), aff’d, 415 So. 3d 297 (Fla. Dist. Ct. App.
2025).
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consult experts to understand the new technology and its modifications to the
recording.?? The defense only received an initial version of the enhanced video
ninety minutes before they were set to depose McElveen, the developer of the
technology—and then learned during the deposition that the full enhancement
would take several more weeks to perform.?* The defense attorneys could only
register repeated objections, alleging discovery violations and objections to
showing automated transcriptions in addition to playing the enhanced audio.?
Because no person would authenticate the accuracy of the transcripts, the judge
disallowed the transcripts—but permitted the government to play all forty-one
minutes of the Al-enhanced audio to the jury in the retrial.?® In contrast, in the
earlier mistrial, the audio tape was so unintelligible that the judge only permitted
fifteen seconds of play.?’

In the second trial, the jury convicted Magbanua of first-degree murder.?® The
judge sentenced the thirty-three-year-old mother of two to life in prison without
the possibility of probation or parole, plus two more consecutive thirty-year
terms.?’ The technologically enhanced recording was a pivotal part of her
conviction, according to her defense attorney.3® Wave Sciences concurred in its
marketing materials, calling the debut of its Al technology in Magbanua’s case
“instrumental” to her conviction.!

Much evidentiary proof today is technologically enhanced, like the key
evidence used to prosecute Magbanua and excluded in Puloka’s defense.>?> How
much technological enhancement is too much—or too untested, undisclosed, or

23 See Motion to Continue, Magbanua, supra note 22, at 7.

24 Joint Motion to Continue at 1, State v. Magbanua, Nos. 2016CF3036 & 2018CF497
(Fla. Cir. Ct. Jan. 30, 2022).

25 Supplemental Response to State’s Motion to Allow the Use of Demonstrative Aids at 1-
2, State v. Magbanua, No. 2016CF3036 (Fla. Cir. Ct. Apr. 22, 2022).

26 Ord. Denying State’s Motion to Use Demonstrative Aid at 2, State v. Magbanua, Nos.
2016CF3036 & 2018CF497 (Fla. Cir. Ct. May 5, 2022) (disallowing unauthenticated
transcripts to accompany enhanced video played to jury); Adelson’s Motion in Limine, supra
note 10, at 1-2 (discussing admission of McElveen enhanced recording in Magbanua);
WAVESCIENCES, supra note 1.

27 WAVESCIENCES, supra note 1.

28 WTXL Digital Staff, Katherine Magbanua Sentenced to Life in Prison, WTXL
TALLAHASSEE (July 29, 2022, at 18:54 ET), https:/ www.wtxl.com/ news/ local- news/
katherine- magbanua- sentenced-to-life-in-prison [https://perma.cc/ XQ8U-ZV68] (reporting
Magbanua’s sentence and charges).

2 Id

30 Etters, supra note 3 (“There are things in [the] Dolce Vita [tape] that I'm sure that for
the jury were determining factors.”).

31 WAVESCIENCES, supra note 1.

32 See discussion infia Sections .A-C and examples cited therein (attributing prevalence
of contemporary technologically enhanced evidence to multiple ways in which enhanced
evidence can be authenticated as substantive evidence, increase in creative uses of illustrative
aids, and flexible factors that admit expert opinion based on technologically enhanced
evidence).
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unreliable—for evidence to be admissible? Courts are increasingly confronting
the question of what standards apply to technologically enhanced evidence.33
Some courts are treating the question as one of first impression to be weighed
amid challenges of “doctoring”—or otherwise manipulating or faking evidence
such as videos and images.?* The import of the question is particularly pressing
amid the increasingly prevalent deluge of video and audio evidence in an era of
pervasive recording by cell phone cameras, surveillance cameras, and more.?3
Courts have long admitted technologically enhanced evidence, such as
computer-sharpened blurry images taken from video, applying traditional
flexible rules on authentication, with low barriers to entry.3® A backlash is
emerging, however, as concerns grow about the ease of manipulation and
outright fakery with the advent of widely accessible generative Al programs.3’
Generative Al manufactures content via machine learning that looks human-
made, such as briefs, photos, or stories.’® In contrast, other forms of Al
automation use machine learning and algorithms to perform complex intricate
tasks we associate with human intelligence, such as translating words to text,

3 E.g., United States v. Roberts, 84 F.4th 659, 670 (6th Cir. 2023) (finding digitally
enhanced images admissible since they were properly authenticated and steps taken to alter
the source file were documented), cert. denied, 144 S. Ct. 867 (2024) (mem.); People v. Hung
Tran, 263 Cal. Rptr. 3d 740, 745 (Ct. App. 2020) (“[Defendant] asserts that the trial court
erroneously admitted a ‘doctored’ video that was ‘compiled by’ the prosecution’s expert
witness Grant Fredericks.” (footnote omitted)).

34 See, e.g., Roberts, 84 F .4th at 670 (“[T]he admissibility of digitally enhanced still images
appears to be a case of first impression for this circuit . . . .”); Hung Tran, 263 Cal. Rptr. 3d
at 745-47 (rejecting defense claims of manipulation and clarifying standards for enhanced
video admissibility amid limited precedent).

3 See, e.g., MARY D. FaN, CAMERA POWER: PROOF, POLICING, PRIVACY, AND
AUDIOVISUAL BIG DATA 8 (2019) (introducing “toutveillance,” a society where citizens and
police record one another from all directions, blurring lines between watcher and watched);
Mary D. Fan, Justice Visualized: Courts and the Body Camera Revolution, 50 U.C. DAVIS L.
REv. 897, 907-09 (2017) (discussing unprecedented explosion in recordings of contested
events with widespread use of cell phones and police-worn body cameras, leaving courts
awash in video evidence).

36 E.g., Nooner v. State, 907 S.W.2d 677, 686 (Ark. 1995) (affirming admission of
enhanced images in which pixels were multiplied and brightened); English v. State, 422
S.E.2d 924, 925 (Ga. Ct. App. 1992) (affirming admission of computer-enhanced video
frames to depict defendant cocaine seller based on technician testimony that frames were “fair
and accurate” representation).

37 See discussion infra Section LB (describing how parties can take advantage of
accommodating rules for illustrative evidence by attempting to admit computer-enhanced
images and animations that go far beyond simply illustrating testimony).

3 Yihan Cao et al., 4 Comprehensive Survey of Al-Generated Content (AIGC), ACM
COMPUTING SURVS., Jan. 2025, at 111:2 to 111:4 (“[G]enerative diffusion models can help
generate high-resolution images by controlling the trade-off between exploration and
exploitation, resulting in a harmonious combination of diversity in the generated images.”).
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analyzing patterns in large datasets, or engaging in fraud detection.?® Fears of Al
manipulation have sparked “technological activism” among some judges**—
exemplified in the Puloka court’s refusal to admit cell phone video central to the
defense.*! A hidden cost of ratcheting up expenses of admitting evidence may
be impeding parties with the least resources from presenting their case or
mounting a criminal defense.*?

This Article analyzes evidentiary protections to address the risk of Al-
enhanced evidence through the theoretical and pragmatic lenses of access to
justice and the inequality of arms between parties.*> At the outset, it is important
to understand that this Article focuses on digitally enhanced evidence, which
may draw on machine learning methods associated with Al and is a much
broader and more prevalent category than Al-generated deepfakes.** Examples
of Al-enhanced evidence include auto-transcribing videos, tracking figures, or
clarifying low-quality video footage using Al-powered programs like Adobe
Premiere Pro or Axon Auto-Transcribe, so that key details can be discerned.*

39 See, e.g., Michael Carl, Translation, Artificial Intelligence, and Cognition, in THE
ROUTLEDGE HANDBOOK OF TRANSLATION AND COGNITION 712, 715 (Fabio Alves & Arnt
Lykke Jakobson eds., 2020) (surveying evolution from rule-based to neural machine
translation and its implications for human-AlI collaboration); Hariharan Pappil Kothandapani,
AI-Driven Regulatory Compliance: Transforming Financial Oversight Through Large
Language Models, 3 EMERGING SCI. RSCH. 12, 12-13 (2025) (discussing advantages of Al
automation, such as reducing human error).

40 See Gary E. Marchant, A1 in Robes: Courts, Judges, and Artificial Intelligence, 50 OHIO
N.U. L. REv. 473, 473-74 (2024) (alleging judges worried about Al problems such as fake
citations in Al-generated briefs or deepfakes are engaging in “technological activism” to
address concerns).

41 Findings of Fact, Puloka, supra note 1, at pt. II, § 15 (“The danger of unfair prejudice is
particularly concerning in this case, as the jury will likely be focused on the size and location
of individuals and objects during the events depicted by the Al-enhanced video.”).

42 See discussion infia Part III (describing how some parties such as criminal defendants
and public interest plaintiffs lack resources necessary to admit certain evidence).

43 See discussion infia Sections II.A, IILLA-B (explaining evidentiary protections such as
Frye standard and some rule change proposals ratchet up costs for parties to admit evidence).

4 See discussion infra Sections I.A, ILB (providing examples of cases where Al was used
to enlarge, brighten, or sharpen still images and video evidence despite fears of deepfake
images or video); see also, e.g., ADVISORY COMM. ON EVIDENCE RULES, Minutes of the
Meeting of April 19, 2024, in AGENDA BOOK: NOVEMBER 2024, at 66, 69-71 (2024)
[hereinafter April 2024 Committee Minutes] (observing few existing cases on “A.l. evidence”
and recording experts’ distinction between analytical Al, routinely admitted in courts, and
generative Al associated with deepfakes).

4 See, e.g., Findings of Fact, Puloka, supranote 1, at pt. 1, 99 20-21 (detailing how forensic
experts use tools developed by Adobe and Axon to enlarge and clarify video); see also
Premiere Pro Features: Supercharge Your Editing Workflow with AIl, ADOBE,
https://www.adobe.com/products/premiere/ai-video-editing.html (last visited Dec. 9, 2025)
(detailing how Al-powered tools in program assist with transcribing, clarifying, and editing
video); How Axon Is Using Al Responsibly to Transform Public Safety, AXON, https://
www.axon.com/resources/how-axon-is-using-ai-responsibly [https://perma.cc/RWR6-2G97]
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As Al pervades technological tools—even commonplace technology such as the
photo autocorrect on a smartphone—many digital enhancements are likely to
draw on machine learning models and algorithms associated with Al, becoming
Al-enhanced evidence.*® A central concern of this Article is that fears over
deepfakes that flood the Internet, but are currently rare in courts, will result in
ratcheting up admissibility standards for the far more prevalent and crucial
category of Al-enhanced evidence.*’

The distinction between Al-enhanced evidence and Al-generated evidence is
not a clear-cut dichotomy. Instead, as depicted in Figure 2, the distinction exists
on a spectrum between useful, truth-revealing clarification of data on one end
and misleading addition or alteration of details not present in the original data—
or wholesale manufacturing of deepfakes of events that never occurred—on the
other end.*® The fundamental question is whether the technology is processing
the data, such as a recording or image, to reveal or translate details or
transforming the data to generate content that deviates from the baseline truth.*
A faked audio file of threatening calls generated by Al using voice samples, or
victim impact video of a dead man speaking at his killer’s sentencing, are
examples of Al-generated material>® Clarifying blurry videos, enlarging an
image, enhancing sound quality, using arrows to track key people, or using
Adobe Premiere to conduct a frame-by-frame analysis of video of a contested
incident are all examples of Al-enhanced evidence.’!

(last visited Dec. 22, 2025) (“Axon Auto-Transcribe is centered on an Al model called
Automated Speech Recognition . . . .”).

46 See, e.g., Emna Baccour et al., Pervasive Al for IoT Applications: A Survey on Resource-
Efficient Distributed Artificial Intelligence, 24 1EEE CoMM. SURVS. & TUTORIALS 2366,
2366-67 (2022) (discussing broad spectrum of Al applications).

47 See discussion infia Part III (discussing AI’s impact on inequality of arms in admitting
evidence and proposing possible solutions).

48 See infia Figure 2 (depicting colored spectrum with Al assisted data clarifications and
deepfakes on opposite poles).

49 See infra Figure 2.

30 Juliana Kim, Family Shows Al Video of Slain Victim as an Impact Statement—Possibly
a Legal First, NPR (May 12, 2025, at 19:27 ET), https://www.npr.org/2025/05/07/g-s1-
64640/ai-impact-statement-murder-victim [https://perma.cc/2V45-K99P] (detailing novel
instance where Al was used to create impact videos of deceased victim speaking about his
murder case); Matt Reynolds, Courts and Lawyers Struggle with Growing Prevalence of
Deepfakes, A.B.A.J. (June 9, 2020, at 09:29 CT), https://www.abajournal.com/web/article/
courts-and-lawyers-struggle-with-growing-prevalence-of-deepfakes [https://perma.cc/SSMJ-
5239] (reporting on British custody case involving falsified audio used to depict husband as
violent).

51 See, e.g., Carson v. Walmart Stores E., L.P., No. 4:22-CV-03654, 2024 WL 3927803,
at *6 (D.S.C. Aug. 21, 2024) (admitting in part frame-by-frame analysis by expert using
Adobe Premiere); Baker v. State, 38 N.E.3d 1013 (unpublished table decision), 2015 WL
4875604, at *3 (Ind. Ct. App. 2015) (affirming admission of video enhanced with sharpened
colors and contrast and enlarged using Adobe Premiere Pro); In re Richards, No. E049135,
2010 WL 4681260, at *14 (Cal. Ct. App. Nov. 19, 2010) (noting use of “Adobe Photoshop to
enhance a photograph of victim’s broken nail” with fibers that may have come from
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Figure 2. The Spectrum of Al-Enhanced v. Al-Generated Evidence.
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The problem with ratcheting up barriers to the admission of Al-enhanced
evidence is exacerbating long-burning challenges of inequality of arms and the
ability to present a defense.’> Resource disparities between parties are
particularly stark in areas such as environmental, employment, and civil rights
litigation, and in criminal cases.’® United States courts explicitly acknowledge
the asymmetry in resources and power between the prosecution and defense in
criminal trials.>* Empirical work shows that resource-constrained defense
attorneys may fail to even challenge prosecution scientific evidence—and when
challenges are raised, the defense usually loses.>> Conversely, prosecutors often
prevail in arguing that defense evidence should be excluded under Daubert v.

murderer), aff 'd, 289 P.3d 860 (Cal. 2012), superseded by statute, Senate Bill No. 1058, 2014
Cal. Legis. Serv. ch. 623 (West) (codified as amended at CAL. PENAL CODE § 1473 (West
2025)), as recognized in, In re Richards, 371 P.3d 195 (Cal. 2016).

52 See discussion infra Section IIILA (describing how proposed reforms aimed at
combatting Al deepfakes heighten disparity between under-resourced parties and those with
deep pockets).

33 Carl Tobias, The 2000 Federal Civil Rules Revisions, 38 S.D. L. REv. 875, 890 (2001)
[hereinafter Tobias, Rules Revisions] (“[P]laintiffs who pursue employment and civil rights
litigation alleging discrimination frequently have little information, few financial resources,
and limited political power, especially in comparison with defendants, which are often
corporate or governmental entities.”); Carl Tobias, Environmental Litigation and Rule 11,33
WM. & MARY L. REv. 429, 439 (1992) [hereinafter Tobias, Environmental Litigation] (“The
courts seem to recognize, for instance, that significant resource disparities can exist between
many environmental plaintiffs and their adversaries and that the imposition of large financial
assessments can chill the plaintiffs’ enthusiasm.”).

% E.g., United States v. Turkish, 623 F.2d 769, 774 (2d Cir. 1980) (“A criminal
prosecution, unlike a civil trial, is in no sense a symmetrical proceeding.”); United States v.
Tucker, 249 F.R.D. 58, 63 (S.D.N.Y. 2008) (“It is inherent in our criminal justice system that
defendants will virtually always be outmatched in investigatory resources, funds, and time to
prepare for litigation.”).

55 Neufeld, supra note 21, at S109-10 (citing how there were merely 211 reported
challenges to prosecution experts in state court in seven years, with prosecutors winning such
challenges 161 times); Risinger, supra note 21, at 106-08 (“On the complaint of criminal
defendants that their expertise was improperly excluded, the criminal defendant lost forty-
four of the fifty-four challenges, winning on ten occasions.”).
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Merrell Dow Pharmaceuticals, Inc.>® or the more stringent Frye standard.’’
Piecemeal judicial attempts to ratchet up the costs of admitting technologically
enhanced evidence by requiring battles of the experts may further hamstring
under-resourced parties such as public interest plaintiffs and undermine the
ability to present a criminal defense.’®

Al-enhanced evidence poses risks that need to be addressed in a manner
sensitive to exacerbation of the inequality of arms.>® Major challenges include
delayed disclosure, lack of notice, and opacity over whether Al-powered
methods are merely processing evidence to reveal details or transforming the
material into a deviation from the baseline truth.®® Beyond the technological
tools deployed, the commands used to produce the enhancement, desired
narratives, and gap-filling assumptions about the appearances of people also can
shape the risk of misleading transformation or even hallucinated words or
images.®! The choice and design of safeguards for Al-enhanced evidence can
better protect the equal opportunity to present a case despite resource disparities
and facilitate access to justice—or exacerbate the harms of inequality of arms.%?

The Article advocates for framing evidentiary safeguards for Al-enhanced
evidence in a manner sensitive to the risks of intensifying the inequality of arms
between parties.5> The Article offers a practicable proposal for using judicial
standing orders to ensure notice, disclosure, and fair context safeguards for Al-
enhanced evidence without the need to wait years or even decades for formal
rules changes.®* While AI seems like a powerful new technological force with
the power to manipulate our perceptions of truth, necessitating potentially
exceptional rules, evidence law has effectively handled such fears before while
maintaining flexible avenues to admissibility. Before the cell phone era, the

36509 U.S. 579, 589 (1993).

57 Neufeld, supra note 21, at S109-10 (lamenting evidence is “almost always” excluded
when prosecutors challenge defense’s expert evidence); Risinger, supra note 21, at 106-08
(explaining defense’s expertise was “properly excluded 83% of the time”).

38 See discussion infia Part I (citing one proposed reform which requires every piece of
video evidence to be accompanied by experts’ affidavits ensuring its authenticity).

39 See discussion infra Section IILB (discussing potential reforms).

0 See discussion infia Section IILLB (examining challenges with Al-enhanced evidence
through lens of inequality of arms and access to justice).

1 See discussion infira Section IIL.B (discussing opacity surrounding processing and
transformations generated by Al-powered systems).

92 See discussion infra Part III (proposing safeguard for Al-enhanced evidence where
counsel submits affidavits confirming Al technology did not transform or add content to
original evidence).

63 See discussion infira Section IIL.A (supporting system where prosecutors face reasonable
doubt standard when proving the validity of new scientific technique, whereas defendants
would be faced with preponderance of evidence standard).

% See discussion infia Section II1.B (discussing use of judicial standing orders as remedy
to problems posed by Al-enhanced evidence).
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now-quaint, then-new technology of photography also roused debates and fears
over persuasive power and manipulation.®

The Article proceeds in three parts. Part] discusses the longstanding,
traditionally flexible avenues for admission of technologically enhanced
evidence, such as digitally cleaned video and images.%® Customarily, evidence
rules offer a flexible, easily opened door for enhanced evidence, if authenticated
through any of several possible strategies.5” Technologically enhanced evidence
is often admitted as substantive evidence after authentication, subject to a
balancing—that is tilted toward admissibility—of the probative value versus any
risks, such as unfair prejudice.® An even broader avenue for technological
creativity is admission as an illustrative aid, which is not admitted as substantive
evidence but is instead used to assist in understanding other evidence, such as
illustrating a witness’s testimony.®® When technologically enhanced evidence is
relied upon as a basis for expert opinion testimony, however, a court might apply
the scrutiny and reliability rules of Daubert or Frye for scientific evidence—but
even then, courts have not been overly searching until recently.”®

% Jennifer L. Mnookin, The Image of Truth: Photographic Evidence and the Power of
Analogy, 10 YALE J.L. & HUMANS. 1, 20-43 (1998) (describing late nineteenth-century legal
debates surrounding evidentiary use of photography).

% See discussion infi-a Part 1.

67 See discussion infra Section I.A (noting flexibility of rules of evidence in dealing with
enhanced evidence); see also, e.g., FED. R. EvID. 901 (providing multiple nonexclusive
avenues to authenticate evidence); State v. Thomas, 2022 ME 27, 94, 274 A.3d 356, 363
(explaining authentication rules reflect flexible approach and low burden of proof for
proponent of evidence).

% See discussion infra Section I.A (describing traditional procedure for admissibility of
technologically enhanced evidence); see also, e.g., FED. R. EvID. 403 (“The court may exclude
relevant evidence if its probative value is substantially outweighed by a danger of one or more
of the following: unfair prejudice, confusing the issues, misleading the jury, undue delay,
wasting time, or needlessly presenting cumulative evidence.”).

© See discussion infra Section LB (addressing illustrative aids—often called
demonstrative aids before new Federal Rule of Evidence 107—as alternative avenue for
admissibility of technologically enhanced evidence); see also, e.g., People v. Hung Tran, 263
Cal. Rptr. 3d 740, 753 (Ct. App. 2020) (reviewing trial court’s admission of sequenced
compilation of videos with digital arrows as demonstrative evidence for abuse of discretion);
State v. Denton, 2009 WI App 78, 9 7-23, 319 Wis. 2d 718, 724-37, 768 N.W.2d 250, 253-
60 (describing trial court ruling admitting computer animation as demonstrative evidence).

70 See discussion infra Section II.C (assessing relationship between public concerns over
Al manipulation and efforts to intensify judicial approach to evidentiary issues); see also
Daubert v. Merrell Dow Pharms., Inc., 509 U.S. 579, 592-95 (1993) (construing Federal Rules
of Evidence to adopt “flexible” embracing standard for expert scientific testimony of general
reliability based on consideration of factors such as whether scientific method was followed,
peer review and publication, error rates, and general acceptance); Frye v. United States, 293
F. 1013, 1014 (D.C. Cir. 1923) (requiring expert testimony be based on techniques
“sufficiently established to have gained general acceptance in the particular field in which it
belongs”), superseded by rule, FED. R. EVID. 702, as recognized in, Daubert, 509 U.S. at 589.
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Part II analyzes attempts to toughen the traditionally relaxed judicial approach
to technologically enhanced evidence, spurred by concerns over Al
manipulation.”! As calls for reform grow, the judiciary has attempted to adopt
more stringent standards and proposed new evidence rules for Al-generated
evidence to address deepfake fears.”? Proposals aimed at addressing the potential
risk of deepfakes, which are becoming more prevalent in courts, do not address
the far more frequent challenges of Al-enhanced evidence in the courts now.
This Part analyzes the dangers of raising barriers to evidence without attention
to the burdens on parties with limited means and the right to mount a defense.”

Part III proposes evidentiary safeguards surrounding Al-enhanced evidence,
employing a theoretical and pragmatic lens sensitive to access to justice
challenges and resource disparities between parties.”* Evidentiary policies can
exacerbate or ameliorate long-burning access to justice issues and the ability to
present a case.” This Part argues that the risks of Al-enhanced evidence can be
addressed by judicial standing orders without waiting years (or even decades)
for evidence rules changes or interposing expert-intensive barriers to entry that
aggravate resource disparities.”® Some judges have already deployed standing
orders to require disclosure of Al-drafted filings.”” These standing orders

"1 See discussion infi-a Part 11 (proposing rules to address potential abuses of generative Al
and deepfakes); see also, e.g., Findings of Fact, Puloka, supra note 1, at pt. I1, 49 8, 10 (barring
key defense video enhanced by Al because technology could not satisfy rigorous Frye
standard for expert witnesses requiring general acceptance in field).

72 See discussion infira Section IL.B (exploring rising concerns over Al and judiciary’s re-
sponse); see also, e.g., Memorandum from Daniel J. Capra, Philip Reed Professor of L., Ford-
ham Univ. Sch. of L., to Advisory Comm. on Evidence Rules (Apr. 1, 2024), in ADVISORY
CoMM. ON EVIDENCE RULES, AGENDA BOOK: APRIL 2024, at 14, 18 (2024) [hereinafter April
2024 Capra Memorandum] (discussing rule change proposals).

3 See discussion infira Part II (exploring how concerns of deepfakes obfuscate unsolved
and continuing difficulties posed by Al-enhanced evidence).

4 See discussion infra Part I11.

5 See discussion infra Part Il (analyzing access to justice implications of changes in
evidentiary policies in current institutional arrangement).

76 See, e.g., Jack Karp, Deepfake Rule Proposals Navigate ‘Perfect Evidentiary Storm,’
Law360 (May 16, 2024, at 16:34 ET), https://www.law360.com/ pulse/ articles/ 1837826
(explaining rulemaking to address Al-generated evidence would take years even with
agreement, as shown by decades-long revision of expert evidence rules).

77 See, e.g., Standing Order Re: Artificial Intelligence (“Al”) in Cases Assigned to Judge
Baylson (E.D. Pa. June 6, 2023) [hereinafter Judge Baylson Standing Order],
https://www.paed.uscourts.gov/sites/paed/files/documents/procedures/Standing%200rder%
20Re %?20Artificial %20Intelligence %206.6.pdf [https://perma.cc/ G3E7-99SQ] (“If any
attorney for a party, or a pro se party, has used Artificial Intelligence (“Al”) in the preparation
of any complaint, answer, motion, brief, or other paper, filed with the Court . . . [they] MUST,
in a clear and plain factual statement, disclose that Al has been used in any way in the
preparation of the filing, and CERTIFY, that each and every citation to the law or the record
in the paper, has been verified as accurate.”); Standing Order for Civil Cases before Magistrate
Judge Peter H. Kang at 10 (N.D. Cal. July 16, 2025) [hereinafter Judge Kang Standing Order],
https://cand.uscourts.gov/sites/default/files/standing-orders/PHK-Civil-Standing-Order 202
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respond to the increasingly prevalent problem of parties filing submissions
authored using generative Al programs, such as ChatGPT or Google Gemini,
that can contain realistic-looking false citations.”® These made-up citations
reflect a troubling tendency of Al programs to “hallucinate”—a colorful term
for the phenomenon of AI programs making up false or imagined facts.”®

The Article proposes expanding judicial standing orders to standardize
pretrial notice and disclosure requirements and mandate that both original and
enhanced evidence be admitted.’? Rather than proliferating costly battles of
experts, the Article proposes accepting attorney certifications backed by ethical
duties, stipulating that generative Al was not used, or if Al technology was used,
the technology did not transform or add content to the original.3! The proposal
addresses the nondisclosure, opacity, and risks of misleading the jury with Al-
enhanced evidence in a manner aimed at alleviating rather than exacerbating
inequalities of arms.??

I.  TRADITIONALLY BROAD, FLEXIBLE AVENUES FOR ADMITTING
TECHNOLOGICALLY ENHANCED EVIDENCE

Since the advent of computerized tools, courts have admitted digitally
enhanced evidence, subject to flexible rules on authentication and the balancing
of probative value with risks such as unfair prejudice or confusion.??

5.7.16.pdf [https://perma.cc/6LTC -KNBD] (“Any brief, pleading, or other document
submitted to the Court the text of which was created or drafted with any use of an Al tool
shall be identified as such in its title or pleading caption, in a table preceding the body text of
such brief or pleading, or by a separate Notice . .. .”).

78 See, e.g., Park v. Kim, 91 F.4th 610, 615-16 (2d Cir. 2024) (referring attorney to Second
Circuit’s Committee on Admissions and Grievances for filing brief containing false citation
hallucinated by ChatGPT); Mata v. Avianca, Inc., 678 F. Supp. 3d 443, 461 (S.D.N.Y. 2023)
(issuing sanctions for submitting filing containing faked citations hallucinated by ChatGPT);
Kruse v. Karlen, 692 S.W.3d 43, 52-53 (Mo. Ct. App. 2024) (sanctioning pro se appellant for
filing brief in which twenty-two out of twenty-four citations were falsely generated using Al);
Smith v. Farwell, No. 2282CV01197, 2024 WL 4002576, at *9-16 (Mass. Super. Ct. Feb. 15,
2024) (sanctioning plaintiff’s counsel by $2,000 for submitting filings with at least three
hallucinated citations generated by Al).

7 Smith, 2024 WL 4002576, at *9 (“[A]s demonstrated in this case, Al can generate
citations to totally fabricated court decisions bearing seemingly real party names, with
seemingly real reporter, volume, and page references, and seemingly real dates of
decisions.”).

80 See discussion infira Section II1.B (describing benefits of using standing judicial orders
as tool to control use of Al-enhanced evidence).

81" See discussion infra Section IILB (explaining how ethical duties can be leveraged to
minimize costs and maintain inclusivity for parties with varied resources).

82 See discussion infia Section IIL.B (addressing balancing necessary to alleviate resource
inequality while regulating use of Al).

8 See, e.g., Nooner v. State, 907 S.W.2d 677, 686 (Ark. 1995) (finding no abuse of
discretion where trial court admitted enhanced photographs that had not been distorted);
English v. State, 422 S.E.2d 924, 925 (Ga. Ct. App. 1992) (upholding lower court’s admission
of computer-enhanced frozen frames of videotape).
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Technologically enhanced evidence can enter a case through three main
avenues.®* The first avenue is as substantive evidence in a case for the jury to
weigh and consider, such as enhanced surveillance camera images of the
perpetrator of a crime.?> The second avenue is as illustrative aids, which are not
admitted as substantive evidence, but are instead allowed to assist a trier of fact
in understanding evidence, such as illustrating witness testimony.3¢ The third
avenue is as part of the data or as a method underlying an expert’s opinion
testimony.” Evidence rules have liberal, flexible approaches governing each of
these pathways for technologically enhanced evidence to be admitted as proof
in a case.®

A.  Multiple Authentication Avenues for Admitting Enhanced Evidence as
Substantive Evidence, Subject to Balancing

For decades, trial judges have exercised their discretion to admit
technologically enhanced evidence under flexible rules on authentication and a
balancing, tilted toward admissibility, of probative value with risks such as
unfair prejudice, confusion, or misleading the jury.®® Many of the examples
involve video or audio recordings, since one of the most frequently encountered
reasons for computer-assisted enhancement is to address quality issues in images
and recordings.’® Once authenticated—meaning the proponent makes a prima
facie case that the evidence is what the proponent claims it to be—the
technologically enhanced evidence is admitted as substantive evidence.®!

84 See discussion infra Sections I.A-C.

85 See discussion infra Section LA (exploring how courts treat substantive use of
technologically enhanced evidence).

86 See discussion infia Section LB (analyzing demonstrative use of technologically
enhanced evidence at trial).

87 See discussion infra Section I.C (discussing use of technologically enhanced evidence
as basis for expert testimony at trial).

88 See discussion infra Sections I.A-C.

89 See, e.g., United States v. Roberts, 84 F.4th 659, 670 (6th Cir. 2023) (explaining digitally
enhanced videos and recordings are “admissible if (1) the enhancements were properly
authenticated and (2) the analyst documented his steps when altering the source file”), cert.
denied, 144 S. Ct. 867 (2024) (mem.); United States v. Seifert, 445 F.3d 1043, 1045 (8th Cir.
2006) (admitting digitally enhanced video based on pretrial finding by trial judge that “the
enhanced imagery depicts the same image [as the original tape]”); United States v. Harris,
No. 20-CR-00021, 2022 WL 1642498, at *7 (D. Colo. May 24, 2022) (admitting defendant’s
digitally enhanced video after conducting balancing under Rule 403); Henley v. State, No.
05-07-01344-CR, 2009 WL 1464247, at *3 (Tex. Ct. App. May 27, 2009) (affirming trial
court’s admission of enhanced security camera footage with adjusted color levels and
lightened images to better perceive details).

90 See, e.g., Seifert, 445 F.3d at 1045 (addressing use of enhanced surveillance videotape).

1 People v. Williams, 2023 IL App (Ist) 221263-U, §40 (“With a proper foundation,
photographs and videos may be admitted as substantive evidence.”), appeal denied, 226
N.E.3d 12 (1ll. 2024) (unpublished table decision); FED. R. EvID. 901(a).
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Authentication is part of the required showing that proffered evidence is
relevant—that the evidence makes a material fact in the case more likely to be
true—because evidence is relevant only if it is what it purports to be, such as a
video of the crime, not an unrelated or faked video.”? Evidence rules offer
multiple avenues for authentication.”® A popular authentication avenue is
through testimony by a witness with personal knowledge that the evidence is a
fair and accurate depiction of what it is claimed to be.** Another frequently taken
avenue of authentication is through the “silent witness” model, in which the
item, such as a photo or surveillance video, is authenticated by contextual
circumstances that provide indicia of reliability, such as reliable processes for
generating the material, and security against editing or tampering.®>

Trial judges have wide discretion to admit evidence, including
technologically enhanced evidence.?® Even an erroneous evidentiary ruling will
not be reversed on appeal unless there is “a showing that those rulings had a
substantial influence on the jury’s verdict.”” The ruling “will not be disturbed
unless there is a clear and prejudicial abuse of discretion.”®® Federal appellate
courts have affirmed the admission of digitally enhanced evidence if “(1) the
enhancements were properly authenticated and (2) the analyst documented his
steps when altering the source file.”?°

An example of how courts readily admit technologically enhanced evidence
is the Eighth Circuit’s decision in United States v. Seifert.'%° Seifert involved an

92 See, e.g., People v. Goldsmith, 326 P.3d 239, 245 (Cal. 2014) (“Authentication is
essentially a subset of relevance.”).

93 See, e.g., FED. R.EVID. 901 (offering extensive, nonexclusive list of ways to authenticate
evidence).

% FED. R. EvID. 901(b)(1) (providing testimony by witness with knowledge item is what
it claims to be is example of evidence satisfying authentication requirements); see also, e.g.,
State v. Prater, 2018-Ohio-932, 108 N.E.3d 665, at | 29 (offering illustration of authentication
of technologically enhanced video by witness with knowledge); Williams, 2023 1L App (1st)
221263-U, 941 (holding enhanced video was properly authenticated by witness with
knowledge).

%5 See, e.g., United States v. Howell, 16 M.J. 1003, 1005 (A.C.M.R. 1983) (“This [silent
witness] concept of authentication has been adopted by an overwhelming majority of federal
circuits.”); Fisher v. State, 643 S.W.2d 571, 575 (Ark. Ct. App. 1982) (listing “overwhelming
majority of other jurisdictions” accepting silent witness theory); Wagner v. State, 707 So. 2d
827, 831 (Fla. Dist. Ct. App. 1998) (listing factors for trial judge to consider when determining
reliability of evidence based on silent witness theory).

% See, e.g., United States v. Seifert, 445 F.3d 1043, 1045 (8th Cir. 2006) (explaining
deferential standard of review for admission of technologically enhanced video).

97 McPheeters v. Black & Veatch Corp., 427 F.3d 1095, 1101 (8th Cir. 2005).

8 Bennett v. Hidden Valley Golf & Ski, Inc., 318 F.3d 868, 878 (8th Cir. 2003) (quoting
United HealthCare Corp. v. Am. Trade Ins., 88 F.3d 563, 573 (8th Cir. 1996)).

99 United States v. Roberts, 84 F.4th 659, 670 (6th Cir. 2023) (citing Seifert, 445 F.3d at
1045; United States v. Carbone, 798 F.2d 21, 25 (1st Cir. 1986)), cert. denied, 144 S. Ct. 867
(2024) (mem.).

100 Sejfert, 445 F.3d at 1045 (affirming district court’s evidentiary ruling to admit digitally
enhanced copy of original surveillance video).
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arson charge against an employee for allegedly burning down her employer’s
building.!'®! The arson was captured on surveillance video, which Jack Hunter, a
recently retired agent of the Bureau of Alcohol, Tobacco, and Firearms,
enhanced.!9? When the defendant moved before trial to exclude the enhanced
video, the judge held a hearing outside the presence of the jury.'9 Hunter
testified about his experience in electronic surveillance and video analysis.!* He
explained that, because the original video was slowed via time-lapse, he “real-
timed” the video. The original recording contained a “quad image” containing
feeds and images from four cameras.'® Hunter discarded output from three
cameras and enlarged the video from the camera that captured the suspect and
the arson. He also brightened the original dark images on the nighttime
surveillance, especially brightening the suspect’s image and surrounding area.
After viewing the original and enhanced video, the trial judge concluded that
“the enhanced imagery depicts the same image” as the original in a manner that
“does not change the image, but assists the jury in its observation and viewing
of the image, which will enhance their understanding.”!9¢ The trial judge found
that the enhanced video was “accurate, authentic and trustworthy” and thus
admissible.'%7 The judge admitted the enhanced video based on these findings.
The Eighth Circuit affirmed, ruling that prosecutors laid the proper foundation
for enhanced video and there was no indication the video was inauthentic or
untrustworthy.!08

Similarly, in United States v. Roberts,'% the Sixth Circuit Court of Appeals
affirmed the admission of digitally enhanced images based on an analyst’s
authenticating testimony and the trial judge’s independent review of the original
and the enhanced images.''? The decision in Roberts involved a defendant
accused of murdering his girlfriend’s ex-husband.!'! Surveillance cameras
captured the fatal shooting outside the office of the victim’s therapist.!!'? A
forensic audio-video analyst in the Ohio Attorney General’s Office reviewed the
security footage and prepared a three-minute timeline video and enhanced seven

101 Id. at 1044-45.
102 Id.

103 Id. at 1045.

104 Id.

105 Id.

106 Id.

107 Id.

108 Id. at 1045-46.

109 84 F.4th 659 (6th Cir. 2023), cert. denied, 144 S. Ct. 867 (2024) (mem.).

110 Jd. at 670-71 (“[T]he district court did not abuse its discretion by admitting these
images, particularly considering its independent review of the analyst’s work to ensure that
the substance of the still images was authentic, accurate, and trustworthy.”).

1 Id. at 662-63.

12 Id. at 663-64.
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still images from the surveillance camera footage.!!3 The analyst testified that
he used filters to sharpen and brighten the images and enlarged some parts of the
images by 300%.!!'* The trial court further credited the analyst’s testimony that
these digital enhancements did not alter the substance conveyed by the
images.!'!> The Sixth Circuit affirmed the admission of the digitally enhanced
evidence, particularly emphasizing the district court’s independent in-chambers
review of the images and finding that they were “authentic, accurate and
trustworthy.”!16

Like all evidence, the admissibility of technologically enhanced evidence is
subject to the balancing of probative value and dangers under Rule 403 and its
state-law variants.!!” Federal Rule of Evidence 403 and its state-law variations
generally allow trial courts to exclude relevant evidence “if its probative value
is substantially outweighed by a danger” such as “unfair prejudice, confusing
the issues, misleading the jury, undue delay, wasting time, or needlessly
presenting cumulative evidence.”!!® The district court’s decision in United
States v. Harris''® offers an example of the broad discretion trial judges have to
admit potentially misleading enhanced videos, over a timely Rule 403
objection.!20

Harris involved a prison attack in which the defendants, prison inmates,
allegedly stabbed two other inmates who they claimed were members of the
Aryan Brotherhood.!?! The defendants sought to introduce videos of the attack,
which defense expert Steven Kuzma enhanced.!?> The government objected to
the enhanced video under Federal Rule of Evidence 403, arguing the
enhancement “distort[ed] the original videos, and at times, grossly minimiz[ed]
the defendant’s role in the attack.”'?3 The government argued that Kuzma’s edits
even removed the defendant from the screen while he was stabbing an inmate.!'?*
Despite the government’s contention that the enhanced videos had low probative
value compared to the original unaltered videos and would be misleading or
confusing to the jury, the trial judge overruled the Rule 403 objection.'?> The

113 Id. at 666 (describing testimony by David Loomis, a forensic audio-video analyst in
Ohio Attorney General’s office).

114 Id.

115 Id.

16 1d. at 670-71.

7 Fep. R. EvID. 403.

118 Id

119 No. 20-CR-00021, 2022 WL 1642498, at *1 (D. Colo. May 24, 2022).

120 14 at *7 (finding enhanced videos not inadmissible under Rule 401 or Rule 403 because
jury could compare originals and enhancements and selective enhancement did not make them
unduly prejudicial).

21 Id. at *1.

122 Id. at *7 (detailing enhanced videos of exhibitory evidence).

123 Id. (discussing government’s motion in limine).

124 Id.

125 Id.
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trial judge reasoned that the risk of unfair prejudice did not substantially
outweigh the probative value of the enhanced videos because the jury could
“compare the original videos to the enhanced videos to determine which are
more reliable.”2¢ Moreover, any bias in the defense edits to the videos could be
highlighted for the jury by the government in cross-examination and during
arguments.'?” Harris thus illustrates the low accommodating bar for admitting
technologically enhanced evidence under the flexible and broad evidentiary
rules.

B. [llustrative Aids as a Broad Avenue for Technological Creativity

Illustrative aids offer another broad avenue for the admission of
technologically enhanced evidence to illuminate witness testimony or explain or
summarize other evidence in simpler form.!?® Many courts and practitioners
have long termed such illustrative aids “demonstrative evidence.”!?° New
Federal Rule of Evidence 107 , which took effect in December 2024, now terms
the category “illustrative aids.”!3? The Advisory Committee on Evidence Rules
(“Advisory Committee”) Notes to new Rule 107 explain that the term
demonstrative evidence is now used to denote substantive evidence to prove a
fact rather than as a synonym for illustrative aids.!3! What new Rule 107 now
terms illustrative aids—and used to be commonly called demonstrative evidence
or aids or simply “demonstratives” for short—are not treated as “real” or
substantive evidence; rather, they are an explanatory aid for the jury.'3? Even
though many of the cases discussed use the longstanding term demonstrative
evidence, in light of new Rule 107, this Article will use the term illustrative aid.

Classic forms of illustrative aids include photos, charts, and diagrams.!33 With
the growing suite of technological tools available, parties are becoming

126 Id.

127 Id.

128 United States v. Downen, 496 F.2d 314, 321 (10th Cir. 1974) (discussing admission of
moving pictures and figures compiled from various exhibits as evidence); Clark v. Cantrell,
529 S.E.2d 528, 535-38 (S.C. 2000) (discussing admissibility of computer-generated video
animations).

129 See, e.g., MICHAEL H. GRAHAM, 2 HANDBOOK OF FEDERAL EVIDENCE § 107:1 (9th ed.
2024) (noting illustrative evidence is “often referred to confusingly as ‘demonstrative
evidence’”’); MCCORMICK ON EVIDENCE § 212 (9th Prac. Treatise Series 2025) (noting courts
have referred to illustrative aids as ““‘demonstrative aids,” ‘pedagogic aids,’ or ‘devices’”).

130 Proposed Amendments to the Federal Rules of Evidence, Rules 613, 801, 804 and 1006
and new Rule 107, 345 F.R.D. 825, 826 (2024).

131 See FED. R. EvID. 107 advisory committee’s note to 2024 adoption (“The term
‘illustrative aid’ is used instead of the term ‘demonstrative evidence,’ as that latter term has
been subject to differing interpretation in the courts. An illustrative aid is any presentation
offered not as evidence but rather to assist the trier of fact in understanding evidence or
argument. ‘Demonstrative evidence’ is a term better applied to substantive evidence, offered
to prove, by demonstration, a disputed fact.”).

132 Fep. R. EviD. 107(b); Cantrell, 529 S.E.2d at 535.

133 Fep. R. EviD. 107 advisory committee’s note to 2024 adoption.



2025] AI-ENHANCED EVIDENCE 2169

increasingly creative with illustrative aids, including generating computer
animations such as a recreation of an accident scene or contested shooting based
on witness testimony.!'3* Courts analogize animations to “graphical exhibits”
that illustrate evidence such as testimony without drawing conclusions.'?3 In
contrast, a computer simulation is based on data entered into a computer or
machine learning model that analyzes the information and offers conclusions, in
a phenomenon Andrea Roth has called “machine testimony” and can be
conceived of as machine learning-generated opinion.!3¢ The goal of computer
animations is to convert dull testimony and other evidence into a more dynamic
visual format to persuade the jury, potentially transporting them virtually to the
scene of a contested event.!37

To be admissible, an illustrative aid needs to be relevant, authenticated, and
to pass the customary flexible balancing of probative value with risks such as
unfair prejudice or misleading the jury.'3® The trial court has broad discretion
over the admission of illustrative aids.'3® In deciding whether to admit
illustrative aids, an important consideration is whether the aid “fairly and
accurately summarize[s] previously admitted competent evidence.”'4? Appellate
courts defer to the trial judge’s decision to admit illustrative aids as long as the
basis is reasonable.!#!

Unless a trial judge sets pretrial disclosure requirements, the illustrative aid
does not have to be disclosed to the opposing party in advance.'*? An aid is not

134 See, e.g., Cantrell, 529 S.E.2d at 535-36 (analyzing computer-animated video of
contested accident); People v. Morency, 940 N.Y.S.2d 138, 140 (App. Div. 2012) (showing
computer-animated video of contested shooting).

135 Berkley Ins. v. Suffolk Constr. Co., No. 19-23059-CIV, 2023 WL 7009832, at *6 (S.D.
Fla. Oct. 23, 2023) (concluding computer animations used at trial were demonstrative
exhibits).

136 Andrea Roth, Machine Testimony, 126 YALE L.J. 1972, 1978 (2017) (highlighting
human input as it relates to machine’s credibility); see also, e.g., Berkley, 2023 WL 7009832,
at *6 (discussing distinctions between machine simulations and animations); People v. Hung
Tran, 263 Cal. Rptr. 3d 740, 752-53 (Ct. App. 2020) (discussing different standards which
apply to demonstrative computer animations as distinct from computer simulations).

137 Cantrell, 529 S.E.2d at 536 (noting use of computer-generated videos to further
immerse jurors in presentation of evidence).

138 Id.

139 State v. Gribble, 2001 WI App 227, 9 55, 248 Wis. 2d 409, 450, 636 N.W.2d 488, 508
(“The decision to admit or exclude demonstrative evidence is committed to the trial court’s
discretion.”); Morency v. Annucci, No. 14-CV-672,2017 WL 4417718, at *8 (E.D.N.Y. Mar.
20, 2017), report and recommendation adopted, No. 14-CV-672, 2017 WL 4417647
(E.D.N.Y. Sep. 30, 2017).

140 Wilson v. United States, 350 F.2d 901, 907-08 (10th Cir. 1965) (discussing lower
court’s proper admission of charts into evidence).

141 Gribble, 2001 WI App 227, 9 55, 248 Wis. 2d at 450, 636 N.W.2d at 508.

142 Harris v. Commonwealth, No. 2022-SC-0195-MR, 2024 WL 313744, at *2 (Ky. Jan.
18, 2024) (holding failure by Commonwealth to disclose video evidence prior to trial did not
violate evidentiary rules as it was part of previously disclosed exhibit); Rodriguez v. Vill. of
Port Chester, 535 F. Supp. 3d 202, 217-18 (S.D.N.Y. 2021) (finding disclosure requirement).
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subject to the prosecution’s constitutional duties of disclosure to the defense, nor
to the pretrial disclosure requirements for expert witnesses.!#* In the middle of
trial, a party may be surprised by the use of an illustrative aid, such as an
enhanced image blown up from a video still or an animated video telling a
plaintiff’s side of the story based on testimony elicited at trial. !4

People v. Hung Tran'® offers an example of judicial permissiveness in
admitting technologically enhanced evidence as an illustrative aid, even in more
protective jurisdictions such as California, which follows the restrictive
standards for expert evidence based on new or novel scientific techniques set in
Frye v. United States'*® and later adopted generally in California through People
v. Kelly.'*7 Hung Tran involved a fight on the bustling streets of San Diego’s
Gaslamp Quarter, resulting in the paralysis of a would-be peace-maker, M.C.,
who tried to separate the combatants.'® The defendant, Hung Tran, was charged
with picking up M.C. and body-slamming him headfirst onto the ground, then
straddling M.C. and continuing to punch his paralyzed body.!*° The key events
of'the fight, M.C.’s attempted intervention, and the attack on M.C. were captured
by a series of business surveillance cameras, and by cell phone video uploaded
to Snapchat.!30

The prosecution presented an expert forensic video analyst, Grant Fredericks,
who assembled the business surveillance videos and bystander cell phone videos
into a chronological sequence with key individuals tracked using colored arrows
across the videos.!’! Fredericks tracked people moving across videos—even
blurry images—using details like clothing and the movement of feet.!>? The
defense argued that the enhanced video by Fredericks should not be admitted,
stating it was “doctored,” and should be subject to the heightened bar for
admissibility under the Kelly-Frye test, California’s incorporation of the
famously restrictive Frye standard.!>3

143 See, e.g., Harris, 2024 WL 313744, at *2 (discussing prosecution’s expert pretrial
disclosure requirements); Rodriguez, 535 F. Supp. 3d at 217-18 (stating expert disclosure
requirements).

144 E.g., Harris, 2024 WL 313744, at *2 (showing image during arguments with no notice);
Isaac v. Forcillo, No. 2:19-CV-01452, 2022 WL 1125369, at *10 (D. Nev. Apr. 14, 2022)
(animated video shown without pretrial expert disclosure).

145 263 Cal. Rptr. 3d 740, 753-54 (Ct. App. 2020).

146 293 F. 1013, 1014 (D.C. Cir. 1923), superseded by rule, FED. R. EVID. 702, as recog-
nized by, Daubert v. Merrell Dow Pharms., Inc., 509 U.S. 579, 589 (1993).

147549 P.2d 1240, 1245 (Cal. 1976).

148 Hung Tran, 263 Cal. Rptr. 3d at 743-45.

149 Id. at 744-45.

150 1d. at 747-48.

151 Id. at 747.

152 Id. at 748.

153 Id. at 745, 749; see also, e.g., Paul C. Giannelli, The Admissibility of Novel Scientific
Evidence: Frye v. United States, 4 Half-Century Later, 80 CoLuM. L. REv. 1197, 1206, 1209-
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Under California’s Kelly-Frye standard, new or novel scientific techniques
must be “sufficiently established to have gained general acceptance in the
particular field in which it belongs” to be an admissible basis for expert
opinion.!3* The expert also must be properly qualified and the proponent of the
evidence must show that the scientific procedures were correctly applied in the
case.!> The heightened standard aims to protect against the “danger of a false
aura of certainty” that “is acute where the ‘technique or procedure appears . . . to
provide some definitive truth which the expert need only accurately recognize
and relay to the jury,” such that a lay jury might treat the procedure as ‘objective
and infallible.””136

The Hung Tran trial court ruled that the Kelly-Frye test did not apply because
“the methods and procedures described by the expert are not a novel, scientific
testing method or procedure.”’>” The trial court also found that there was
“minimal risk ‘that the jurors are going to be blinded by [the expert’s] magic and
accept a conclusion without any independent analysis’ because the jury could
““track what . . . the witness relied upon’ and ‘make independent determinations
as to the reliability.””!3® The synchronization process explained by Fredericks
relied upon common sense rather than any “special method,” explained the trial
court, and while helpful to the jury by synthesizing the volume of videos, the
process did not risk blinding the jury by science because “[t]here really isn’t
science to this.”!5° Thus, the trial court admitted Fredericks’s enhanced video as
demonstrative evidence (the court’s term for what Federal Rule 107 now
recharacterizes as illustrative aids) and the appellate court affirmed.!'%0

The California Supreme Court, like other state courts, has refused to demand
“a greater showing of authentication for the admissibility of digital images
merely because in theory they can be manipulated.”'®! For such photographs,
“[t]he standard foundational showing for authentication of a photograph, video,
or other writing will suffice,” the California Supreme Court held.'®? In Hung
Tran, the court similarly declined to apply heightened scrutiny to digitally

15 (1980) (noting “scathing” attacks on Frye general acceptance standard and difficulties in
application, especially to scientific innovations).

154 People v. Stoll, 783 P.2d 698, 709 (Cal. 1989) (quoting People v. Kelly, 549 P.2d 1240,
1245 (Cal. 1976)).

155 Id. at 709-10.

156 People v. Lucas, 333 P.3d 587, 648 (Cal. 2014) (quoting Stoll, 783 P.2d at 710).

157 Hung Tran, 263 Cal. Rptr. 3d at 749.

158 Id. at 750 (quoting lower trial court decision).

159 Id. at 749-50 (emphasizing commonly used tools, even those involving sophisticated
technology, are not beyond comprehension of jurors).

160 Id. at 753-54 (noting Fredericks’s technique for video enhancement was long-standing
and routinely used, and not novel technique subject to Kelly-Frye test).

161 People v. Goldsmith, 326 P.3d 239, 248 (Cal. 2014) (citing Owens v. State, 214 S.W.3d
849, 854 (Ark. 2005)) (adopting stance of Arkansas Supreme Court).

162 Id. (holding digital photographs are not untrustworthy just because they can be edited).
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enhanced photographs, instead adopting the customary flexible authentication
standards.!®3

The rules surrounding illustrative aids are so accommodating that there can
be unfortunate attempts to game them by slipping in compelling computerized
creations that do far more than illustrate testimony. State v. Denton'®* shows
how parties might overstretch the capacious concept of illustrative aids to
sandbag the other side with technological creations amid trial.'®3 Denton
involved a trial on charges of attempted kidnapping and robbery of a jogger,
Judy Giovannoni, along a highway by two men in a car.!%¢ Giovannoni said
when the two men exited the car and ordered her to get onto the ground, she fled
and found refuge in another car she flagged down, driven by witness Dennis
Hohisel.'®” On the last day of trial, the prosecutor announced the government
wanted to introduce a computer animation to illustrate “who was where [and]
when” during the contested events on the highway. '8 The animation was created
by police officer Anthony Ambach, who was sequestered during witness
testimony and told the government’s version of the story using an animation of
“all the key players,” based on his review of police reports and out-of-court
conversations with Giovannoni, Hohisel, and another witness.!%® Officer
Ambach testified that he had no personal knowledge of the events.!7°

The defense objected to the admission of the computer animation without
notice or any opportunity to examine the animation, much less analyze it with
experts.!”! The defense likely had viable hearsay objections as well because the
animation incorporated out-of-court statements that the animation relied upon
for the truth of the matter asserted.!”? The trial judge observed:

[T]he demonstration the Court has just now seen certainly is sophisticated.
It...doesn’t rise to the level of video games, but it certainly is a

163 Hung Tran, 263 Cal. Rptr. 3d at 756 (ruling digitally enhanced photographs do not
require expert testimony to their validity).

164 2009 WI App 78, 319 Wis. 2d 718, 768 N.W.2d 250.

165 Id. 99 7-11, 319 Wis. 2d at 724-28, 768 N.W.2d at 254-55 (explaining how prosecution
introduced complex computer animation on final day of trial, which defense was not prepared
to analyze).

166 Id. 99 2-4,319 Wis. 2d at 722-28, 768 N.W.2d at 253.

167 Id.

168 Id 9 7-8,319 Wis. 2d at 724-27, 768 N.W.2d at 254-55.

169 Id.

170 Id. (“He acknowledged that he had no personal knowledge of what was depicted in the
animation.”).

7! Id. (“The defendants objected due to lack of sufficient notice to permit them to rebut
the evidence, including retaining their own expert, and lack of accuracy.”).

172 See, e.g., Marc A. Ellenbogen, Note, Lights, Camera, Action: Computer-Animated
Evidence Gets Its Day in Court, 34 B.C. L. REv. 1087, 1088-89, 1113-14 (1993) (discussing
hearsay objections of critics of computer animations).
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sophisticated diagram. . . . I think that the defense is obviously wounded
by this because it’s pretty sophisticated and quite convincing.!”3

Despite the lack of notice—and potential hearsay packaged with a shiny
technological bow—the trial judge allowed Officer Ambach to play the
animation. !4

The exact animation the jury saw was not even available in the record on
appeal.!”> Nonetheless, enough information about the problematic bases and
lack of notice for the animation was available for the appellate court to rule that
its admission was prejudicial error.!7® The appellate court held that the animation
exceeded even the liberal scope of demonstrative evidence (the court’s term for
what Federal Rule 107 now terms illustrative aids), which is supposed to
illustrate a witness’s testimony, based on either personal knowledge or qualified
expert opinion.!”” Ambach had no personal knowledge and was not qualified as
an expert.!”® The government failed to authenticate the animation, with no
foundation by any person with knowledge of what transpired that the depiction
fairly and accurately depicted the events.!”® Denton shows how dramatically trial
courts may err in allowing computer creations as illustrative aids, stretching the
elastic concept of such aids beyond recognition.!'80

C. Technologically Enhanced Evidence as a Basis for Expert Opinions

In contrast to the flexible, low bars for technologically enhanced evidence to
enter a case as substantive evidence or illustrative aids, technological techniques
underlying expert opinion must satisfy additional safeguards.!®! Expert opinion
based on “scientific, technical, or other specialized knowledge” is admissible if

173 Denton, 2009 WI App 78, 9 7, 319 Wis. 2d at 724-26, 768 N.W.2d at 254-55.

174 Id. 99 8-9, 319 Wis. 2d at 727, 768 N.W.2d at 255 (describing trial court admitting
computer animation and what jury watched).

175 Id. (“No record was made of exactly what the jury saw. . . . The disc provided on appeal
does not contain an exact copy of everything that was played for the jury . ...”).

176 Id. 99 14-23, 319 Wis. 2d at 730-37, 768 N.W.2d at 256-60 (differentiating digital
videos from computer animations and requiring expert authentication of computer animations
before admittance).

177 Id.

178 Id. 919, 319 Wis. 2d at 735, 768 N.W.2d at 259.

179 Id. 99 20-22, 319 Wis. 2d at 735-37, 768 N.W.2d at 259-60 (“But the animator was not
an eyewitness to the crime. His assessment about how the crime actually unfolded was just
that, his collage, his assessment.”).

180 See id. 99 14-23, 319 Wis. 2d at 730-37, 768 N.W.2d at 256-60 (stressing prejudicial
effect of presenting unverified illustrative aids, which court referred to under the longstanding
term demonstrative evidence as fact).

181 Fep. R. EviD. 702 (outlining limitations on expert witness testimony); Daubert v.
Merrell Dow Pharms., Inc., 509 U.S. 579, 589-90 (1993) (describing specific limitations on
expert testimony based on scientific knowledge, testimony must be based on scientific
method); Frye v. United States, 293 F. 1013, 1014 (D.C. Cir. 1923), superseded by rule, FED.
R. EvVID. 702, as recognized in, Daubert, 509 U.S. at 589.
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it is helpful to a jury in shedding light on a matter not within a juror’s ordinary
knowledge.!3? Such expert testimony must be based on sufficient facts or data
and predicated on reliable methods and principles that are reliably applied to the
facts of the case.!®3 Judges play a crucial gatekeeping role in ensuring reliability,
not just for scientific techniques underlying expert testimony, but for all the
technical or other specialized knowledge that forms the basis for the
testimony. 84

Since the Supreme Court’s decision in Daubert, the reliability inquiry in
federal courts and in a majority of state courts has been a flexible multifactor
evaluation.'® Trial courts have broad discretion to admit expert evidence,
considering a flexible non-exhaustive panoply of factors such as testing, error
rates, peer review and publication, and degree of acceptance in the field.!8¢ The
list of factors has evolved via interpretation and application in the lower courts
and the states.!8” For example, the Third Circuit in Downing added consideration
of the risk of confusing the jury where a technique or technology has gained an
“unwarranted ‘aura of reliability’” or “mythic infallibility”” among laypersons.!88

The competing standard still used in a significant number of states, especially
for new or novel scientific techniques, is the Frye standard, which Daubert
replaced.!®® The Frye standard requires that scientific techniques underlying
expert testimony have gained general acceptance in the relevant field to be

182 Fep. R. EviD. 702(a) (“[T]he expert’s scientific, technical, or other specialized
knowledge will help the trier of fact to understand the evidence or to determine a fact in
issue . . ..”); see also, e.g., United States v. Downing, 753 F.2d 1224, 1229-32 (3d Cir. 1985)
(analyzing helpfulness requirement).

183 FeD. R. EvID. 702(b)-(d) (outlining factors that make expert testimony admissible).

184 Kumho Tire Co. v. Carmichael, 526 U.S. 137, 147-48 (1999) (“The initial question
before us is whether this basic gatekeeping obligation applies only to ‘scientific’ testimony or
to all expert testimony. We, like the parties, believe that it applies to all expert testimony.”).

185 Daubert, 509 U.S. at 589-90 (describing flexible multifactor evaluation applied to
admissibility of expert testimony); see generally NAT’L Civ. JUST. INST., STATE-BY-STATE
COMPENDIUM STANDARDS OF EVIDENCE (2023), https://ncji.org/wp-content/uploads/2024/01/
Evidence-Standards-by-State-7.12.23.pdf [https:/perma.cc/C4WC-SCRS] (listing states by
standard for evaluating reliability of expert opinion, with majority using Daubert standard).

186 Daubert, 509 U.S. at 593-94.

187 E.g., Downing, 753 F.2d at 1238-39 (“Where a form of scientific expertise has no
established ‘track record’ in litigation, the court may look to other factors that may bear on
the reliability of the evidence.”); Hein v. Merck & Co., 868 F. Supp. 230, 231 (M.D. Tenn.
1994) (elaborating on Daubert factors in excluding unreliable expert testimony on hedonic
damages).

188 Downing, 753 F.2d at 1239-41 (first quoting United States v. Addison, 498 F.2d 741,
744 (D.C. Cir. 1974); and then quoting United States v. Baller, 519 F.2d 463, 466 (4th Cir.
1975)).

189 See Daubert, 509 U.S. at 589 (holding Frye incompatible with Federal Rules of
Evidence and thus inapplicable in federal trials); see also NAT’L CIv. JUST. INST., supra note
185 (listing jurisdictions that still follow Frye in whole or part).
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admissible.!”® The requirement of general acceptance for admissibility is heavily
criticized for its conservatism and high barriers for keeping out new ideas and
innovation.'’! A justification for Frye’s high barrier, however, is to protect
against misleading jurors with “the ‘aura of special reliability and
trustworthiness’ of scientific expert testimony.”!9?

People v. Hung Tran, detailed in Section I.B, illustrates how even Frye
jurisdictions decline to apply Frye scrutiny to technologically enhanced
evidence such as computer animations that illustrate rather than constitute the
basis of expert opinions.!?> While an expert video forensic analyst compiled the
various recordings of the fight and assigned motion-tracking arrows to follow
key people’s movements where identifiable, the analyst crucially did not offer
any opinion about who slammed M.C. headfirst to the ground, resulting in his
paralysis, nor even about the nature of the fall or the injuries.'** On appeal, the
Hung Tran court affirmed the trial court’s refusal to apply California’s version
of the Frye test, holding the digital compilation was a computer animation and
a form of demonstrative evidence.!®>

The Hung Tran court applied the California Supreme Court’s distinction
between computer animations, treated as demonstrative evidence, and computer
simulations, which are subject to the Kelly-Frye standard.'”® The California
Supreme Court in People v. Duenas'®’ explained that a computer animation
merely illustrates expert testimony and attempts to recreate events or
processes. ! In contrast, computer simulations “are created by entering data into
computer models which analyze the data and reach a conclusion.”!”® Merely
illustrative computer animations are subject to the flexible standards for
“demonstrative evidence offered to help a jury understand expert testimony or

190 Frye v. United States, 293 F. 1013, 1014 (D.C. Cir. 1923), superseded by rule, FED. R.
EvID. 702, as recognized in, Daubert, 509 U.S. at 589.

191 See People v. Shreck, 22 P.3d 68, 76 (Colo. 2001) (discussing criticisms of general
acceptance). Critics also have expressed concerns over the vagueness of what constitutes the
relevant field for assessing general acceptance and determining what rises to the level of
general acceptance. See, e.g., Giannelli, supra note 153, at 1208-23.

192 E.g., Downing, 753 F.2d at 1236 (quoting United States v. Amaral, 488 F.2d 1148,
1152 (9th Cir. 1973)) (explaining Frye’s general acceptance requirement is often criticized
for imposing unnecessarily high barriers to admitting novel scientific techniques).

193 See People v. Hung Tran, 263 Cal. Rptr. 3d 740, 753 (Ct. App. 2020); see also
discussion supra notes 145-63 (discussing Hung Tran).

194 Hung Tran, 263 Cal. Rptr. 3d at 749 (illustrating even jurisdictions applying Frye
decline to impose heightened scrutiny on computer animations used only as illustrative aids).

195 Id. at 753.

19 Id. (holding lower court properly treated compilation as illustrative aid—referred to
under the longstanding term demonstrative evidence—and declining to apply California’s
version of the Frye test).

197 281 P.3d 887 (Cal. 2012).

198 Id. at 900.

199 Id.



2176 BOSTON UNIVERSITY LAW REVIEW [Vol. 105:2149

other substantive evidence.”?% The proponent of a computer animation need
only show “it is a fair and accurate representation of the evidence to which it
relates” for the simulation to be admissible.?%! In contrast, a computer simulation
is substantive evidence and any “‘new scientific technique’ used to develop the
simulation” must have gained “general acceptance . . . in the relevant scientific
community” under the Kelly-Frye standard.?0?

Even when experts rely on computer-enhanced evidence to render forensic
conclusions, there may be scant inquiry into the validity of the software used to
conduct enhancement—even in Frye jurisdictions. State v. Hayden®*? offers an
example from Washington state.?** Hayden involved the use of computer-
enhanced digital forensics to identify the murderer of student Dawn Fehring.2%3
Police found Fehring’s nude body on the floor of her apartment, near the foot of
her bed, with bloody hand prints visible on her bedsheets.?% Police investigators
took the sheets with the bloody prints to a latent print examiner, who tried
treating the sheet with chemicals to bring out the prints.?7 Despite the chemical
processing, the contrast between the prints and the bedsheet was not strong
enough for him to discern the minimum of eight points to make a positive
fingerprint identification.?® Consequently, investigators took the chemically
treated sheets to an expert in enhanced digital imaging, who uploaded digital
photos of the sheets and then used computer software to filter out background
patterns and enhance the contrast.?®® Based on the enhanced photographs’
greater contrast, the latent print examiner identified a sufficient number of points
to opine on a match to the defendant’s prints.2!0

Washington applies the Frye test for new or novel scientific evidence,
requiring methods that are generally accepted in the relevant community.?!! The
trial court held a Frye hearing for the forensic fingerprint identification
method.?!? The main challenge by the defense at trial and in the subsequent
appeal centered around the computer enhancement, which the defense argued

200 Id.

201 Id. at 901 (explaining simulations constitute substantive evidence and require
proponents to demonstrate general acceptance of any new scientific techniques under Kelly-
Frye).

202 Id. (quoting People v. Kelly, 549 P.2d 1240, 1244 (Cal. 1976)).

203 950 P.2d 1024 (Wash. Ct. App. 1998).

204 Id. at 1028 (illustrating how enhancement improved contrast enabled print examiner to
identify sufficient points of comparison for positive fingerprint match).

205 Id. at 1025.

206 Id.

207 Id.

208 Id.

209 Id.

210 Id

211 State v. Copeland, 922 P.2d 1304, 1312 (Wash. Ct. App. 1996) (maintaining Frye as
standard of admissibility in Washington).

212 Hayden, 950 P.2d at 1026.
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was not a generally accepted approach.?!*> The prosecution proffered the
testimony of two experts and five forensic journal articles to support the digital
enhancement.?!# The defense did not present any witnesses nor controverting
literature at the Frye hearing.?!> The trial court admitted the fingerprint match
evidence facilitated by the digital enhancement.?'® The appellate court affirmed
the admission of the prosecution’s forensic evidence, concluding, “there does
not appear to be a significant dispute among qualified experts as to the validity
of enhanced digital imaging performed by qualified experts using appropriate
software.”?'” The court did not delve into the software used in the case, instead
resting on the generalized abstraction to affirm the prosecution’s forensic
evidence.?!8

Notably, both Hayden and Hung Tran involved courts readily admitting
prosecution evidence, notwithstanding Frye.?!® In Hung Tran, the court dodged
applying Frye altogether, despite the expert’s analyses and conclusions about
the movement and identity of persons on the collage of often-blurry videos.?2°
In Hayden, the trial and appellate court analyzed digital enhancement at a high
level of abstraction without delving into the specific software used in the case.??!
Both cases are illustrative of findings that the prosecution usually prevails in
criminal cases even when Daubert or Frye challenges are raised by the
defense.???

II. CHALLENGING THE TRADITIONAL APPROACHES TO TECHNOLOGICALLY
ENHANCED EVIDENCE IN THE AGE OF Al ANXIETY

Times and public sentiment are changing with the advent of generative Al
and resulting anxieties.??3 The percentage of Americans more concerned than

213 Id. (highlighting courts often admit prosecution evidence based on enhancements but
apply stricter scrutiny when similar methods are used by defendants).

214 1d. at 1027.

215 Id. at 1026.

216 Id

217 Id. at 1028.

218 Id

219 Id. at 1025-28 (affirming trial court’s finding “amido black chemical dipping process
is generally accepted by forensic scientists and that the enhanced digital imaging process is
not novel scientific evidence to which the Frye test applies™); People v. Hung Tran, 263 Cal.
Rptr. 3d 740, 753 (Ct. App. 2020) (holding as “threshold matter . .. neither Fredericks’s
testimony nor the videos were subject to the Kelly-Frye test”).

220 Hung Tran, 263 Cal. Rptr. 3d at 749 (affirming “there was no need to apply the Kelly-
Frye test” despite trial court finding “tracking [videos] without Fredericks’s assistance would
be ‘impossible . . . and even with his assistance, very difficult’).

21 See Hayden, 950 P.2d at 1028.

222 See Neufeld, supra note 21, at S109-10; Risinger, supra note 21, at 106-08.

223 See, e.g., Michelle Faverio & Alec Tyson, What the Data Says About Americans’ Views
of Artificial Intelligence, PEW RsCH. CTR. (Nov. 21, 2023), https://www.pewresearch.org/sho
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excited about Al leaped to 52% in 2023 according to a Pew Research Center
poll, up from 37% and 38% in 2021 and 2022, respectively.??* What happened?
One factor in the shift could be the debut of ChatGPT, launched by OpenAl in
November 2022, and the introduction of generative Al to the public on a broad
scale.??> As a subset of Al, generative Al creates content such as photos, audio,
and text.??¢ By late October-November 2024, a survey inquiring into the
“[a]wareness of artificial intelligence by demographic group” found that 53% of
respondents had used a generative Al tool such as ChatGPT, Google Gemini, or
Microsoft Copilot.??’

Figures and opinions remain in flux, depending on the aspect of American life
each poll is assessing.??® A Gallup-Bentley University poll found a 9% decline
between 2023 and 2024 in the proportion of survey respondents who believed
AT does more harm than good.??° Still, a greater proportion of Americans believe
Al does more harm than good than Americans who believe Al poses more
benefits than harms (31% compared to 13%).23° Of the respondents, 56%
believed AI can do equal amounts of harm and good.??! Americans were
especially concerned about Al-driven recommendations such as who to hire or
medical or financial advice.?3? Another widespread concern (71%) was
generative Al creating content such as videos, images, or writings.?33

Trepidation over Al is also prompting judicial concern and evidence rules
change proposals.?3* One of the first efforts by a court to crack down on Al use

rt-reads/2023/11/21/what-the-data-says-about-americans-views-of-artificial-intelligence
[https://perma.cc/VVTT-I3ME] (reporting increasing concerns about Al among Americans).

24 g

225 See Cheyenne DeVon, On ChatGPT’s One-Year Anniversary, It Has More than 1.7
Billion Users—Here’s What It May Do Next, CNBC: MAKE IT (Nov. 30, 2023, at 17:03 ET),
https://www.cnbc.com/2023/11/30/chatgpts-one-year-anniversary-how-the-viral-ai-chatbot-
has-changed.html [https://perma.cc/ 7RPG-TDRR] (reviewing ChatGPT’s swift expansion
and continued influence).

226 Cao et al., supra note 38, at 111:2 to 111:4 (discussing methodology).

227 KATHERINE OGNYANOVA & VIVEK SINGH, PUBLIC USE AND AWARENESS OF Al TOOLS
3-4 (2024), https://naiom.net/public-reports/NAIOM%20Report%2001%20A1%20Use%202
024.pdf [https://perma.cc/P83Y-VECR].

228 See, e.g., Julie Ray, Americans Express Real Concern About Artificial Intelligence,
GALLUP (Aug. 27, 2024), https://news.gallup.com/poll/648953/americans-express-real-con
cerns- artificial- intelligence.aspx [https:// perma.cc/ KW5S- N6AB] (illustrating four polls
surveying Americans on their opinions regarding whether Al does more harm than good, its
impact on jobs, areas of life it could negatively affect, and steps businesses could take to ease
public concern).

29 Id.

20 Id.

231 Id.

22 g

233 Id.

234 See, e.g., Defendant’s Memorandum & Motions, Puloka, supra note 2, at 6
(heightening scrutiny); April 2024 Capra Memorandum, supra note 72, at 18 (discussing rule
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in clarifying evidence came in the context of technological enhancement of
video.?33 The dispute over the Al-enhanced video in Puloka offers an entryway
to understand the contrast between how courts have traditionally viewed
technologically enhanced evidence and the rise of judicial resistance to Al-
enhanced evidence.?3¢ This Part begins by delving into how Puloka illustrates
both the benefits and perils of ratcheting up scrutiny over Al-enhancement of
evidence such as videos.?3” The influence of the decision extends beyond the
borders of the state court, as other state-bar litigators take note and construe the
decision as a primer to get “Al evidence” admitted.?3® The next Section then
turns to discuss attempts to more systematically change evidence rules to
improve safeguards surrounding the admission of Al-generated evidence and
opinions.?*°

A. Judicial Resistance to Admitting Al-Enhanced Evidence

Surveillance cameras and bystander cell phone cameras captured fragments
of an altercation that resulted in the fatal shooting of three people and injuries to
two more.?*? Charged with the shootings, Joshua Puloka claimed self-defense.?4!
Defense attorneys argued that an altercation arose when Puloka’s friend,
DeMarcus Simmons, made advances toward a woman, whose friends pushed
Simmons away.?*? Fighting broke out and Simmons punched one of the
woman’s friends.?*? In the defense’s account, Puloka and Simmons retreated

change proposals); c¢f. CHIEF JUSTICE JOHN G. ROBERTS, JR., 2023 YEAR-END REPORT ON THE
FEDERAL JUDICIARY 6 (2023) (discussing significant impact of Al on judicial work, especially
at trial level).

235 Defendant’s Memorandum & Motions, Puloka, supra note 2, at 17 (describing
prosecution’s objection to portion of video enhancement performed by expert videographer
who “helped enhance and ‘group’ video to make the events . . . more visually understandable
to a jury”).

236 See discussion infra Section II.A (emphasizing how, instead of permitting defense to
authenticate and conduct Rule 403 balancing test, trial judge conducted Frye hearing for
technologically enhanced video).

237 See discussion infia Section IL.A (comparing “long-standing” approach of performing
Rule 403 balancing test, which strongly tilts towards admitting contested evidence, with trial
court decision to conduct Frye hearing into video enhancement).

238 Pamela Langham, Applying Daubert and Frye to Al Evidence, MD. BAR J., Fall 2024,
at 104, 107 (arguing decision “educated the bar on how a proponent may be successful in
getting Al evidence admitted” and how “an opponent objecting to the admissibility of Al
evidence” should proceed).

239 See discussion infia Section I1.B (discussing proposal focused on deepfakes).

240 State’s Trial Memorandum at 4, State v. Puloka, No. 21-1-04851-2 (Wash. Super. Ct.
Feb. 15, 2024).

241 Defendant’s Memorandum & Motions, Puloka, supra note 2, at 1.

242 Id. at 4-5 (describing Simmons flirting with female patron Victoria Shanaman “who
twice physically pushed him away”).

243 Id. at 6 (“Suddenly, and without warning, Simmons begins to violently punch Tabarous
Johnson to the ground right in front of owners Frank Gittens and John Hart.”).
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toward the street, followed by the angry group, who surrounded Puloka and
assaulted him as Simmons darted away, abandoning him.2+4

To prove his story, Puloka sought to admit a narrative pieced together from
surveillance camera footage and a cell phone video, shot by a bystander and bar
patron, Lionel Barquet.?*> Barquet posted the video on Snapchat.?*¢ The
nighttime recording of people in motion was blurry, but the defense claimed it
showed two people beating Puloka, sending him “hurtling over onto his back
hitting the pavement with his feet flying up in the air.”?*7 The defense also
claimed that the recording showed someone yelling, “There’s a gun,” right
before Puloka fell to the ground, and showed an object falling near one of the
assailant’s feet as gunshots rang out.?*3

Figure 3. Original Still Compared to Technologically Enhanced Still from the
Bystander Video of the Attack on Puloka.

Notes: The full original image includes a larger portion of street and sky because
the bystander was recording from across the street. The original still was cropped
to fit here.

244 Id. at 8-9 (highlighting how group including Antoine Matthews and Juane Spinks
“turn[ed] their attention on Puloka” once Simmons left).

245 Id. at 9-10.

246 State’s Motion for a Frye Hearing, Puloka, supra note 7, at 2; Defendant’s
Memorandum & Motions, Puloka, supra note 2, at 10.

247 Defendant’s Memorandum & Motions, Puloka, supra note 2, at 9-10.

248 Id. at 10.
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Barquet’s video was crucial for the defense because though bar surveillance
cameras recorded events before and after the shooting, only his bystander
recording captured the shooting on the street.?*® The defense hired a video
production and editing professional, Brian Racherbaeumer, who used Al-
powered video enhancement tools from Topaz Labs, which promised to
“supercharge your footage with the Al editing platform trusted by major film
studios and creative pros everywhere.”?’® The technology, drawing on a
proprietary machine learning method, added as much as sixteen times more
pixels to each video still to make images clearer, brighter, and smoother.?!
Figure 3 contrasts a still from the original cell phone video with the enhanced
version, which corrected for the low light and Barquet’s distance from the
altercation, to bring out crucial details otherwise obscured in the original.2?

In pretrial motions, prosecutors contended that the enhanced video was
inadmissible, arguing that the AI tool must meet the stringent Frye standard
usually applied to scientific expert testimony based on new or novel
techniques.?>® The Frye standard requires that the expert opinion be based on
techniques that have “general acceptance” in the field.?>* Critiqued for rigidity
in barring newer techniques and innovation, the Frye standard is supplanted in
federal courts and many state courts by the flexible Daubert standard that lowers
barriers to admissibility.?>

If the court had followed long-standing approaches, the defense should have
been able to present the video crucial to its case, provided it could be
authenticated, such as via testimony by a witness with knowledge that it fairly
and accurately captured events.?>¢ Unlike in Hayden, where the expert’s opinion

249 State’s Motion for a Frye Hearing, Puloka, supra note 7, at 2 (“[T]he shooting itself
was captured only by iPhone videos shot by civilian witness Lionel Barquet, who later posted
them on Snapchat.”).

250 Id. (quoting Video AI Pro, TorAz LABS, https://www.topazlabs.com/video-pro (last
visited Dec. 9, 2025)).

251 Id. at 2-3 (acknowledging Al enhancement predicts, “rather than reflect[s], the size,
shape, edges, and color of persons and objects”).

252 Because Barquet was recording from across the street, the original had large stretches
of street and sky with the key image of the altercation just a small portion in the middle. To
fit this figure, the extraneous sky and street were cropped.

253 State’s Motion for a Frye Hearing, Puloka, supra note 7, at 7-9 (“[T]he State
respectfully moves this Court to . . . evaluate the admissibility of the Al-enhanced Snapchat
video, and to exclude it because the technique used to produce it is not generally accepted in
the forensic video community.”); see State v. Copeland, 922 P.2d 1304, 1312 (Wash. 1996)
(affirming Frye standard in Washington).

254 Frye v. United States, 293 F. 1013, 1014 (D.C. Cir. 1923), superseded by rule, FED. R.
EvID. 702, as recognized in, Daubert v. Merrell Dow Pharms., Inc., 509 U.S. 579 (1993).

255 Daubert, 509 U.S. at 589 (“Frye made ‘general acceptance’ the exclusive test for
admitting expert scientific testimony. That austere standard, absent from, and incompatible
with, the Federal Rules of Evidence, should not be applied in federal trials.”).

236 See discussion supra Sections .A-B (discussing customary approaches to admitting
technologically enhanced evidence, especially videos).



2182 BOSTON UNIVERSITY LAW REVIEW [Vol. 105:2149

about a fingerprint match hinged on a digitally enhanced image, the enhanced
video was not the basis of expert opinion about what happened.?>” Rather, it was
submitted to support Puloka’s side of the story.?>® As discussed in Section L.A.,
technologically enhanced video corrected for issues such as low light and blurry
images is typically admitted as substantive evidence, if authenticated through
one of numerous flexible routes.?>® The judge performs Rule 403 balancing,
which favors admission, because evidence should not be excluded unless its
probative value is substantially outweighed by the risk of unfair prejudice or
other harms.260

Instead of just allowing the defense to authenticate the video so the trial judge
could conduct Rule 403 balancing, the judge conducted a Frye hearing into the
enhancement.?¢! Defense witness Racherbaeumer testified, explaining the key
video was low-resolution and contained substantial motion blur.?®2 He described
how he used a Topaz Labs Al program and Adobe Premiere Pro to clarify the
video.?®3 He explained how the Topaz Labs Al program uses “technology to
intelligently scale up video” to increase resolution, add sharpness, and
definition.?%* He described the machine learning methods that the program used,
trained on a vast library of videos.?%> He did not know which videos the machine
learning model was trained upon nor could he answer whether the technology
utilized generative AI.26¢ He acknowledged that machine learning algorithms are
opaque and proprietary.2®’

The prosecution offered an impressive rebuttal expert, Grant Fredericks, who
the trial judge described as a “Certified Forensic Video Analyst” with more than

257 See discussion supra notes 212-22 (discussing Hayden).

258 Defendant’s Memorandum & Motions, Puloka, supra note 2, at 9-11 (“As can be seen
in the video, Puloka remained alone, on his back, in the traveled portion of Pacific Highway
South.”).

259 See discussion supra Section A (discussing authentication methods); see also, e.g.,
United States v. Roberts, 84 F.4th 659, 670-71 (6th Cir. 2023) (admitting properly
authenticated digitally enhanced videos), cert. denied, 144 S. Ct. 867 (2024); United States v.
Seifert, 445 F.3d 1043, 1045-46 (8th Cir. 2006) (admitting digitally enhanced video); United
States v. Harris, No. 20-CR-00021, 2022 WL 1642498, at *7 (D. Colo. May 24, 2022)
(admitting defendant’s digitally enhanced video); Henley v. State, No. 05-07-01344-CR, 2009
WL 1464247, at *3 (Tex. Crim. App. May 27, 2009) (affirming admission of enhanced video
with lightened images and adjusted color).

260 Fep. R. EviD. 403; see also, e.g., Harris, 2022 WL 1642498, at *6-7 (conducting
Rule 403 balancing).

261 Findings of Fact, Puloka, supra note 1, at pt. II, 5 (“Even if relevant, evidence is not
admissible if its probative value is substantially outweighed by the danger of unfair
prejudice.”).

262 Id atpt. 1,9 6.

263 Id atpt. 1,97.

264 Id atpt. 1,9 8.

265 Id. atpt. 1, 9 10.

266 Id.

267 Id.
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three hundred court appearances under his belt, and international and national
forensic certifications.?®® In contrast, the trial judge somewhat uncharitably
characterized defense expert Racherbacumer as a “self-identified videographer
and filmmaker” and emphasized that he was not “a forensic video technician.”?6°
Fredericks delved into the operation of Topaz Al, explaining that it used an
opaque algorithmic method to amplify pixels and smooth motion blur in a way
that could change the color and shape of objects from the original.?’® Fredericks
testified that the Al-enhancement method created false detail and removed and
added information in a way that made forensic tracking of the changes from the
original infeasible.?”!

Fredericks said that forensic video analysts use other technologies with
decades-long track records, such as Adobe Photoshop, Adobe Premiere, and
Axon Investigate, to enlarge video because those programs use techniques, such
as the “nearest neighbor” algorithm, which create reproducible results across
software programs.?’?> In upsizing the pixels of low-resolution images, the
nearest neighbor approach uses interpolation in a way that minimizes distortion
of a small object’s shape or size, Fredericks explained.?”3 He testified that the
Scientific Working Group on Digital Evidence, a working group of law
enforcement professionals engaged in forensic video examinations, warned that
newer Al-enhancement tools are concerning because “it can be challenging to
identify what process were applied to the imagery and replicate those steps with
accuracy.”?’4

Heavily weighing the testimony of Fredericks, the trial judge excluded the
defense’s enhanced video evidence.?’> The judge ruled that “Topaz Al video
enhancement tool(s), which utilize ‘machine learning’ algorithms, have not been
peer-reviewed by the forensic video analysis community” and “are not accepted
generally in that community.”?’® In addition to imposing the Frye barrier to
admissibility, the judge also found that the evidence could not satisfy the
requirement of relevance under the state’s Evidence Rule 401277 ““as the resulting

268 Id atpt. 1,99 13-14.

269 Id atpt. 1,9 5.

270 1d atpt. I, 9 16-17 (describing Al tool added pixels to original images using a method
“unknown to and unreviewed by any forensic video expert”).

2V Id. atpt. 1, 99 16, 18.

272 Id. at pt. 1, 99 20-21.

23 Id atpt. 1,9 21.

274 Id. atpt. 1, 99 21, 23.

275 Id. at pt. 11, 99 10, 14, 18 (“The Defense’s proffered pre-trial Exhibit 2 is refused, and
all Al-enhanced videos on pretrial Exhibit 5 are refused.”).

276 Id. at pt. 11, 9 10.

277 WasH. R. EviD. 401 (“‘Relevant evidence’ means evidence having any tendency to
make the existence of any fact that is of consequence to the determination of the action more
probable or less probable than it would be without the evidence.”). Washington’s rule is

identical in substance to the Federal Rule of Evidence 401 and other state-law variants. See,
e.g., FED.R. EviD. 401.
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video does not show with integrity what actually happened but uses opaque
methods to represent what the AT model ‘thinks’ should be shown.”?8 In a third
final legal nail in the coffin of the defense evidence, the trial judge also ruled it
was excludable under Rule 403 because “admission of this Al-enhanced
evidence would lead to a confusion of the issues and a muddling of eyewitness
testimony, and could lead to a time-consuming trial within a trial about the non-
peer-reviewable process used by the AT model.”?”?

The threefold rejection of the defense evidence by the Puloka trial judge
dramatically demonstrates judicial resistance toward Al-enhanced evidence.
While offering valuable insights into concerns over the opacity of machine
learning methods and preferred programs for cleaning and enlarging crucial low-
resolution videos, Puloka also exemplifies a potential problem with attempts at
judicial pushback against the usual flexible rules for admitting technologically
enhanced evidence in an age of Al anxiety. The judge’s decision to raise barriers
to admissibility came at the expense of the key defense evidence.?8? Of course,
barring a central part of the defense’s case would lead to a shorter, more efficient
trial and less contestation with the account of prosecution witnesses. But
fundamental fairness and due process also guarantee the right to present a full
defense in a criminal trial 3!

The contrast between Puloka’s hard scrutiny and multiple bars to defense
evidence is particularly striking in contrast to the admission of the prosecution’s
forensic fingerprint match testimony predicated on an enhanced image in
Hayden.?8? Both Hayden and Puloka were Washington state cases decided under
the Frye standard for expert testimony based on novel scientific evidence.?83
Hayden presented the archetypal situation for Frye because an expert’s
testimony that the defendant’s fingerprints were a match to the murderer’s
blood-stained prints was entirely predicated on the digitally enlarged and
contrast-adjusted image of the bloody bedsheets.?8* Hayden did not inquire into
the particular program used to digitally enhance the image—nor even specify
what it was, simply affirming digital enhancement as a generally accepted

278 Id. atpt. 11, 9 6, 13.

29 Id. atpt. 11, 9 6, 14.

280 See supra notes 241-52 and accompanying text (discussing exclusion of pivotal cell
phone video footage enhanced with Al).

281 See California v. Trombetta, 467 U.S. 479, 485 (1984) (“Under the Due Process Clause
of the Fourteenth Amendment, criminal prosecutions must comport with prevailing notions
of fundamental fairness. We have long interpreted this standard of fairness to require that
criminal defendants be afforded a meaningful opportunity to present a complete defense.”).

282 State v. Hayden, 950 P.2d 1024, 1025-26, 1028 (Wash. Ct. App. 1998) (discussing trial
court’s admission of evidence obtained through enhanced digital imaging process and
reaffirming admissibility on appeal).

283 Compare id. at 1026, 1027-28 (noting trial court’s Frye hearing on admissibility of
contested evidence and conclusion that imaging process satisfied standard), with Findings of
Fact, Puloka, supra note 1, at pt. I, § 2 (reviewing under Frye standard).

284 See Hayden, 950 P.2d at 1025.
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practice.”®> In contrast, the case for interposing the Frye barrier was more
puzzling in Puloka because the defense sought to play the enhanced video of the
contested altercation as evidence to support the defendant’s account, rather than
to offer any expert forensic opinion.?8¢ Unlike in Hayden, Puloka delved into the
specific technological product the defense analyst used to enhance videos key to
their case, and faulted the defense for failing to present studies and cases where
the particular technological product was used.?%’

The searching scrutiny and suspicion for defense evidence in Puloka,
contrasted with the ready acceptance of prosecution forensic evidence in
Hayden, is particularly illuminating in light of reports on how courts tend to
admit prosecution evidence under Daubert and Frye while excluding defense
evidence. Innocence Project co-founder Peter Neufeld, and Exoneration Project
Co-Director D. Michael Risinger have documented the startling disparity in how
trial and appellate judges scrutinize prosecution versus defense forensic
evidence.?®® Six years after Daubert, Risinger analyzed state and federal trial
and appellate court cases involving Daubert challenges.?®® He found that
criminal defendants were far likelier to lose their Daubert challenges, whereas
prosecutors were successful in excluding defense evidence in a majority of their
challenges.?® Additionally, Neufeld found that “criminal defendants fared no
better” in jurisdictions that abide by the Frye test.?! As courts concerned about
Al potentially follow Puloka’s dramatic extension of scrutiny to technologically
enhanced defense evidence, there is a risk that these courts will exacerbate the
existing disparities of power between the prosecution and the defense.?%?

285 Id. at 1028 (“Because there does not appear to be a significant dispute among qualified
experts as to the validity of enhanced digital imaging performed by qualified experts using
appropriate software, we conclude that the process is generally accepted in the relevant sci-
entific community.”).

286 See supra notes 256-60 and accompanying text.

287 Findings of Fact, Puloka, supra note 1, at pt. I, 99 8-23, pt. II, 49 1-18 (discussing
deficiencies with defense’s presentation of Al evidence).

288 Neufeld, supra note 21, at S109-10 (explaining prosecutors have substantially more
success than criminal defendants in challenging admissibility of evidence under Daubert);
Risinger, supra note 21, at 104, 106-11 (analyzing federal and state court exclusions of expert
evidence and finding defense-proffered evidence was significantly more likely to be
excluded).

289 Risinger, supra note 21, at 103-12.

290 1d. at 104-12.

291 Neufeld, supra note 21, at S109.

292 See Langham, supra note 238, at 104, 107 (characterizing Puloka as “perfect example
of how Al is and will continue to permeate legal cases and the justice system™).
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B. Rules Change Proposals Spurred by Deepfake Fears

Haunting judicial resistance to Al-enhanced evidence is anxiety over
generative Al and the risk of manipulated, altered, or fake evidence.?®3 It is
important to underscore that there are different forms of Al—and some forms
are already part of everyday use in courts, legal practice, and life.?** AT is
embedded in how we conduct legal research, how our programs check our
grammar, how we generate tables of authorities, and more.?*> Analytical AT—
using techniques and algorithms associated with Al to analyze and interpret data
and offer predictions—is not new, and courts have been routinely admitting
evidence processed with such technology.??® For example, DNA evidence
routinely admitted into courts today involves analytical algorithms considered
to be a form of AL.?°7 The admission of such machine-generated outputs without
the usual safeguards for human testimony has spurred important work and
reform proposals, chiefly by Professor Andrea Roth.2’® The Advisory
Committee is proposing a new Rule 707 that would subject “machine-generated
evidence” to the requirements for testimony by expert witnesses.>?°

293 See, e.g., Memorandum from Daniel J. Capra, Philip Reed Professor of L., Fordham
Univ. Sch. of L., to Advisory Comm. on Evidence Rules (Oct. 1, 2024), in AGENDA BOOK:
NOVEMBER 2024, supra note 44, at 220, 224-25 [hereinafter October 2024 Capra
Memorandum] (noting concern and debate surrounding AI’s potential to create “fake
evidence”).

294 See, e.g., April 2024 Committee Minutes, supra note 44, at 70.

295 See, e.g., How to Check Your Grammar Using Copilot, MICROSOFT: LEARNING & EDUC.
(Oct. 1, 2024), https://www.microsoft.com/en-us/microsoft-copilot/for-individuals/do-more-
with-ai/learning-and-education/how-check-your-grammar-using-copilot?form=MA 13KP
[https://perma.cc/3PNY-TC3U] (discussing Al-powered grammar-checking in Microsoft
365); How to Create a Table of Authorities in One Click in Microsoft Word, CLEARBRIEF
(Dec. 9, 2021), https:// clearbrief.com/ blog/ authorities [https:// perma.cc/ X47L- YUDIJ]
(explaining how Al can generate court-ready table of authorities with a single click); Cass R.
Sunstein, Of Artificial Intelligence and Legal Reasoning, 8 U. CHI. L. SCH. ROUNDTABLE 29,
30, 33 (2001) (noting Al can simulate formal logic of legal reasoning and enhance doctrinal
analysis).

29 See April 2024 Committee Minutes, supra note 44, at 70 (stating committee member
“noted that there is a distinction between analytical A.l. and generative A.L.” and implying
analytical Al is not new to courts).

297 Id.; Andrea Roth, Trial by Machine, 104 Geo. L.J. 1245, 1261-63 (2016) (discussing
integration of “DNA mixture interpretation software” in criminal trials).

298 Roth, supra note 136, at 2027-39 (presenting possible processes to help ensure machine
evidence is accurate and admissible); October 2024 Capra Memorandum, supra note 293, at
231-56 (discussing Professor Roth’s proposed amendments to Federal Rules to help regulate
machine learning evidence).

299 Memorandum on Machine-Learning and Proposed Rule 707 from Daniel J. Capra,
Philip Reed Professor of L., Fordham Univ. Sch. of L., to Advisory Comm. on Evidence Rules
(Oct. 1, 2025), in AGENDA BoOK: NOVEMBER 2025, at 102, 137 (2025).
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What is new and particularly alarming to courts and commentators, however,
is generative Al.3% Generative Al uses machine learning techniques, such as
deep neural networks modeled on how our brains work, to manufacture new
content—such as text and images—based on learned patterns in training
datasets.3%! Courts and commentators warn of a “coming storm” when parties
might seek to admit evidence manufactured or manipulated using generative Al,
such as deepfake images or video that are indistinguishable from reality.3%?
Prominent voices such as Professor Maura Grossman and retired United States
District Court Judge Paul Grimm make compelling cases about the dangerous
power of deepfakes to bias and persuade jurors, tainting decision-making.3%3 The
wave of consternation over Al-generated evidence is reminiscent of fears over
the rise of a new form of technologically produced evidence that swept courts in
the second half of the nineteenth century—photographs.3%* As Jennifer Mnookin
has illuminatingly chronicled, photographs as evidence were viewed as
dangerously powerful and persuasive—"‘a most dangerous perjurer”—and their
epistemological status was intensely contested.3%

Whether there actually will be a deepfake crisis in the courts is uncertain.30°
As an expert on the Advisory Committee noted, despite prognostications about
future issues with deepfakes in the courts, there are very few cases involving

300 gpril 2024 Committee Minutes, supra note 44, at 70 (“It is the issue of generative A.L
and specifically deepfakes that is new to the courts.”).

301 Stefan Feuerriegel, Jochen Hartmann, Christian Janiesch & Patrick Zschech,
Generative Al, 66 Bus. & INFO. Sys. ENG’G 111, 111-13 (2024) (explaining basics and
functionality of generative Al models).

302 See, e.g., October 2024 Capra Memorandum, supra note 293, at 225-26 (warning of
potential for deepfakes used as evidence); Maura R. Grossman, Paul W. Grimm, Daniel G.
Brown & Molly Yiming Xu, The GPTJudge: Justice in a Generative AI World, 23 DUKE L.
& TECH. REV. 1, 3-8 (2023) (explaining courts should be prepared to grapple with generative
Al and giving examples of types of issues that might arise); Rebecca A. Delfino, Deepfakes
on Trial: A Call to Expand the Trial Judge’s Gatekeeping Role to Protect Legal Proceedings
from Technological Fakery, 74 HASTINGS L.J. 293, 305 (2023) (noting “urgency” around
deepfakes given their “recent invasion of our legal system”).

303 Maura R. Grossman & Paul W. Grimm, Judicial Approaches to Acknowledged and
Unacknowledged Al-Generated Evidence, 26 CoLUM. Scl. & TECH. L. Rev. 110, 124-25
(2025) (stating deepfake evidence can have profound impact on triers of fact, particularly lay
jurors).

304 Mnookin, supra note 65, at 8-15, 20-21 (examining how nineteenth-century courts
domesticated disruptive potential of photography).

305 Id. at 4, 26 (examining early debates over photography’s status as objective evidence
or human-made representation).

306 April 2024 Committee Minutes, supra note 44, at 70 (“[1]t remains to be seen whether
A1 will cause a crisis for the courts . . . .”).
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such concerns to date.3%’7 Some say that attorneys’ ethical duties and the threat
of sanctions reduce the risk of such deepfakes being introduced.3®

Experts also vary on whether new evidence rules are needed to address
deepfakes.’? For example, while Judge Grimm and Professor Grossman have
pressed the need to adopt new authentication rules to address the challenge of
deepfakes, Professor Rebecca Wexler told the Advisory Committee that new
specialized rules are unnecessary.>!? She explained that the existing evidence
rules on authentication have successfully addressed evolving concerns over
fakery, from forgery to present-day deepfake concerns.’!' Nonetheless,
proposals are arising for changes to evidence rules to address concerns over
deepfakes.3!?

In November 2025, the Advisory Committee, which has the authority to
recommend changes to the evidence rules, discussed a possible new Rule 901(c)
to address deepfake allegations.’!3 The proposal offers a valuable shield against
spurious allegations that the other side’s evidence is false Al-generated content,
requiring the party making such a challenge to “present evidence sufficient to
support a finding of such fabrication.””!# If the party challenging evidence as
deepfakes makes the sufficient showing, then the burden shifts to the proponent
of evidence to prove authenticity by a preponderance of the evidence.?!’ Draft
Rule 901(c) addresses a problem called the “liar’s dividend,” where parties
contend that even authentic items are fake in order to confuse and mislead the
jury about valuable evidence.’'® The Committee decided to hold the draft in
abeyance, without publishing it for notice and comment, with the text ready in
case more problems arise.3!”

307 Id.

308 October 2024 Capra Memorandum, supra note 293, at 227 (highlighting Riana
Pfefferkorn’s opinion that ethics rules offer some protection against use of deepfakes in
courts).

309 April 2024 Committee Minutes, supra note 44, at 69-70 (summarizing debate over need
for rules addressing generative Al and particularly deepfakes).

310 14 at 70.

31T Id. at 68 (explaining Professor Wexler’s argument likening traditional forgeries to
deepfakes which authentication rules adequately address).

312 October 2024 Capra Memorandum, supra note 293, at 240-71 (discussing arguments
for and against proposed deepfake-related amendments to Federal Rules of Evidence).

313 Memorandum Deepfakes and Draft Rule 901(c) from Daniel J. Capra, Philip Reed
Professor of L., Fordham Univ. Sch. of L., to Advisory Comm. on Evidence Rules (Oct. 1,
2025), in AGENDA BOOK: NOVEMBER 2025, supra note 299, at 150, 167.

314 Id

315 Id

316 1d at 171.

317 ADVISORY COMM. ON EVIDENCE RULES, Minutes of the Meeting of May 2, 2025, in
AGENDA BOOK: NOVEMBER 2025, supra note 299, at 14, 34-35.
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Adopting any changes to the rules would take years—even decades.’!®
Committee members have expressed concerns that any rules change would be
outmoded by the time it goes into effect.3!® Al is so rapidly evolving that experts
caution against even trying to define and use the term “Al” in an evidentiary
rule, as doing so risks rendering the rule outmoded on arrival.3?? Rather, some
experts propose a more general term for Al-generated evidence such as synthetic
evidence.’?! Framing a rule at a very general level might reduce the risk of
becoming outmoded, but a generally worded rule would “add little to the already
general and flexible” Rules of Evidence.??? In earlier discussions over whether
to adopt a deepfake rule—a recurring deliberation item on the Advisory
Committee’s agenda since 2023—members recalled that, in 2010, the
Committee took a wait-and-see approach regarding concerns that social media
evidence might have authenticity issues because of hacking and because the
existing Rules of Evidence on authentication proved sufficiently flexible to
address the concerns.3?

The possible new Rule 901(c) evolved from a proposal by Judge Grimm and
Professor Grossman.3?* The core of their proposal was a new rule providing that
when a party shows “computer-generated or other electronic evidence” may
have been “altered or fabricated, in whole or in part, by artificial intelligence,”
this evidence may be admitted “only if the proponent demonstrates that its
probative value outweighs its prejudicial effect on the party challenging the
evidence.”3? In addition, their proposal would change the “silent witness”
avenue of authentication to require, for Al-generated items, additional evidence

318 October 2024 Capra Memorandum, supra note 293, at 227 (“Experts . . . agree that any
potential shifts aren’t likely soon.”).

319 Id. at 220 (“[T]here is a risk that any proposed amendments to deal with AI could
become outmoded before they even go into effect.”).

320 April 2024 Committee Minutes, supra note 44, at 68 (noting difficulty defining Al “with
any precision”).

21 Id. at 5 (reflecting cautioning against defining Al in rules and suggesting alternative,
more flexible terminology).

322 QOctober 2024 Capra Memorandum, supra note 293, at 220; COMM. ON RULES OF PRAC.
& Proc., June 2024 Standing Committee Meeting—Minutes, in AGENDA BOOK: NOVEMBER
2024, supra note 72, at 14, 40 [hereinafter June 2024 Committee Minutes] (“Timing also
presents a dilemma. If the rule is too specific, it may no longer be relevant in three years. But
a rule that is too general may not be helpful.”).

323 June 2024 Committee Minutes, supra note 322, at 40; April 2024 Committee Minutes,
supra note 44, at 70 (explaining analogous issues in social media evidence have been
addressed easily through existing evidence rules).

324 October 2024 Capra Memorandum, supra note 293, at 240-41 (detailing revised version
of Professor Grossman and Judge Grimm’s proposed modifications to evidence rules); April
2024 Committee Minutes, supra note 44, at 69 (calling attention to and discussing rules
change proposal and possible amendments).

325 Qctober 2024 Capra Memorandum, supra note 293, at 241 (footnote omitted).
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about the training data and program used, and that they produced “valid and
reliable results” in the specific case.32¢

The possible new rule has the virtue of creating a standard to address
allegations that the other party’s evidence is a deepfake, stemming the need to
have collateral mini-trials on unsupported allegations.3?” The amendment to the
silent witness avenue of authentication for Al-generated evidence seeks to
address some of the gravest opacity concerns surrounding Al but does not
preclude resort to alternative routes for authentication.3?® While useful advances,
the rules focused on deepfakes that may arise in courts in the future do not cover
the present more prevalent everyday issue of Al-enhanced evidence.

As summarized in Figure 4, there is a distinction between evidence that is
wholly generated by Al such as using voice-simulating software to create a fake
threatening call, and the use of technology, including Al programs, to render a
video or image more perceptible.3? Most fundamentally, enhanced evidence is
not generated by Al; rather, an original, such as a cell phone or surveillance
video, is processed by a program to make the original more perceptible. When
Al programs are used to conduct the enhancement, however, there may be three
potential overlapping concerns with Al-generated evidence: (1) nondisclosure
or delayed disclosure of the Al program, as illustrated by the Magbanua case;
(2) “black box” opacity of how the Al program works; (3) and the potentially
misleading sheen of technological objectivity even if an enhancement program
is flawed.330

326 Id. at 242 (emphasis omitted).

327 Id. at 248-49 (“The proposed Rule 901(c) addresses an important problem: how to
regulate an automatic objection ‘it’s a deepfake’ for every offered audio or visual
presentation.”).

328 Id at 241-42 (asserting Al-generated deepfakes are “increasingly difficult to
differentiate [from] authentic evidence” and proposing addition to current rule which would
allow for many methods of authentication).

329 See infia Figure 4 (illustrating potential overlapping concerns between Al-enhanced
evidence and Al-generated evidence); see also, e.g., ADVISORY COMM. ON EVIDENCE RULES,
Agenda for Committee Meeting, in AGENDA BOOK: NOVEMBER 2024, supra note 44, at 1, 3
[hereinafter November 2024 Committee Agenda] (introducing two evidentiary challenges
raised by artificial intelligence: deepfakes and product of machine learning); October 2024
Capra Memorandum, supra note 293, at 226-28 (discussing proposals to change Federal Rules
of Evidence to address concerns over deepfakes); Agnieszka McPeak, The Threat of
Deepfakes in Litigation: Raising the Authentication Bar to Combat Falsehood, 23 VAND. J.
ENT. & TECH. L. 433, 438 (2021) (providing examples of attempts to admit deepfakes as
evidence).

30 See discussion supra notes 16-31, 267-70 (detailing evidentiary disputes over Al-
enhanced evidence in two different cases); see also, e.g., United States v. Downing, 753 F.2d
1224, 1236 (3d Cir. 1985) (discussing concerns of scientific expert testimony misleading
juries through undue aura of reliability).
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Figure 4. Conceptual Distinctions Between Technologically Enhanced

Evidence and Al-Generated Evidence.

ﬂechnology-linhanced Evidence, Al-Generated Evidence \
including AI-Enhanced Evidence

= Evidence, such as cell phone
photo or video, is not generated
by AL

= Technology, such as Al
automation, is used to make the
output more perceptible.

* Technology is used to clarify
and/or focus on relevant data
not to create the output.

Three Potential
Overlapping Concerns:

= Nondisclosure or
delayed disclosure of Al
program.

= “Black box™ opacity of
source code, machine
learning operations,
training data.

= Potentially misleading
sheen of technological

= Output, e.g, image or opinion,
is created by generative Al

= If there was an original, the AI-
generated additions are so
extensive or factually
misleading is to constitute a
new creation. E.g., new faces
on original bodies.

= Al s used to create or generate
content, not just clarify
original content.

objectivity.

- /

Currently, there are scant examples of parties submitting Al-generated
deepfakes as evidence in litigation, with a notable exception involving a pro se
plaintiff whose deepfake videos and altered screenshots were so obviously
manufactured that the judge detected it upon viewing and dismissed the
plaintiff’s complaint with prejudice as a sanction.®3! In contrast, the use of
technology to clean up traditional forms of evidence, such as blurry images or
unintelligible audio, is a recurring, prevalent, and important issue.’3? The three
potentially overlapping concerns with Al-enhanced evidence remain important
issues in need of address.

III. ADDRESSING THE RISKS OF AI-ENHANCED EVIDENCE WITH ATTENTION
TO ACCESS TO JUSTICE AND INEQUALITY OF ARMS

Largely unvoiced in the debate over whether concerns over Al should reshape
evidentiary approaches is the impact on parties with the least resources.?33
Deborah Rhode observed, “[f]lew issues are more central to our legal system and
more neglected in our legal policy debates than access to justice.”33* Al-

31 Ord. re Terminating Sanctions at 5-10, Mendones v. Cushman & Wakefield, Inc., No.
23CV028772 (Cal. Super. Ct., Sep. 9, 2025) (on file with author).

32 See discussion supra Section LA & notes 306-08 (discussing established procedures
for admitting technologically enhanced evidence and uncertainty whether deepfakes will
present significant problems for courts); see also, e.g., United States v. Roberts, 84 F.4th 659,
670-71 (discussing enhanced still images from surveillance video used in homicide case);
United States v. Seifert, 445 F.3d 1043, 1045 (8th Cir. 2006) (concerning enhanced
surveillance video used in arson case).

33 Cf. October 2024 Capra Memorandum, supra note 293, at 227 (noting concerns
changing evidence rules for Al-generated evidence could harm access to justice without
delving into how and why).

334 Deborah L. Rhode, Access to Justice Again, Still, 73 ForRDHAM L. REV. 1013, 1013
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enhanced evidence policy may seem ensconced in glittering technology policy
far away from gritty access to justice issues, but we ignore the impact on parties
lacking resources at the peril of exacerbating long-burning challenges. Whether
and how notice and disclosure requirements are framed, and what kinds of
resource-intensive showings must be satisfied to introduce Al-enhanced
evidence, can either alleviate or aggravate the inequality of arms between
parties.333

The imbalance in resources is starkest between the prosecution and the
defense because of the vastly greater power of the government to investigate,
gather information, and marshal repeat player advantage.33¢ The concerns about
differential burdens also can apply in the civil context, such as to plaintiffs’
attorneys faced with highly resourced corporations or the government in civil
rights suits.337 Some parties, such as the prosecution in criminal cases, have
access to a stable of experts and laboratory facilities and can readily surmount
the costs of expert attestations for the admission of evidence while other parties,
such as criminal defendants and public interest plaintiffs, lack such resources.338
This Section begins by explaining the inequality of arms and then turns to
advocating for designing safeguards for Al-enhanced evidence that alleviate
rather than intensify the inequalities. Al-enhanced evidence poses opacity,
notice, and disclosure issues requiring redress, in a manner that endeavors to
avoid heightening the inequality of arms between parties.33°

A. Resource and Access to Information and Expertise Asymmetries

Some proposed reforms aimed at the future risk of deepfakes by Al ratchet up
the costs and number of experts needed to admit evidence.?#? For example, one
proposal would require that every item of video evidence come with a forensic

(2004).

35 See discussion infra Section IIL.A (detailing how expert testimony requirements and
lack of notice and disclosure requirements disadvantage plaintiffs).

36 See Wardius v. Oregon, 412 U.S. 470, 480 (1973) (Douglas, J., concurring)
(emphasizing inherent imbalance between defendants and government that the Bill of Rights
was designed to redress); United States v. Tucker, 249 F.R.D. 58, 63 (S.D.N.Y. 2008) (“It is
inherent in our criminal justice system that defendants will virtually always be outmatched in
investigatory resources, funds, and time to prepare for litigation.”).

37 See, e.g., Deepak Gupta, Leveling the Playing Field on Appeal: The Case for a Plaintiff-
Side Appellate Bar, 54 DuQ. L. REv. 383, 384-90 (2016) (discussing asymmetric resources at
appellate level for plaintiffs and rise of corporate appellate bar); David R. Glickman,
Embracing Third-Party Litigation Finance, 43 FLA. ST. U. L. REV. 1043, 1064 (2016) (noting
plaintiffs with meritorious but underfunded claims often settle for less than their true injury
due to bargaining imbalances).

38 Giannelli, supra note 153, at 1243-44 (explaining prosecutors benefit from extensive
government-operated forensic facilities available at no cost).

339 See discussion infia Section IILB (discussing challenges surrounding Al-enhanced
evidence and potential reforms).

340 See, e.g., October 2024 Capra Memorandum, supra note 293, at 221-22 (“The biggest
problem with this proposal is expense and delay.”).
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video analyst’s expert affidavit as to authenticity, method used to analyze the
video, and chain of custody.>*! Such a broadly sweeping requirement, applying
any time a party seeks to admit audiovisual evidence, would be extremely
expensive and burdensome.’*? The added cost and needed expertise would
exacerbate access to justice challenges for under-resourced parties and hamper
the ability to present visual evidence in a case depending on whether a party can
afford to find and hire experts.>*3 More complicated proposed New York
legislation, which has not made much headway toward passing, would
essentially require detailed expert testimony—and a likely battle of experts on
reliability, accuracy, testing records and conditions—for any evidence “created
or processed by artificial intelligence.”3* Such proposals, while well-meaning,
underscore the dangers of proposing reforms without consideration of the on-
the-ground realities of often severe resource disparities—an inequality of
arms—Dbetween litigants.3*3

Many adversarial contests in courts are not between evenly matched, well-
heeled corporate attorneys representing equally Goliath, deep-pocketed
parties.3*¢ The resource disparities are acute in arenas of litigation, such as
environmental or employment law and civil rights suits, where plaintiffs often
lack the stockpiles of money, experts, and access to information that defendants
have.3*” Better-financed parties can strategically leverage their informational
and resource advantages to deplete the scarce resources of their opponents.3#®
Tactics such as denying plaintiffs access to information, delaying notice, and

341 Taurus Myhand, Once the Jury Sees It, the Jury Can’t Unsee It: The Challenge Trial
Judges Face When Authenticating Video Evidence in the Age of Deepfakes, 29 WIDENER L.
REv. 171, 186 (2023) (“[A] party offering video evidence must submit an affidavit from an
expert . . . regarding the authenticity of the proffered video evidence, the method used to an-
alyze the video, and the chain of custody of the video . . . .”).

342 See October 2024 Capra Memorandum, supra note 293, at 221-22 (noting requiring
expert affidavit for “every piece of video evidence”—and likely audio evidence too—would
likely necessitate Daubert hearings and cause substantial expense and delay).

43 7y

344 A.B. 1338, 2025 State Assemb., Reg. Sess. (N.Y. 2025).

345 See, e.g., Rhode, supra note 334, at 1013-14 (discussing access to justice challenges
for middle class and indigent clients, and underfunding of legal aid, public defense, and other
mechanisms of access).

346 See Carl Tobias, Rule 19 and the Public Rights Exception to Party Joinder, 65 N.C. L.
REv. 745, 765 (1987) [hereinafter Tobias, Rule 19] (discussing resource disadvantages of
public interest litigants against companies, government, and other better-resourced
defendants).

347 See Tobias, Rules Revisions, supra note 53, at 890 (“[P]laintiffs who pursue employ-
ment and civil rights litigation alleging discrimination frequently have little information, few
financial resources, and limited political power, especially in comparison with defend-
ants . . ..”); Tobias, Environmental Litigation, supra note 53, at 439 (pointing out existence
of such resource disparities).

348 Tobias, Rules Revisions, supra note 53, at 890 (advising judges to guard against such
tactics).
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requiring multiple motions and hearings to gain disclosure all “capitalize on
informational and resource disparities between litigants.”3*° Barriers to entry,
such as battles of experts for scientific evidence, benefit well-resourced parties
with access to a stable of experts and laboratories and come at the expense of
parties that cannot afford to secure an expert.3>°

The imbalance in resources and access to information and expertise between
litigants in courts is at its starkest between criminal defendants and the
prosecution.®>! The Constitution and Bill of Rights do not ensure adversarial
parity in resources between the prosecution and the defense.?>? As Judge Shira
Scheindlin, famous for overseeing structural reform of the New York Police
Department via litigation, observed: “It is inherent in our criminal justice system
that defendants will virtually always be outmatched in investigatory resources,
funds, and time to prepare for litigation.”3% The government has the
investigative power of publicly funded law enforcement agencies that defense
attorneys and public defenders lack.3>* Prosecutors also have the power to
immunize witnesses to compel testimony over claims of privilege, conduct
covert surveillance such as wiretaps, and ask the police to obtain warrants to
search private places for evidence.33>

As repeat players in court, prosecutors are more likely to have the institutional
knowledge, confidence, and trust of trial judges.’*® Prosecutors can build
informal relationships with “institutional incumbents,” such as judges, and build
a record for a preferred outcome, including potentially the regularized
acceptance of a type of scientific or technological evidence.?3” Prosecutors can
consistently introduce certain types of evidence to “create[] patterns of
familiarity and acceptance” among judges, who “rely on their own precedent of
accepting unreliable evidence from prosecutors.”?>® Indeed, many judges are

349 g

330 Giannelli, supra note 153, at 1243-45 (observing courts sometimes infer reliability
from absence of defense experts, despite defendants’ limited means to obtain them).

31 See, e.g., Eva S. Nilsen, The Criminal Defense Lawyer’s Reliance on Bias and
Prejudice, 8 GEO. J. LEGAL ETHICS 1, 19-20 (1994) (highlighting prosecutorial discretion over
arrest, charging, and evidence presentation amplifies imbalance in criminal process).

352 Wardius v. Oregon, 412 U.S. 470, 480 (1973) (Douglas, J., concurring)
(acknowledging full parity between prosecution and defense is not constitutionally compelled
while arguing purpose of several amendments was to at least somewhat alleviate this
disparity).

353 United States v. Tucker, 249 F.R.D. 58, 63 (S.D.N.Y. 2008).

354 United States v. Turkish, 623 F.2d 769, 774 (2d Cir. 1980).

355 Id.

336 Marc Galanter, Why the “Haves”’ Come Out Ahead: Speculations on the Limits of Legal
Change, 9 Law & SoC’Y REV. 95, 97-99 (1974) (discussing repeat player advantage, which
in criminal cases is held by prosecutor).

37 Id.; see also Valena E. Beety, Prosecuting Opioid Use, Punishing Rurality, 80 OHIO
St. L.J. 741, 752 (2019) (discussing such patterns in context of courts in rural areas, where
repeat players are particularly common).

358 Beety, supra note 357, at 752.
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former prosecutors too, further reinforcing the pattern of accepting prosecution
evidence.’>® Defense attorneys may be repeat players too, but “are structurally
dependent” on the more powerful actors in the system, prosecutors and judges,
who control how current and future clients are treated via plea bargains and
sentencing.3®? Defense attorneys may fail to object to problematic issues, such
as Al-enhanced evidence, not just because of lack of time and resources, but also
because of habituation to the repeated conduct of prosecutors, and the need to
maintain a relationship that facilitates future bargaining.3¢!

Of course, no analysis of asymmetries between prosecution and defense is
complete without acknowledging the brutal reality of a severely understaffed
and underfunded public defense system.3*2 The estimated total amount of
spending by state and local governments on public defense is less than 4% of
the total spending in the United States on police and corrections, based on a 2023
estimate.3% Funding for prosecutors far exceeds funding for indigent defense,
with exact figures varying over time and jurisdictions but disparities continuing
over the decades.3** Public defense is so underfunded that defenders can carry
hundreds of cases with insufficient time to meet each client, much less
investigate the facts and research and file crucial motions to preserve claims.3%
Public defenders describe engaging in “daily triage” to determine which cases
must receive immediate attention, even though “the lowest priority cases carry

359 Jennifer D. Oliva & Valena E. Beety, Discovering Forensic Fraud, 112 Nw.U. L. REv.
121, 123 (2017).

360 Charlie Gerstein, Dependent Counsel, 16 STaN. J.C.R. & C.L. 147, 167-69 (2020)
(providing multiple examples of prosecutors strong-arming defense attorneys by conditioning
agreement to continuance in one case, on defense attorney agreeing to continuance in entirely
different case).

361 See id. at 150, 168 (discussing structural dependence in addition to resource challenges
as reason why public defenders may fail to challenge problematic prosecution practices).

362 See, e.g., Eve Brensike Primus, Federal Review of State Criminal Convictions: A
Structural Approach to Adequacy Doctrine, 116 MICH. L. REV. 75, 92 (2017) (“It is no secret
that public defenders handle the vast majority of cases in state criminal justice systems and
that they are systematically overworked and underfunded.”).

363 See David Carroll & Aditi Goel, The State of the Nation on Gideon’s Sixtieth Anniver-
sary, SIXTH AMEND. CTR. (Mar. 14, 2023), https://6ac.org/the-state-of-the-nation-on-gideons-
60th-anniversary/ [https://perma.cc/ 6ME3-8SY2] (estimating “collectively, state and local
governments spend approximately $6.5 billion, or $19.82 per capita, on indigent defense” in
contrast to “the $123 billion the nation spends on police and the $82 billion on corrections”).

364 STANDING COMM. ON LEGAL AID & INDIGENT DEFENDANTS, A.B.A., GIDEON’S BROKEN
PROMISE: AMERICA’S CONTINUING QUEST FOR EQUAL JUSTICE 13-14 (2004), https://www.sado
.org/fees/brokenpromise.pdf [https://perma.cc/EJ2V-9MT6]; Terry Skolnik, The Tragedy of
the Criminal Justice Commons, 58 U.C. DAvIs L. REv. 2475, 2534 (2025); Adam M. Ger-
showitz, Raise the Proof: A Default Rule for Indigent Defense, 40 CONN. L. REv. 85, 87
(2007).

365 Primus, supra note 362, at 92 (recounting how overworked public defenders are); John
Pfaff, A Mockery of Justice for the Poor, N.Y. TIMES (Apr. 30, 2016), https://www.nytimes.c
om/2016/04/30/opinion/a-mockery-of-justice-for-the-poor.html (noting public defender
caseloads in one jurisdiction were four times recommended maximum of 150).
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severe consequences for the individual client.”%¢ Some describe making errors
in cases and even having difficulty remembering clients’ names.3%” In some
jurisdictions, public defenders are forced to declare themselves structurally
ineffective because of the sheer volume of cases and understaffing, rendering
effective representation under the Sixth Amendment impossible.3¢8

A more majestic vision of the United States Constitution and the Bill of
Rights, with its panoply of rights for the criminally accused, could include the
principle of equality of arms.3%° Despite such aspirational thinking, inequality of
arms is the reality in the United States system.3”? In international criminal courts
and the jurisprudence of the European Court of Human Rights, equality of arms
refers to a fundamental fair trial principle requiring that “each party must be
afforded a reasonable opportunity to present his case under conditions that do
not place him at a substantial disadvantage vis-a-vis his opponent.”?7! Despite
recognition of the principle in international courts, financial and power
disparities render its achievement challenging.3”?> To accommodate the reality of
resource disparities, the principle of equality of arms is construed to not
necessarily mean equality of funding and resources.’”? Yet pragmatically, where
the defense is so lacking in resources and when barriers to getting evidence

366 Valerio Baéak, Sarah Esther Lageson & Kathleen Powell, The Stress of Injustice:
Public Defenders and the Frontline of American Inequality, SOC. FORCES (forthcoming)
(manuscript at 8) (on file with author).

367 Id. (manuscript at 9).

368 Mary D. Fan, Body Cameras, Big Data, and Police Accountability, 43 Law & Soc.
INQUIRY 1236, 1242 (2018) (describing how defenders sometimes declare themselves
“structurally ineffective”); Laurence A. Benner, Eliminating Excessive Public Defender
Workloads, 26 CRIM. JUST. 24, 30 (2011) (giving example of state litigation finding systemic
underfunding and staffing shortages in indigent defense can result in constructive denial of
counsel).

369 Jay Sterling Silver, Equality of Arms and the Adversarial Process: A New
Constitutional Right, 1990 Wis. L. REv. 1007, 1032-40 (proposing equality of arms be
recognized as constitutional requirement).

370 See United States v. Tucker, 249 F.R.D. 58, 63 (S.D.N.Y. 2008) (“The principle of
equality of arms may apply in certain international criminal law contexts, but it has no place
in our constitutional jurisprudence.”).

371 Hentrich v. France, App. No. 13616/88, 9 56 (Sep. 22, 1994), https://hudoc.echr.coe.int
/eng?i=001-57903; see also Mark Ellis, The Right to Fair Trials Under International Law,
111 AM. Soc’y INT’L L. PrOC. 79, 81 (2017) (describing equality of arms as core fair trial
guarantee); Gordana Buzarovska, Interpretation of “Equality of Arms” in Jurisprudence of
Ad Hoc Tribunals and ICC, 11 S.E. EUR. U. REv. 28, 29 (2015) (explaining equality of arms
principle in International Criminal Court context).

372 Geert-Jan Alexander Knoops, The Dichotomy Between Judicial Economy and Equality
of Arms Within International and Internationalized Criminal Trials: A Defense Perspective,
28 FORDHAM INT’L L.J. 1566, 1590-93 (2005).

373 Ellis, supra note 371, at 81 (clarifying equality of arms only requires defense has fair
opportunity to present its case).
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admitted become too expensive, inequality of means becomes inequality of arms
because of the burden on presenting a case.37*

Instead of ensuring equality of arms, the Bill of Rights confers fair trial rights
and protections on a defendant and duties such as disclosure of exculpatory
evidence and proof beyond a reasonable doubt on the government.>”> As Justice
Black observed: “Much of the Bill of Rights is designed to redress the advantage
that inheres in a government prosecution,” including “the awesome power of
indictment and the virtually limitless resources of government investigators.””376
Because the defense is in such a weak position compared to the government, the
adversarial system and Constitution protect against governmental overreach and
aim to preserve the right to mount a defense.3”’

Scholars such as Professor Paul Giannelli have argued that the evidence rules
should be read with similarly greater solicitude for the defense to protect the
right to mount a defense and redress the imbalance in resources and power.3’8 In
light of the superior access of prosecutors to experts and laboratories, Professor
Giannelli argued that while prosecutors should have to prove “validity of a novel
scientific technique beyond a reasonable doubt,” civil litigants and criminal
defendants should have a lower burden of proof, by a preponderance of the
evidence.>”® The design of new evidentiary safeguards, including those for Al-
enhanced evidence, also should take into consideration resource disparities and
long-burning access to justice challenges so that resort to technologically
enhanced evidence does not become a one-sided weapon of the more powerful
party in litigation.380

374 See discussion supra notes 340-45 (showing lack of resources can seriously prejudice
parties when it comes to experts).

375 United States v. Turkish, 623 F.2d 769, 774 (2d Cir. 1980) (asserting trials are actually
biased in favor of defendants due to Bill of Rights protections); see also, e.g., Katherine
Goldwasser, Limiting a Criminal Defendant’s Use of Peremptory Challenges: On Symmetry
and the Jury in a Criminal Trial, 102 Harv. L. REv. 808, 821 (1989) (noting asymmetry
between prosecution and defense “pervades the system” but defense benefits from trial-related
constitutional rights).

376 Wardius v. Oregon, 412 U.S. 470, 480 (1973) (Black, J., concurring).

377 See, e.g., Nilsen, supra note 351, at 19-20 (“There is a nearly universal view that the
adversary system places one accused of a crime in such a weak position vis-a-vis the state that
he deserves every protection possible against governmental overreaching.”).

378 See Giannelli, supra note 153, at 1248 (“Since our society has chosen to give criminal
defendants the benefit of all reasonable factual doubts . . . rules of evidence may be tailored
in a principled way to reflect and support this choice.” (quoting Stephen A. Saltzburg,
Standards of Proof and Preliminary Questions of Fact, 27 STAN. L. REv. 271, 304 (1975))).

39 Id.

380 See Tobias, Rules Revisions, supra note 53, at 890 (warning restrictive discovery and
unequal resources can hinder merits-based resolution).
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B. Notice, Disclosure, Transparency, and Fair-Context Safeguards for Al-
Enhanced Evidence

Viewing the challenges of Al-enhanced evidence through the lens of
inequality of arms illuminates opacity, delayed notice, and disclosure as
particular problems in need of address.’®! Delayed notice and disclosure
regarding Al-enhanced evidence can be used to tactically leverage asymmetries
in access to resources and information.3¥ Failure to disclose or give notice
forces the other party to drain limited financial and time resources to research
and file motions and make court appearances seeking necessary information to
prepare.383

While delayed notice and disclosure are problematic in general, the concerns
are particularly acute with Al-enhanced evidence because generative Al can
create new content and transform existing content, such as filling in nonexistent
details in a low-resolution image via opaque “black box™ algorithms, which
require expertise to understand.3®* In filling gaps, such as by revealing formerly
indecipherable words or image details, it is important to understand whether
obscured underlying information is revealed, or whether the material is
transformed—perhaps with hallucinations that may be shaped by the narrative a
party seeks to tell, or stereotypes about the people or voices involved.’8> A
hallucination refers to misleading, made-up, or even nonsensical material
generated by Al-driven technology.’¥¢ When even the humans who design
machine learning models cannot define how inputs are being combined and
transformed, tracing the operations is particularly challenging for opposing
parties.387

Investigating and understanding Al enhancement can require finding an
affordable expert, consuming time and disadvantaging the party that lacks a pre-

381 See infra notes 382-98 and accompanying text (discussing negative consequences of
delayed notice and disclosure of Al-enhanced evidence for criminal defendants).

382 Cf. Tobias, Rules Revisions, supra note 53, at 890 (encouraging courts to curb strategic
discovery tactics that exploit plaintiffs’ limited resources).

33 1d.

384 Patrick W. Nutter, Comment, Machine Learning Evidence: Admissibility and Weight,
21 U.PA.J. ConsT. L. 919, 923-25 (2019) (cautioning opaque Al systems may be presumed
reliable despite their inner workings being unknowable to jurors).

385 See, e.g., Ahmed Tlili & Daniel Burgos, 4AI Hallucinations? What About Human
Hallucination?! Addressing Human Imperfection Is Needed for an Ethical AI, INT’L J.
INTERACTIVE MULTIMEDIA & AL, Mar. 2025, at 68, 68-70 (asserting root of Al error lies in
human bias, cultural prejudice, and cognitive flaws).

386 1d. at 68.

387 See Cynthia Rudin & Joanna Radin, Why Are We Using Black Box Models in AI When
We Don’t Need To? A Lesson From an Explainable AI Competition, HARV. DATA ScCI. REV.
(Nov. 22, 2019), https://hdsr.mitpress.mit.edu/pub/fkuryi8/release/8 [https://perma.cc/FKR8
-LJUC] (explaining even humans who designed “black box models” for machine learning
often “cannot understand how variables are being combined to make predictions”).
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existing collection of experts from which to draw.38 While prosecutors have
ready access to laboratories, experts, and contracts with outside vendors for
expertise, defendants rarely have such resources.’® Similarly, well-resourced
corporate defendants may have a “stable” of experts that public interest plaintiffs
lack.>%® Well-resourced parties even make impressive experts unavailable to the
other party by paying them retainers to serve as “consulting experts,” even if
they have no intention of using them as testifying experts—a tactic sometimes
known as “parking” an expert.3®! In “battle[s] of the experts,” better resourced
parties can secure more credentialed, impressive experts, some of whom have
privileged access to information others lack.?*? The winner of the battle of the
experts can win the litigation war—and who can secure the best experts is highly
resource-dependent.3*3 Unlike lay witnesses, who cannot be paid for testimony,
expert witnesses can be compensated—sometimes astronomically—resulting in
the old joke that securing expert testimony “is a safe legal way to buy a
verdict.”3%

As the opening example of the Magbanua case illustrates, prosecutors may
resort to Al enhancement of key evidence while failing to disclose the
technology, procedure, or results until very close to trial.3*> Criminal defense
attorneys may be forced to file repeated requests for notice and disclosure and

388 See, e.g., Samuel R. Gross, Expert Evidence, 1991 Wis. L. Rev. 1113, 1130-39
(discussing need for extensive preparation of expert witnesses lest they be attacked and
rejected as “unqualified, ignorant, incompetent, biased, misleading or silly”); ¢f. Hinton v.
Alabama, 571 U.S. 263, 266-69 (2014) (per curiam) (describing how counsel’s
misunderstanding of expert funding limits left defense with underqualified forensic expert);
William G. Morgan, Comment, Expert Witness Fees, 43 J. CRIM. L. CRIMINOLOGY & POLICE
Sc1. 777, 780-81 (1954) (discussing longstanding dilemma of litigants not being able to afford
expert witness fees).

39 Giannelli, supra note 153, at 1243-44,

390 See Gross, supra note 388, at 1135 (noting some lawyers and judges have contempt for
expert witnesses “who live by selling services that should not be for sale”).

391 Id. at 1130 (“In extreme cases, one side may be able to corner all or nearly all of the
useful experts on an issue.”).

392 See id. at 1130-31 & n.54 (offering as example case of litigator who “organized a
conference of the most prominent national experts in a field primarily in order to keep any of
them from working for the opposition™).

393 See Nina A. Vershuta, New Rules of War in the Battle of the Experts: Amending the
Expert Witness Disqualification Test for Conflicts of Interest, 81 BROOK. L. REv. 733, 735
(2016) (noting lack of clear standards for expert disqualification and how expert shopping has
turned testimony into costly, strategic weapon in litigation).

394 Gross, supra note 388, at 1129 (quoting Thomas W. Shelton, Greater Efficacy of the
Trial of Civil Cases, 33 CoM. L. LEAGUE J. 661, 664 (1928)).

395 See supra notes 10-31 and accompanying text (describing disclosure Al-enhanced
audio recording to defense counsel seventeen days before trial and ninety minutes before
defense’s deposition of technology’s developer).



2200 BOSTON UNIVERSITY LAW REVIEW [Vol. 105:2149

have little time to find an expert to prepare to challenge the evidence.3°® Without
access to information about the technology and its track record, the defense
attorney may altogether omit challenging the technology.3°” The results can be
devastating and determinative for a conviction, as Magbanua’s conviction upon
retrial with the introduction of the Al-enhanced audio demonstrates.’*® The
failures to provide notice and disclosure regarding Al-enhanced evidence can be
readily remedied by judicial standing orders, without the need to wait years or
even decades, for formal changes to the Rules of Evidence.3*® Even if all the
members of the Advisory Committee agreed to adopt Al-specific evidence
rules—which they do not—the process would take three to five years.*®® Some
high-stakes rules, such as amendments to Rule 702 on expert witnesses that took
effect in December 2023, have a history of evolution, including intermediate
amendments attempting to clarify the rule, spanning decades.*"!

Changes to Federal Rules undergo a lengthy administrative and legislative
process pursuant to the Rules Enabling Act.*9? The Advisory Committee must
decide to pursue a proposal, formulate a draft, and seek permission from the
Standing Committee to publish the draft for comment from the bench, bar, and
general public.*®3 The Advisory Committee then revises the draft based on
comments and transmits the amendment to the Committee on Rules of Practice
and Procedure (“Standing Committee”), which independently reviews the
proposal.*%4 If the Standing Committee approves the Advisory Committee’s
revised draft, the changes go to the Judicial Conference, which has the power to

3% See, e.g., Transcript of Rec., Magbanua, supra note 12, at 5578 (discussing repeated
requests and failure to disclose); Motion to Continue, Magbanua, supra note 22, at 5-7
(discussing delayed disclosure).

397 See discussion supra notes 20-27 (discussing criminal defendant’s failure to challenge
Al-enhanced audio recording despite significant changes Al technology made to recording).

398 See discussion supra notes 28-31 (analyzing case in which defendant was convicted
upon retrial after prosecution introduced Al-enhanced audio recording that had been virtually
unintelligible during first trial).

399 See October 2024 Capra Memorandum, supra note 293, at 227 (explaining some rules
changes, such as expert witness provisions, have taken twenty years to amend).

400 Id.

401 See Recent Rule, Federal Rule of Evidence 702, 138 HARV. L. REV. 899, 900-06 (2025)
(detailing successive efforts by Judicial Conference to refine Rule 702’s reliability standard).

402 28 U.S.C. §§ 2071-77 (setting forth Federal Rules of Evidence rulemaking procedure);
see Michael Teter, Acts of Emotion: Analyzing Congressional Involvement in the Federal
Rules of Evidence, 58 CATH. U. L. REv. 153, 154 (2008) (“The overall process has been
described as conservative and slow, and it takes at least two to three years from start to
finish.”).

403 How the Rulemaking Process Works, U.S. CTs., https://www.uscourts.gov/forms-rules/
about- rulemaking- process/ how-rulemaking-process-works [https://perma.cc/ T9SD-XD3Z]
(last visited Dec. 9, 2025).

404 g
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recommend amendments to the Supreme Court.*% If the Court approves the
amendments, it may promulgate the revisions by May 1; the draft would become
effective no earlier than December 1 of that same year, unless Congress acts by
legislation to reject, amend, or defer the amendments.40

In contrast, a judicial standing order is issued by a judge as part of the court’s
inherent power to manage cases and regulate the practice of litigants in the
courtroom.*” Standing orders can shape the fair and orderly presentation of
cases and potentially even encourage the crystallization of norms.*%® Unlike with
the lengthy rules amendment process, which requires layers of institutions and
review for any change, a judge can issue, amend, and update standing orders as
necessary, which makes it a desirable instrument for meeting the challenge of
rapidly-evolving technology.*®® Admittedly, rules changes are preferable
because of their uniformity, rather than relying on piecemeal approaches that
may vary between judges.*!® But unless and until rules changes are adopted,
judicial standing orders are preferable in the interim—and can even help
crystallize and field-test approaches that can inform future rules changes.

Some forward-thinking judges are already providing instructive examples of
how standing orders can rectify problems with AL#!! Judges are increasingly
concerned about filings produced using generative AIl, complete with
hallucinated citations—realistic-looking citations created by Al to nonexistent
cases.!? The term hallucination is a colorful term for a potentially insidious
proclivity of generative Al to “mak[e] stuff up” and supply “false or completely

405 Bernadette Bollas Genetin, Expressly Repudiating Implied Repeals Analysis: A New
Framework for Resolving Conflicts Between Congressional Statutes and Federal Rules, 51
EMoORY L.J. 677, 689 (2002) (explaining in practice Rules Enabling Act has resulted in
“minimal participation” by Supreme Court).

406 .S. CTts., supra note 403.

407 See United States v. Ray, 375 F.3d 980, 988, 993 (9th Cir. 2004) (recognizing courts’
inherent authority to regulate proceedings through standing orders).

408 See Kimberly A. Jolson, The Power of Suggestion: Can a Judicial Standing Order
Disrupt a Norm?, 89 U. CIN. L. REv. 455, 463-64 (2021) (considering impact of judicial
standing orders on junior-lawyer courtroom roles).

409 See April 2024 Capra Memorandum, supra note 72, at 14 (“Members expressed the
concern that, given the length of the rulemaking process, there was a real risk that any
proposed amendments to deal with Al could become outmoded before they even went into
effect....”).

410 See id. at 19 (“Given the complexities and challenges presented by artificial intelligence
generated evidence, a new rule that sets a standard for what is sufficient to authenticate such
evidence would be extremely helpful.”).

41 E g Judge Baylson Standing Order, supra note 77; Judge Kang Standing Order, supra
note 77, at 10; Order on Artificial Intelligence, (U.S. Ct. Int’l Trade) (June 8, 2023)
[hereinafter Judge Vaden Standing Order], https://www.cit.uscourts.gov/sites/cit/files/Order
%200n%20Artificial%20Intelligence.pdf [https://perma.cc/JEV7-L4TU].

412 See sources cited supra note 78 (listing cases imposing sanctions for briefs containing
false or fabricated citations).
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imaginary information.”*!3 Some judges concerned by the increasing use of Al
to write briefs have issued standing orders requiring disclosure of Al use in
preparing court filings.*'4

For example, United States District Court Judge Michael M. Baylson issued
a standing order directing that if any party has used Al in the preparation of a
filing before the court, the filing “MUST, in a clear and plain factual statement,
disclose that Al has been used in any way in the preparation of the filing, and
CERTIFY, that each and every citation to the law or the record in the paper, has
been verified as accurate.”*> Magistrate Judge Peter H. Kang’s standing order
contains even more detailed instructions to parties who use an Al tool to create
or draft any filing.*!¢ The party must prominently disclose the use of Alin (1) the
filing title or pleading caption; (2) a table preceding the body of the filing; or
(3) by separate notice filed contemporaneously with the document.*'7 The party
must keep records of what portions of the text of the filing were created or
drafted by an Al tool and must ensure there are no “Al-hallucinated citations to
law, case or legal citations which are fictitious or nonexistent, or any
uncorroborated assertions of law or fact.”*!8

Judicial standing orders on Al can be expanded to further specify notice,
disclosure, and attorney certification for Al-enhanced evidence. Draft language
can specify that any party that seeks to introduce evidence enhanced by an
artificial intelligence program give timely notice and disclose by affidavit of the
attorney or analyst that:

(1) evidence was enhanced by technology utilizing artificial intelligence
and what portions of the evidence were enhanced;

(2) which specific technology was used, how it operates, and what steps
were taken to enhance the evidence with that technology; and

(3) duplicates of the original and enhanced versions of the evidence.

What constitutes timely notice can vary by the judge, but the time should be
sufficient to allow an opposing party to investigate the technology and find
experts to help challenge it, if necessary. A helpful yardstick is at least ninety
days, a choice made under Federal Rules of Civil Procedure 26 for expert
disclosures, showing a practice-tested reasonable period accounting for the need
to prepare rebuttal experts, if necessary.*!® To facilitate challenge and inquiry
into the reliability of enhancement procedures, and protect potential trade

413 Smith v. Farwell, No. 2282CV01197, 2024 WL 4002576, at *9 (Mass. Super. Ct. Feb.
15,2024).

414 F g Judge Baylson Standing Order, supra note 77; Judge Kang Standing Order, supra
note 77, at 10; Judge Vaden Standing Order, supra note 411.

415 Judge Baylson Standing Order, supra note 77.

416 Judge Kang Standing Order, supra note 77, at 10.

417 Id.

418 Id

419 See FED. R. CIv. P. 26(a)(2)(D) (requiring at least 90 days notice for expert witnesses
unless excused or otherwise set).
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secrets, disclosures about the technology can be filed under a stipulated
protective order during the discovery stage.*?°

Consistent with longstanding practice, a judicial comparison of the original
and technologically enhanced evidence can help a judge make a threshold
evaluation of whether a reasonable jury could find the enhanced version
authentic and relevant.*?! Moreover, as a best practice, the original unenhanced
video should be admitted together with the enhanced evidence so the jury can
see how much of a transformation Al enhancement produced, offering fair
context.*?? The preference to admit both the original and the enhanced duplicate
arises from the best evidence rule and its corollaries, which permit the admission
of a duplicate “unless a genuine question is raised about the original’s
authenticity or the circumstances make it unfair to admit the duplicate.”*?3

In lieu of costly battles of the experts every time technologically enhanced
evidence is introduced, which intensify inequality of arms, a court can accept
affidavits by counsel either that no generative Al technology was used, or that
the technology used did not transform or add content to the original.*?* A party
alleging the use of Al to generate misleading evidence must give notice of the
challenge and proffer a sufficient factual basis to overcome the opposing party’s
certification and warrant a hearing.*>> Such certifications by counsel leverage
ethical duties of candor and against presenting false evidence to protect against
misleading evidence while avoiding ratcheting up the costs to present crucial
evidence.*?® Impactful evidence like enhanced videos and images must not
become a luxury for the wealthy party with ready access to experts and

420 See, e.g., Binh Hoa Le v. Exeter Finance Corp., 990 F.3d 410, 419 (5th Cir. 2021) (“At
the discovery stage, when parties are exchanging information, a stipulated protective order
under Rule 26(c) may well be proper. Party-agreed secrecy has its place—for example,
honoring legitimate privacy interests and facilitating the efficient exchange of information.”).

41 E.g., United States v. Roberts, 84 F.4th 659, 670 (6th Cir. 2023), cert. denied, 144 S.
Ct. 867 (2024); United States v. Seifert, 445 F.3d 1043, 1045 (8th Cir. 2006).

422 See State v. Prater, 2018-Ohio-932, 108 N.E.3d 665, at 9 29 (citing examples of courts
refusing to admit enhanced video solely if original was not admitted for comparison
purposes).

423 Fep. R. BvID. 1003; Prater, 2018-Ohio-932, 108 N.E.3d 665, at ] 29.

424 (f., e.g., Standing Order for Civil Cases Before District Judge Araceli Martinez-Olguin,
at 6 (N.D. Cal. Oct. 20, 2025) https://cand.uscourts.gov/sites/default/files/standing-orders/
AMO-CivilStandingOrder-10-20-2025.pdf [https://perma.cc/G8JC-SS2N] (“Any submission
containing Al-generated content must include a certification that lead trial counsel has
personally verified the content’s accuracy.”).

425 Cf Daniel J. Seng & Stephen Mason, Artificial Intelligence and Evidence, 33 SING.
AcAD. L.J. 241, 265 (2021) (“In criminal proceedings, the Defence should be required to
provide advance warning to the trial judge that the authenticity of identified aspects of the
evidence will be questioned, and to set out the grounds upon which the challenge is made.”).

426 See MODEL RULES OF PRO. CONDUCT 1. 3.3(a) (A.B.A. 1983) (prohibiting lawyers from
knowingly making false statements of fact or law to tribunal or failing to correct such
statements).
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effectively denied to under-resourced parties like public interest plaintiffs or
criminal defendants.*?”

CONCLUSION

Technological advances intertwined with the ubiquity of devices like
smartphones are generating a deluge of evidence that can be digitally enhanced
with the touch of a button.*?® Digital- and Al-powered programs can clear up
formerly unintelligible sound, elicit the details of otherwise indiscernible
images, and more.*?* How much technological enhancement is too much—or
too unreliable, untested, or opaque in operation to be admissible? Courts have
long admitted technologically enhanced evidence under flexible authentication
rules with low barriers and a balancing test tilted toward admissibility.*3° But
concerns over generative Al are spurring emerging efforts to ratchet up barriers
to the admissibility of technologically enhanced evidence.*3! Some proposals
would dramatically raise the costs to entry of crucial impactful evidence like
videos and photos by requiring expert attestations and battles of the experts.*3?

Deborah Rhode’s decades-old wisdom that “[f]lew issues are more central
[y]et more neglected in our policy debates than access to justice” applies to
cutting-edge debates over Al and evidence today.*3*> While the proposals are
well-meaning efforts, often prompted by fears of generative Al’s capacity to
create deepfakes, they illustrate the problem of proposing policies without
attention to the realities of severe resource gaps—an inequality of arms—
between litigants.*3* Requiring experts as the price of entry for technologically
enhanced evidence would further exacerbate the inequality of arms and
particularly burden under-resourced parties such as public interest plaintiffs and
criminal defendants.*3

This Article addresses safeguards for Al-enhanced evidence through the
theoretical and pragmatic lens of inequality of arms and access to justice. The
choice and design of safeguards for Al-enhanced evidence can either exacerbate
or alleviate the inequality of arms. Resource disparities between parties are

427 See discussion supra notes 388-94.

428 Jack M. Sabatino, The Appellate Digital Deluge: Addressing Challenges for Appellate
Review Posed by the Rising Tide of Video and Audio Recording Evidence, 96 TEMP. L. REV.
11, 14 (2023); Chamin Morikawa et al., Image and Video Processing on Mobile Devices: A
Survey, 37 VISUAL COMPUT. 2931, 2933 (2021).

429 See, e.g., Adelson’s Motion in Limine, supra note 10, at 1-2 (discussing Al audio
enhancement of formerly unintelligible audio); see supra Figure 2 (contrasting original and
Al-enhanced cell phone video still).

430 See discussion supra Sections I.A-C.

1 See, e.g., Findings of Fact, Puloka, supra note 1, at pt. I, 99 7-8 (excluding crucial
defense video under Frye); October 2024 Capra Memorandum, supra note 293, at 226-71.

432 See discussion supra notes 340-45.

433 Rhode, supra note 334, at 1013.

434 See discussion supra Section IILA.

435 See discussion supra at notes 388-94.
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particularly stark in contexts such as employment and environmental law, civil
rights litigation, and criminal cases.*3¢ Public interest plaintiffs and criminal
defendants lack access to information and experts to surmount expensive
barriers to entry for crucial evidence.*3” In contrast, well-resourced opponents
have ready access to pools of experts, data, and resources.*3® Tactics such as
delaying notice, denying disclosure, and necessitating multiple motions that
further drain the resources of under-resourced opponents all leverage the
inequality of arms to impede the ability to fairly present a case.*3° Viewing
safeguards for Al-enhanced evidence through the lens of inequality of arms
illuminates the need for improved notice and disclosure that can be achieved by
judicial standing orders, without the need to wait years or even decades for
formal evidence rules changes.*40

436 See sources cited supra note 53 (discussing inherent resource disparities).

437 Tobias, Rule 19, supra note 346, at 765; Giannelli, supra note 153, at 1243-44.
438 Tobias, Rule 19, supra note 346, at 765.

439 Tobias, Rules Revisions, supra note 53, at 890.

440 See discussion supra Section IIL.B.



