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THE POST-CARPENTER AUTOMOBILE EXCEPTION 

Muhammad Mustafa 

ABSTRACT 

Traffic stops continue to be the most direct and pervasive way in which 
civilians encounter the law enforcement and the criminal justice system. And 
much like everything else in the American criminal justice system, this 
proliferation of traffic stops and automobile regulation has been skewed along 
racial lines. What cops can and cannot do during these traffic stops, therefore, 
is of great significance.  

The automobile exception to the Fourth Amendment’s warrant requirement 
has been one of the most significant means through which law enforcement 
officers have regulated not only cars but also the individuals within them, and 
the Supreme Court has repeatedly reaffirmed and expanded their power to do 
so. Under the automobile exception, a police officer can search a car and all 
containers within it without a warrant so long as they have probable cause to 
do so. While at first glance it might seem like such a broad exception would 
easily swallow the rule and allow the warrantless search of cell phones and 
other electronics as well, the Supreme Court has not ruled on the issue, and 
lower courts have been split. 

Further, the Supreme Court has shown a willingness to treat cell phones 
differently than other containers. In Riley v. California, the Court refused to 
allow the warrantless search of cell phones during searches incident to arrest, 
and in Carpenter v. United States, the Court refused to allow the search of cell-
site location information under the third-party doctrine. This Note argues that 
the Court’s demonstrated sensitivity in Riley and Carpenter to the quality and 
quantity of information stored on cell phones and other electronics is well 
founded and should continue to guide the Court’s ever-evolving Fourth 
Amendment jurisprudence. The history of and rationale behind the automobile 
exception and the logic and holdings of Riley and Carpenter counsel that cell 
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phones and similar electronics cannot be searched under the automobile 
exception. When the issue does inevitably come before the Court, it should 
recognize that the alternative solutions adopted by some lower courts fail to do 
anything other than place easily surmountable obstacles in the path of police 
officers searching such devices. The only real way to protect the privacy 
interests we hold in the vast amounts of information stored in our cell phones 
and other electronics and to reconcile the Court’s precedents discussing this 
interest is to hold that such devices cannot be searched under the automobile 
exception. 
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INTRODUCTION 

The Samsung Galaxy Note 10+, released in 2019, can store up to 1.5 terabytes 
of data.1 To put this into context, a terabyte is the equivalent of “200,000 5-
minute songs; 310,000 pictures; or 500 hours’ worth of movies.”2 Today, more 
than 96% of Americans own a cell phone, and 81% own a smartphone.3 Now 
imagine a young professional driving along a highway with her Note 10+ on the 
passenger seat. She has just dropped off her very high friend, and now her car 
reeks of marijuana. Unaware that her state still criminalizes the substance, our 
hypothetical driver is pulled over by a police officer. When she rolls down her 
window, the pungent and easily recognizable odor of marijuana wafts its way to 
the officer’s nose. The officer, a good old rule-of-law policeman, orders the 
driver out of the car and begins searching the car. He first comes across a bag of 
suspicious-looking white powder, which, unbeknownst to the driver, her former 
passenger had accidentally left in the backseat. The officer then comes across 
the driver’s phone, a Note 10+ with 1.5 terabytes worth of pictures, videos, 
music, and texts; he then decides to search it. A little low on his felony arrests 
for the month, the officer painstakingly looks through the driver’s photos, texts, 
and videos, hoping to come across some evidence that this driver is a drug dealer. 
Can he do that? The answer, hopefully surprising to most readers, is likely yes.  

Under the automobile exception4 to the warrant requirement of the Fourth 
Amendment, police officers can search a car and all containers within it without 
a warrant so long as they have probable cause to do so.5 Under this rule, it would 
seem that the kind of search described above is constitutional because one would 
be hard-pressed to argue that a cell phone is not a container for purposes of 
Fourth Amendment protection. However, the Court has shown a willingness to 
treat cell phones differently than other, more traditional containers. In Riley v. 
California,6 the Court held that cell phones could not be searched during 

 

1 The Note 10+ can reach this storage capacity with an additional MicroSD card. Galaxy 
Note10 | Note10+ | Note10+ 5G, SAMSUNG, https://www.samsung.com/us/mobile/galaxy-
note10/1/ [https://perma.cc/7A2Y-U3CJ] (last visited Dec. 28, 2020). 

2 Brady Gavin, How Big Are Gigabytes, Terabytes, and Petabytes?, HOW-TO GEEK (May 
25, 2018, 10:24 AM), https://www.howtogeek.com/353116/how-big-are-gigabytes-
terabytes-and-petabytes/ [https://perma.cc/UKB6-B5DT]. 

3 Mobile Fact Sheet, PEW RSCH. CTR. (June 12, 2019), https://www.pewresearch.org 
/internet/fact-sheet/mobile/ [https://perma.cc/9X8V-3ZZ9]. 

4 For a thorough history of the automobile exception and a description of how the 
automobile has shaped law enforcement in this country, see generally SARAH A. SEO, 
POLICING THE OPEN ROAD: HOW CARS TRANSFORMED AMERICAN FREEDOM (2019) (detailing 
how rise of automobile use in the United States led to expansion in police authority and 
narrowing of Fourth Amendment rights). 

5 California v. Acevedo, 500 U.S. 565, 580 (1991); see also SEO, supra note 4, at 253-54 
(discussing Acevedo). 

6 573 U.S. 373 (2014). 
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searches incident to arrest, another commonly invoked exception to the warrant 
requirement.7 Similarly, in Carpenter v. United States,8 the Court declined to 
extend the third-party doctrine—which states that “a person has no legitimate 
expectation of privacy in information [they] voluntarily turn[] over to third 
parties”9—to include the warrantless search of an individual’s cell-site location 
information (“CSLI”).10 Together, these decisions show the Court’s willingness 
to exempt cell phones and other electronics from both exceptions to the warrant 
requirement, like searches incident to arrest, and rules governing when an 
individual retains an expectation of privacy in their effects, like the third-party 
doctrine.  

Following these decisions, it is unclear what restrictions, if any, the Court 
may place on the search of a cell phone or other electronic device searched under 
the automobile exception. Will the Court allow the officers to search anything 
and everything accessible on or through the phone? Will the Court simply 
disallow the officers from looking at anything in the phone? Will the Court strike 
a balance by allowing officers to search only locations or applications (“apps”) 
in the phone that might hold the evidence that the officers are looking for? Or 
will the Court create a distinction between what is physically stored on the phone 
and what is stored online but remains accessible through the phone? While the 
answer is far from clear, this Note argues that the rationales of Riley and 
Carpenter provide persuasive bases for the finding that cell phones and other 
electronics cannot be searched under the automobile exception and that such a 
conclusion is the only way to be consistent with precedent.  

The significance of this issue is difficult to overstate. As Professor Sarah Seo 
points out, “[t]he overpolicing of cars is a fact of life for people of color in 
America.”11 In 2015, “27 percent of police killings of unarmed citizens began 
with a traffic stop,” and for some municipal courts, more than half of all cases 
they heard were traffic cases.12 Nationwide, “[n]o form of direct government 
control comes close to these [traffic] stops in sheer numbers, frequency, 
proportion of the population affected, and in many instances, the degree of 
coercive intrusion.”13 And much like everything else in the American criminal 
justice system, this proliferation of traffic stops and automobile regulation has 

 

7 Id. at 403. 
8 138 S. Ct. 2206 (2018). 
9 Id. at 2216 (quoting Smith v. Maryland, 442 U.S. 735, 743-44 (1979)). 
10 Id. at 2223. 
11 SEO, supra note 4, at 5. 
12 Id. at 5-6 (pointing out that, in 2014, Ferguson, Missouri’s “municipal court had roughly 

53,000 traffic cases, compared with about 50,000 nontraffic cases”). 
13 Id. at 6 (second alteration in original) (quoting CHARLES R. EPP, STEVEN MAYNARD-

MOODY & DONALD HAIDER-MARKEL, PULLED OVER: HOW POLICE STOPS DEFINE RACE AND 

CITIZENSHIP 2 (2014)). 
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been “skewed along racial lines.”14 Seo argues that “the social and legal 
developments that made the systematic policing of minorities possible did not 
originate with an intention to do so. This history begins with the mass production 
of the automobile and the immediate imperative to regulate the motoring 
public.”15 What cops can and cannot do during these abundant traffic stops, 
therefore, is of great significance. As disagreements abound between both 
federal and state courts about whether cell phones and other electronics can be 
searched under the automobile exception, it is of the utmost importance to keep 
in mind the history and future implications of the ever-expanding automobile 
exception and the role that it has played in the development of law enforcement 
in this country. 

Part I below provides some necessary background information about the 
automobile exception. Part II describes the issue and the legal ambiguity 
surrounding the automobile exception as it relates to electronic devices. Part III 
argues that there is only one solution: the government should not be allowed to 
conduct warrantless searches of cell phones and other electronic devices under 
the automobile exception. 

I. THE ORIGINS AND RATIONALES OF THE AUTOMOBILE EXCEPTION 

The Fourth Amendment to the United States Constitution states that “[t]he 
right of the people to be secure in their persons, houses, papers, and effects, 
against unreasonable searches and seizures, shall not be violated.”16 And while 
the Amendment goes on to say that “no Warrants shall issue, but upon probable 
cause, supported by Oath or affirmation, and particularly describing the place to 
be searched, and the persons or things to be seized,”17 the Supreme Court has 
carved out numerous exceptions to this warrant requirement. Such exceptions 
include, but are not limited to, the exigent circumstances exception,18 Terry 

 

14 Id. at 6. 
15 Id. at 7. 
16 U.S. CONST. amend. IV. 
17 Id. 
18 See Missouri v. McNeely, 569 U.S. 141, 149 (2013) (“A variety of circumstances may 

give rise to an exigency sufficient to justify a warrantless search, including law enforcement’s 
need to provide emergency assistance to an occupant of a home, engage in ‘hot pursuit’ of a 
fleeing suspect, or enter a burning building to put out a fire and investigate its cause.” 
(citations omitted) (quoting United States v. Santana, 427 U.S. 38, 42-43 (1976)). 
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stops,19 and searches incident to arrest.20 Additionally, one of the earliest 
exceptions to the warrant requirement is the automobile or vehicle exception, 
which states that if law enforcement officers have probable cause to believe that 
a vehicle may contain evidence of a crime, they may stop and search it without 
a warrant.21  

First created in 1925, the automobile exception has a long and complicated 
history.22 In Carroll v. United States,23 the Court outlined several factors that led 
it to conclude that the warrantless search of an automobile was constitutional.24 
These factors included “[t]he intent of Congress to make a distinction between 
the necessity for a search warrant in the searching of private dwellings and in 
that of automobiles and other road vehicles in the enforcement of the Prohibition 
Act,”25 the long history of statutory authorizations of warrantless searches of 
vehicles,26 and the impracticability of securing a warrant before searching a 
readily movable vehicle.27 The Court went on to note that “[i]n cases where the 

 

19 See Terry v. Ohio, 392 U.S. 1, 30 (1968) (“We merely hold today that where a police 
officer observes unusual conduct which leads him reasonably to conclude in light of his 
experience that criminal activity may be afoot and that the persons with whom he is dealing 
may be armed and presently dangerous, where in the course of investigating this behavior he 
identifies himself as a policeman and makes reasonable inquiries, and where nothing in the 
initial stages of the encounter serves to dispel his reasonable fear for his own or others’ safety, 
he is entitled for the protection of himself and others in the area to conduct a carefully limited 
search of the outer clothing of such persons in an attempt to discover weapons which might 
be used to assault him.”). 

20 See United States v. Robinson, 414 U.S. 218, 235 (1973) (“[I]n the case of a lawful 
custodial arrest a full search of the person is not only an exception to the warrant requirement 
of the Fourth Amendment, but is also a ‘reasonable’ search under that Amendment.”); see 
also SEO, supra note 4, at 238-47. 

21 See Carroll v. United States, 267 U.S. 132, 149 (1925) (“[T]he true rule is that if the 
search and seizure without a warrant are made upon probable cause, that is, upon a belief, 
reasonably arising out of circumstances known to the seizing officer, that an automobile or 
other vehicle contains that which by law is subject to seizure and destruction, the search and 
seizure are valid.”). 

22 For a far more detailed and thorough analysis of the Court’s messy automobile exception 
jurisprudence, see 3 WAYNE R. LAFAVE, SEARCH AND SEIZURE: A TREATISE ON THE FOURTH 

AMENDMENT § 7.2(b) (6th ed. 2020) (discussing factors that contribute to the Court’s lax view 
on warrantless searches of vehicles); SEO, supra note 4, at 113-55. 

23 267 U.S. 132 (1925). 
24 Id. at 162. 
25 Id. at 147. 
26 Id. at 149-53 (outlining numerous state and federal statutes that allowed warrantless 

searches of ships, vessels, boats, wagons, and beasts). 
27 Id. at 153 (“[S]ince the beginning of the Government, [the Court has] recogniz[ed] a 

necessary difference between a search of a store, dwelling house or other structure in respect 
of which a proper official warrant readily may be obtained, and a search of a ship, motor boat, 
wagon or automobile, for contraband goods, where it is not practicable to secure a warrant 
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securing of a warrant is reasonably practicable, it must be used.”28 However, as 
is outlined below, these factors—especially the “reasonably practicable” 
requirement—have come to provide suspects with less and less protection as the 
Court’s automobile exception jurisprudence has progressed.  

Within the decade following Carroll, the Court completely backtracked on 
the requirement that it be reasonably impracticable to obtain a warrant in order 
for the automobile exception to apply. In Husty v. United States,29 the Court 
“upheld a warrantless search of a parked car for alcohol by federal officers on 
the grounds that the officers ‘could not know when Husty would come to the car 
or how soon it would be removed.’”30 Despite the fact that “several officers took 
part in the search, the Court did not think it was necessary for one of them to 
secure a warrant while leaving the car under the watchful eye of the others.”31 
In Scher v. United States,32 multiple officers followed and watched the defendant 
for several hours as he drove around his neighborhood.33 After the defendant 
drove into his garage, one of the officers approached the defendant and searched 
his car, finding contraband.34 In its four-page opinion, the Supreme Court upheld 
the search of the car, citing Carroll and the automobile exception.35 The Court 
never mentioned the possibility that one of the officers following the defendant 
could have attempted to obtain a warrant, choosing instead to uphold the search 
because “[t]he officers did nothing either unreasonable or oppressive.”36 

Decades later, in 1985, the Court stated in California v. Carney37 two main 
justifications for the automobile exception: the potential mobility of such 
vehicles and the lesser expectation of privacy that individuals have in them.38 

 

because the vehicle can be quickly moved out of the locality or jurisdiction in which the 
warrant must be sought.”). 

28 Id. at 156. 
29 282 U.S. 694 (1931). 
30 Tracey Maclin, Cops and Cars: How the Automobile Drove Fourth Amendment Law, 

99 B.U. L. REV. 2317, 2334 n.87 (2019) (quoting Husty, 282 U.S. at 701). 
31 Id. (quoting JACOB W. LANDYNSKI, SEARCH AND SEIZURE AND THE SUPREME COURT 91 

(1966)). 
32 305 U.S. 251 (1938). 
33 Id. at 253. 
34 Id. 
35 Id. at 252-55. 
36 Id. at 255; accord Maclin, supra note 30, at 2334 n.87 (“Scher, written by Justice 

McReynolds, who dissented in Carroll, offered no discussion on why it was impractical for 
the officer to obtain a warrant.”). 

37 471 U.S. 386 (1985). 
38 Id. at 390-91. The Court noted that this lesser expectation of privacy derives “from the 

pervasive regulation of vehicles capable of traveling on the public highways.” Id. at 392. 
While it is true that the regulations the Court is referring to implicate no Fourth Amendment 
concerns on their own, using such governmental regulations to find that individuals have a 
lesser expectation of privacy in their automobiles in order to justify further governmental 
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While the Court acknowledged that its “cases have consistently recognized 
ready mobility as one of the principal bases of the automobile exception,” it went 
on to note that “[e]ven in cases where an automobile was not immediately 
mobile, the lesser expectation of privacy resulting from its use as a readily 
mobile vehicle justified application of the vehicular exception.”39 The Court 
then found that the automobile exception applied to the defendant’s motor home, 
even though there was no reason to suspect that it would be moved before the 
officers could get a warrant.40 Given that the officers in this case surveyed the 
defendant’s home for over an hour41 and that the motor home was parked near 
a courthouse and “offered no indication of any imminent departure,”42 Carney, 
in addition to Husty and Scher, demonstrates that Carroll’s requirement that 
officers secure a warrant when it is reasonably practicable is no longer good 
law.43 Now, as long as officers have probable cause to believe that an 
automobile—even a motor home parked down the street from a courthouse—
contains evidence of a crime, they can search it without a warrant.44  

Similarly, the “ready mobility” rationale of the Court in Carney has also 
slowly given way to the “lesser expectation of privacy” rationale for the 
automobile exception,45 allowing officers to even search automobiles that they 
have already seized46 or automobiles that are incapable of being moved.47 Now, 
in upholding warrantless searches under the automobile exception, what courts 
are “unquestionably relying . . . upon [is] the notion that vehicles carry with 

 

regulation is counterintuitive at best and borders on being circular. It is also questionable why 
knowing that your car’s speed is subject to governmental regulation, that you must have a 
visible license plate, or that you must wear a seat belt would lead you to expect that the 
government can search the entire interior of your car. This, however, is an argument for a 
different time and paper, and one that the Court would not be likely to accept decades after 
Carney. 

39 Id. at 390-91. 
40 The Court went so far as to speculate that, “[a]bsent the prompt search and seizure, it 

could readily have been moved beyond the reach of the police.” Id. at 393. 
41 Id. at 388. 
42 Id. at 404 (Stevens, J., dissenting). 
43 See LAFAVE, supra note 22, § 7.2(b) (“The Supreme Court’s Chambers through Carney 

line of cases—and, indeed, many other cases in the field of search and seizure—cannot be 
squared with the oft-stated principle that warrants-when-practicable is the best policy.” 
(footnote omitted)). 

44 Carney, 471 U.S. at 395. 
45 See LAFAVE, supra note 22, § 7.2(b). 
46 See United States v. Johns, 469 U.S. 478, 487-88 (1985) (holding that evidence found 

during warrantless search of two trucks that had already been seized by police was 
admissible); see also LAFAVE, supra note 22, § 7.2(b). 

47 See United States v. Hepperle, 810 F.2d 836, 840 (8th Cir. 1987); see also LAFAVE, 
supra note 22, § 7.2(b). 
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them a lesser expectation of privacy.”48 Some scholars, however, question the 
validity of even this rationale. Professor Tracey Maclin argues that “[n]obody—
including the Justices—sincerely believes that motorists have diminished 
privacy interests in purses, wallets, and suitcases placed in cars.”49 As he 
explains,  

 Generally speaking, the notion that motorists possess a lesser 
expectation of privacy in their vehicles has not withstood scrutiny. 
Extending this belief to containers discovered inside of a car makes no 
sense if a court intends to protect privacy interests. If a briefcase, purse, or 
a two-hundred-pound footlocker carried by a pedestrian cannot be 
subjected to a warrantless search notwithstanding probable cause that it 
contains evidence of criminality, a warrantless search should not be 
permitted the moment the pedestrian puts his or her effect in a car and 
becomes a motorist. The Court, however, has decided otherwise.50 

Professor Maclin goes on to discuss Wyoming v. Houghton,51 in which the 
Court upheld the search of a passenger’s purse under the automobile exception.52 
While Justice Scalia, writing for the majority, does assert that “[p]assengers, no 
less than drivers, possess a reduced expectation of privacy with regard to the 
property that they transport in cars,”53 Professor Maclin questions the soundness 
of this assertion.54 He points out that “[p]urses and knapsacks often contain a 
passenger’s (and driver’s) most intimate and private items, and there is no 
everyday type of regulation of vehicular traffic that calls for routine inspection 
of a passenger’s purse or knapsack.”55 Ultimately Professor Maclin states, “As 
Professor LaFave notes, this is another ‘invented’ justification. In my view, it 
has no basis in the real world.”56  

 

48 LAFAVE, supra note 22, § 7.2(b). 
49 Maclin, supra note 30, at 2353. 
50 Id. at 2353-54 (emphasis omitted) (footnote omitted). 
51 526 U.S. 295 (1999). 
52 Id. at 307. 
53 Id. at 303. 
54 Maclin, supra note 30, at 2354 (“Who believes this?”). 
55 Id. at 2355. 
56 Id. (footnote omitted). Professor Maclin asserts that “the automobile exception has 

evolved into a categorical rule under the modern Court: probable cause to support a search 
makes the search constitutional. Therefore, when police follow this categorical rule, searching 
a computer or cell phone found in a car is reasonable.” Id. at 2369. Regardless of the 
exception’s origins, Professor Maclin believes that now the only basis for the exception is 
probable cause. However, as he acknowledges, “the pre-Riley search incident to arrest norm 
was also a ‘categorical rule,’ just as pre-Carpenter third-party-doctrine law established a 
categorical rule—namely, when a person discloses information to a third party, the revealed 
information is no longer protected under the Fourth Amendment.” Id. at 2369-70 (footnote 
omitted). Because the Court was willing to consider the unique nature of cell phones and other 
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While Professor Maclin is correct that there is no way to reconcile the Court’s 
stated lesser-expectation-of-privacy rationale for the automobile exception with 
reality and with the Court’s cases extending the exception to containers, we must 
take the Court at its word; there is no alternative. Even in Houghton, which 
Professor Maclin cites in support of his position, the Court persisted in 
employing the lesser-expectation-of-privacy rationale in its reasoning.57 
Regardless of whether it did so in a persuasive manner or whether such 
reasoning reflects reality, the lesser-expectation-of-privacy rationale is the 
framework that the Court continues to use in assessing automobile exception 
cases. While Professor LaFave agrees with Professor Maclin that this 
justification behind the automobile exception is an “‘invented’ justification,”58 
even he acknowledges, as previously stated, that what courts are 
“unquestionably relying” on in automobile exception cases is “the notion that 
vehicles carry with them a lesser expectation of privacy.”59 To be sure, the Court 
may be doing so out of necessity. Already having done away with all other 
potential justifications for the exception60 and faced with the reality that the text 
of the Fourth Amendment draws no distinction between homes and effects like 
automobiles, the only way in which the Court can continue to justify treating 
homes and automobiles differently is via the lesser-expectation-of-privacy 
rationale. As such, were the issue of whether cell phones and other electronics 
can be searched under the automobile exception ever litigated before the 
Supreme Court, the arguments advanced in this Note based on the lesser-
expectation-of-privacy rationale could be persuasive. Therefore, the remainder 
of this Note proceeds as the Court would: under the assumption that the last 
surviving rationale behind the automobile exception is the idea that individuals 

 

electronics in deciding whether to permit their warrantless searches under these two 
categorical rules—the search-incident-to-arrest exception and the third-party doctrine—there 
is no reason it should not also do so for the automobile exception, even if Professor Maclin is 
correct in his assessment of the exception’s basis. Additionally, while probable cause may be 
the standard used to determine whether police were justified in conducting a warrantless 
search of an automobile, it cannot be the justification for the exception itself because it offers 
no reason to differentiate between homes and automobiles, which is exactly what the 
exception does. Even categorical rules have to be justified. The search-incident-to-arrest 
exception—a categorical rule prior to Riley—was justified by a concern for officer safety and 
as a measure to prevent the destruction of evidence. See Riley v. California, 573 U.S. 373, 
384-85 (2014). Similarly, while probable cause may be required before conducting an 
automobile-exception search, the justification for the exception’s existence in the first place 
remains the lesser-expectation-of-privacy rationale. 

57 See Wyoming, 526 U.S. at 303 (discussing passengers’ reduced expectation of privacy 
in automobiles). 

58 Maclin, supra note 30, at 2355. 
59 LAFAVE, supra note 22, § 7.2(b). 
60 See supra text accompanying notes 21-48 (discussing evolution of automobile 

exception). 
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retain a lesser expectation of privacy in their automobiles. The judicial 
preference for this rationale behind the automobile exception is further 
demonstrated in a line of cases deciding the constitutionality of police officers 
searching containers found within cars that they searched under the automobile 
exception.  

In United States v. Chadwick,61 the Court found that because “a person’s 
expectations of privacy in personal luggage are substantially greater than in an 
automobile,”62 federal agents were not allowed to search the defendants’ 
footlocker without a warrant.63 Citing Chadwick, the Court in Arkansas v. 
Sanders64 found that there was “no justification for the extension of Carroll and 
its progeny to the warrantless search of one’s personal luggage merely because 
it was located in an automobile lawfully stopped by the police.”65 As such, the 
Court found that, where police had probable cause to believe that a specific 
container contained contraband or evidence, the officers could only search the 
container without a warrant if the search were “justified under some exception 
to the warrant requirement other than that applicable to automobiles stopped on 
the highway.”66 However, in United States v. Ross,67 the Court found that if law 
enforcement had probable cause to believe that the vehicle itself—as opposed to 
a specific container placed within it—contained evidence or contraband, they 
could search “every part of the vehicle and its contents that may conceal the 
object of the search.”68 

While this distinction between what police officers may do when they have 
probable cause to believe that a specific container within a vehicle contains 
contraband or evidence versus when they have probable cause to believe that the 
vehicle contains such contraband or evidence may seem like impractical 
hairsplitting at first, Fourth Amendment scholars have defended it.69 Indeed, 
given that “searches conducted outside the judicial process, without prior 
approval by judge or magistrate, are per se unreasonable under the Fourth 
Amendment—subject only to a few specifically established and well-delineated 
exceptions,”70 it makes sense to limit the automobile exception in circumstances 
where the police only have probable cause to believe that a specific container 
within a vehicle contains contraband or evidence. Regardless, in Acevedo, the 

 

61 433 U.S. 1 (1977). 
62 Id. at 13. 
63 Id. at 15-16; see also SEO, supra note 4, at 248-52. 
64 442 U.S. 753 (1979), abrogated by California v. Acevedo, 500 U.S. 565 (1991). 
65 Id. at 765. 
66 Id. at 766. 
67 456 U.S. 798 (1982). 
68 Id. at 825; see also SEO, supra note 4, at 252-54. 
69 See LAFAVE, supra note 22, § 7.2(d) (criticizing this distinction but finding it preferable 

to the Court’s eventual holding in Acevedo, and noting that it was consistent with precedent). 
70 Katz v. United States, 389 U.S. 347, 357 (1967) (footnote omitted). 
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Court saw fit to do away with this dichotomy and, as discussed below, expanded 
the scope of the automobile exception.71 

In Acevedo, officers saw the defendant place a brown paper bag that they had 
probable cause to believe contained marijuana into his car’s trunk.72 As he drove 
away, the officers stopped him, opened the trunk and the bag, and found 
marijuana.73 Citing Chadwick, the California Court of Appeal held that the 
marijuana should have been suppressed because, while “the officers had 
probable cause to believe marijuana would be found . . . in a brown lunch bag,” 
they lacked probable cause to suspect that there was marijuana “[any]where else 
in the car.”74 The Supreme Court, however, reversed.75 In its decision that “[t]he 
interpretation of the Carroll doctrine set forth in Ross now applie[d] to all 
searches of containers found in an automobile,”76 the Court advanced several 
arguments for reversing the California Court of Appeal.77 Among those 
arguments was the Court’s assertion that “the Chadwick-Sanders line has been 
criticized in academic commentary.”78 In support of this assertion, the Court, 
quite erroneously and ironically,79 cited to Professor Wayne LaFave, pointing to 

 

71 California v. Acevedo, 500 U.S. 565, 579 (1991) (“The interpretation of the Carroll 
doctrine set forth in Ross now applies to all searches of containers found in an automobile. In 
other words, the police may search without a warrant if their search is supported by probable 
cause.”). 

72 Id. at 567. 
73 Id. 
74 People v. Acevedo, 265 Cal. Rptr. 23, 27 (Ct. App. 1990), rev’d, 500 U.S. 565 (1991). 
75 Acevedo, 500 U.S. at 581. 
76 Id. at 579. 
77 Cf. LAFAVE, supra note 22, § 7.2(d) (discussing flaws in Court’s reasoning in Acevedo). 
78 Acevedo, 500 U.S. at 576. 
79 As Professor LaFave himself points out, the Court’s reliance on his statements is 

disingenuous at best, as an 
examination of the context of that statement clearly reveals that [he] (a) expressed no 
doubts about the soundness of the Chadwick-Sanders line, (b) expressed considerable 
doubt about the wisdom of the Carroll-Chambers line, (c) found Ross a close call on 
whether a warrantless search of containers should be allowed even when the probable 
cause is as to the entire vehicle, but (d) as the Acevedo dissenters note, “ultimately 
conclude[d] that even Ross was correctly decided.” 

LAFAVE, supra note 22, § 7.2(d) (second alteration in original) (quoting Acevedo, 500 U.S. at 
597 (Stevens, J., dissenting)). The Court also ironically cited the dissenters in Ross to support 
its argument that there is no reason to distinguish between containers that police discover in 
a probable-cause search of an entire automobile versus containers that police specifically have 
probable cause to search that happen to be in automobiles. Acevedo, 500 U.S. at 573-74 
(majority opinion). The Court ignored the fact that the dissenters in Ross were arguing that 
the officers should not be able to search containers under either of the aforementioned 
circumstances and instead cited to their argument to demonstrate exactly the opposite. Id. The 
Court also stated that it “cannot see the benefit of a rule that requires law enforcement officers 
to conduct a more intrusive search in order to justify a less intrusive one,” id. at 575, arguing 
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his assertion that the Chadwick-Sanders line of cases could not be completely 
reconciled with Carroll and its progeny, to overrule the Chadwick-Sanders 
rules.80 The Court noted that “the discrepancy between the two rules has led to 
confusion”81 and that there is “no principled distinction in terms of either the 
privacy expectation or the exigent circumstances between” containers that the 
police just happen to come across while searching a car and containers that the 
police specifically have probable cause to believe contain evidence or 
contraband that are currently in cars.82 Aiming to resolve this tension between 
the Sanders and Ross rules, the Court ultimately found that as long as the search 
is supported by probable cause, officers need not obtain a warrant before 
searching a container within an automobile,83 despite compelling arguments for 
the opposite result.84 Ultimately, regardless of whether there was actually any 
need to reconcile Sanders and Ross, police officers are now allowed to “search 
an automobile and the containers within it where they have probable cause to 
believe contraband or evidence is contained.”85 

II. THE SCOPE OF THE MODERN AUTOMOBILE EXCEPTION 

Given that the Court did not deem itself fit to limit or define what may be 
considered a container (and therefore what may be searched under the 
automobile exception) following Acevedo, many lower courts have struggled—
and continue to struggle—with the issue of whether cell phones, laptops, and 
other electronic devices constitute such containers.86 Prior to Riley, most courts 

 

that “[i]f the police know that they may open a bag only if they are searching the entire car, 
they may search more extensively than they otherwise would in order to establish the general 
probable cause required by Ross.” Id. at 574-75. Such an argument, of course, ignores the 
long-established, commonly understood, and basic principle that probable cause needs to exist 
before any search and that a search cannot be retroactively justified based on what it produces. 
See, e.g., LAFAVE, supra note 22, § 7.2(d) (describing this line of reasoning as “unmitigated 
poppycock” and stating “police cannot ‘bootstrap’ themselves into probable cause; a search 
may not be justified by what turns up in that search”). 

80 Acevedo, 500 U.S. at 577. 
81 Id. 
82 Id. at 574. 
83 Id. at 579; see also Maclin, supra note 30, at 2359 (“Acevedo ruled that the Fourth 

Amendment does not compel a warrant for a car search that extends only to a closed container 
found inside a car, thus expressly overruling Sanders.”). 

84 See LAFAVE, supra note 22, § 7.2(d) (arguing that if the Court was set on overruling 
either Sanders or Ross, it should have overruled Ross). 

85 Acevedo, 500 U.S. at 580. 
86 See, e.g., United States v. Burgess, 576 F.3d 1078, 1088-90 (10th Cir. 2009). In Burgess, 

the Tenth Circuit first noted that there was little to no authority as to whether laptops and 
computers could be searched under the automobile exception. Id. at 1088. It then discussed 
how, despite the fact that there might appear to be “no reason to treat computers differently 
than . . . a locked briefcase in the locked trunk of an automobile,” id., and 
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found that cell phones and laptops could be searched under the automobile 
exception.87 Some courts, however, found the opposite.88 The Supreme Court, 
to date, has not resolved this issue.89 However, the Court has analyzed the 
applicability of other exceptions to the Fourth Amendment’s warrant 
requirement to searches of cell phones and other electronically stored 
information. These decisions, discussed below, offer valuable insight into how 
the Court might approach the issue of searching cell phones and other electronics 
under the automobile exception. 

 

[i]n spite of clear language in Acevedo, one might speculate whether the Supreme Court 
would treat laptop computers, hard drives, flash drives or even cell phones as it has a 
briefcase or give those types of devices preferred status because of their unique ability 
to hold vast amounts of diverse personal information. 

Id. at 1090. While the Court ultimately did not decide this issue in this case, it exemplifies the 
struggle that courts have faced in applying Acevedo. 

87 See, e.g., United States v. Davis, 787 F. Supp. 2d 1165, 1171 (D. Or. 2011) (“Cell phones 
may be searched for call records and other data pursuant to the automobile exception to the 
warrant requirement.”); United States v. Cole, No. 1:09-cr-00412, 2010 WL 3210963, at *17 
(N.D. Ga. Aug. 11, 2010) (“Under the circumstances of this case, the Court agrees with the 
conclusion in the [report and recommendation] that the automobile exception to the Fourth 
Amendment’s warrant requirement justified Agent Allen’s brief search of Defendant’s 
lawfully-seized cell phone.”); United States v. Garcia-Aleman, No. 1:10-cr-00029, 2010 WL 
2635071, at *12 (E.D. Tex. June 9, 2010) (“This Court finds that there was probable cause to 
search the cell phones under the automobile exception.”), report and recommendation 
adopted, No. 1:10-cr-00029, 2010 WL 2635073 (E.D. Tex. June 30, 2010); United States v. 
James, No. 1:06-cr-00134, 2008 WL 1925032, at *4 (E.D. Mo. Apr. 29, 2008) (“Because 
probable cause existed to believe that evidence of a crime would be found in the cell phone 
call records and address book, the automobile exception allows the search of the cell phone 
just as it allows a search of other closed containers found in vehicles.”), aff’d in part sub nom. 
United States v. Dinwiddie, 618 F.3d 821 (8th Cir. 2010); United States v. Fierros-Alavarez, 
547 F. Supp. 2d 1206, 1212 (D. Kan. 2008) (“This short delay in searching the cellular 
telephone does not disqualify the search as lawful pursuant to the automobile exception.”); 
State v. Boyd, 992 A.2d 1071, 1090 (Conn. 2010) (finding that under New York law—which 
is where the evidence in question was seized—police had probable cause to seize and search 
contents of defendant’s cell phone under automobile exception); State v. Novicky, No. A07-
0170, 2008 WL 1747805, at *7 (Minn. Ct. App. Apr. 15, 2008) (“Because the search of the 
cell phone for ownership identity was reasonable under the automobile exception, the district 
court did not err in denying Novicky’s motion to suppress evidence of the cell phone and its 
contents.”). 

88 See, e.g., United States v. Phillips, 9 F. Supp. 3d 1130, 1143 (E.D. Cal. 2014) (finding 
that police officers cannot search the contents of a cell phone without warrant, even under 
automobile exception); United States v. Mayo, No. 2:13-cr-00048, 2013 WL 5945802, at *12 
(D. Vt. Nov. 6, 2013) (“[T]he Court finds that the search of Mayo’s cell phones was 
unsupported by the search-incident-to-arrest doctrine or the automobile exception and 
therefore constituted an unreasonable search under the Fourth Amendment.”). 

89 See LAFAVE, supra note 22, § 7.2(d) (“[T]here remains the question of whether Acevedo 
should be deemed applicable to every sort of container.”). 
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A. The Impact of Riley 

In 2014, the Court addressed the issue of whether cell phones could be 
searched without a warrant under the search-incident-to-arrest exception.90 
While Riley did not deal with the automobile exception, it is valuable to consider 
how the Court has viewed cell phones in discussing other exceptions to the 
warrant requirement.91 In Riley, the Court decided that “a warrant is generally 
required before such a search, even when a cell phone is seized incident to 
arrest.”92 As discussed later, the Court advanced numerous arguments as to why 
cell phones should be treated differently than other containers under the search-
incident-to-arrest exception.93 And while the Court was careful to note that, 
while “the search incident to arrest exception does not apply to cell phones, other 
case-specific exceptions may still justify a warrantless search of a particular 
phone,”94 many of its arguments differentiating between cell phones and other 
containers apply to the automobile exception.95  

Some courts have applied the rationale and holding of Riley to find that police 
may not search cell phones and similar electronic devices under the automobile 
exception.96 Other courts, however, have specifically declined to apply the 
rationale of Riley to the automobile exception.97 Therefore, given that it dealt 
with a different Fourth Amendment exception and that there is no consensus 

 

90 Riley v. California, 573 U.S. 373, 378 (2014). 
91 See SEO, supra note 4, at 270-71 (discussing Riley’s implications for the Court’s 

automobile exception jurisprudence). 
92 Riley, 573 U.S. at 401. 
93 See infra Section III.A.2 (discussing the Riley opinion’s recognition of the difference 

between both quality and quantity of information stored on cell phones compared to 
traditional containers). 

94 Riley, 573 U.S. at 401-02. 
95 See infra Section III.A.2 (discussing overlap in reasoning for treating cell phones 

differently for purposes of different exceptions). 
96 See, e.g., United States v. Camou, 773 F.3d 932, 942 (9th Cir. 2014) (“Given the Court’s 

extensive analysis of cell phones as ‘containers’ and cell phone searches in the vehicle 
context, we find no reason not to extend the reasoning in Riley from the search incident to 
arrest exception to the vehicle exception.”); Wertz v. State, 41 N.E.3d 276, 280-81 (Ind. Ct. 
App. 2015) (finding that under the rationale of Riley, a GPS device was akin to a cell phone 
and thus could not be searched under automobile exception); Chung v. State, 475 S.W.3d 378, 
387 (Tex. App. 2014) (finding, based on Riley, that a warrantless search of a cell phone could 
not be justified under automobile exception, because “treating a cell phone as a container 
which may be searched as a part of the automobile exception . . . is ‘a bit strained’” (quoting 
Riley, 573 U.S. at 397)). 

97 See, e.g., United States v. Figueroa, No. 12-cr-00233, 2014 U.S. Dist. LEXIS 146722, 
at *16-17 (S.D.N.Y. Oct. 1, 2014). In Figueroa, the court held that Riley was narrowly limited 
and only applied to a search of a cell phone incident to arrest. Id. at *17. Therefore, it further 
concluded that a cell phone found in the defendant’s car could be searched because the officer 
had probable cause to search the vehicle. Id. at *15. 
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among lower courts about the applicability of its ruling to the automobile 
exception, Riley is not as persuasive with regard to the automobile exception as 
it may initially seem. To the contrary—primarily because of Riley’s dicta 
concerning the nature of cell phones—it has complicated the issue. Now courts 
have to weigh the holding of Acevedo on the one hand and the dicta and rationale 
of Riley on the other. Despite what some scholars argue regarding the 
applicability of Riley to automobile exception cases,98 the fact that at least some 
courts have relied on Riley in deciding whether cell phones and other electronics 
can be searched under the automobile exception99 shows that its logic can and 
should be extended to the automobile exception.  

B. The Impact of Carpenter  

The Court further complicated its Fourth Amendment jurisprudence in 
Carpenter v. United States,100 which held that the third-party doctrine does not 
apply to CSLI.101 While Carpenter dealt with the third-party doctrine and not 
the automobile exception, the similarities between the two discussed below 
indicate that the Court may be amenable to extending Carpenter’s rationale by 
not applying the automobile exception to warrantless searches of cell phones and 
other electronics within a vehicle.102 To be sure, as it is the “culmination of a 
series of cases beginning with Jones that hinted that the Court would treat 
smartphones differently for Fourth Amendment purposes,”103 “Carpenter is a 
game changer, and its significance for digital privacy cannot be understated.”104 

In Carpenter, the government seized the defendant’s CSLI from his wireless 
carriers to triangulate his location at the time of the robberies that he was alleged 
to have committed.105 Under the Court’s existing third-party doctrine cases, this 
should have been a simple case. Since its holding in Katz v. United States,106 the 

 

98 See, e.g., Maclin, supra note 30, at 2367-70. Professor Maclin acknowledges that 
“Riley’s logic and conclusion is relevant when deciding whether the automobile exception 
authorizes a search of a computer or cell phone.” Id. at 2367. However, he questions how 
applicable the logic is to the automobile-exception context, given that the “the automobile 
exception has evolved into a categorical rule under the modern Court.” Id. at 2369; see also 
supra note 56 (discussing Professor Maclin’s position regarding the nature and bases of the 
automobile exception and whether the logic of Riley should be extended to it). 

99 See supra note 96 and accompanying text (discussing courts that have extended the Riley 
rationale from search-incident-to-arrest exception to automobile exception). 

100 See SEO, supra note 4, at 269-70 (discussing Carpenter and its implications for the 
Court’s automobile jurisprudence). 

101 Carpenter v. United States, 138 S. Ct. 2206, 2217 (2018). 
102 See infra Section III.A.2. 
103 SEO, supra note 4, at 270. 
104 Maclin, supra note 30, at 2368. 
105 Carpenter v. United States, 138 S. Ct. 2206, 2212 (2018). 
106 389 U.S. 347 (1967). 
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Court has used a “reasonable expectation of privacy” test to determine if Fourth 
Amendment protections apply.107 The Court has stated that under this test, 
“[w]hat a person knowingly exposes to the public . . . is not a subject of Fourth 
Amendment protection.”108 As such, prior to Carpenter, the Court 

ha[d] held repeatedly that the Fourth Amendment does not prohibit the 
obtaining of information revealed to a third party and conveyed by him to 
Government authorities, even if the information is revealed on the 
assumption that it will be used only for a limited purpose and the 
confidence placed in the third party will not be betrayed.109  

This was the third-party doctrine prior to Carpenter: a per se rule stating that 
once an individual has disclosed anything to a third party, there is no Fourth 
Amendment violation if that information is seized by the government. 
Carpenter, as discussed below,110 set the precedent for using the unique nature 
of cell phones and other electronics to limit their warrantless search under 
traditional exceptions to the warrant requirement, casting further doubt upon the 
issue of whether these devices may be searched under the automobile exception. 
As discussed later, the similarities between the rationales behind the third-party 
doctrine and the automobile exception particularly warrant the extension of 
Carpenter’s rationale and holding to the context of the automobile exception.111 

In the following sections, this Note will argue that Carpenter shows that the 
logic of Riley is applicable to contexts beyond just the search-incident-to-arrest 
exception and that the Court is willing to consider the unique nature of cell 
phones and other electronics in limiting warrantless searches of such devices. 
Therefore, Riley and Carpenter have cast significantly more doubt on an already 
complicated and disputed Fourth Amendment issue. Now, the question of 
whether law enforcement can search a cell phone or other electronic device 
 

107 See id. at 360 (Harlan, J., concurring); see also, e.g., Smith v. Maryland, 442 U.S. 735, 
745-46 (1979) (finding that, because defendant had no reasonable expectation of privacy in 
phone numbers that he dialed, government did not conduct a search and thus did not need a 
warrant before installing a “pen register” at telephone company’s offices); United States v. 
Miller, 425 U.S. 435, 442-43 (1976) (holding that  the warrantless seizure of defendant’s bank 
records did not implicate the Fourth Amendment because he had no reasonable expectation 
of privacy in them). 

108 Katz, 389 U.S. at 351. 
109 Miller, 425 U.S. at 443; accord Smith, 442 U.S. at 744 (finding that because defendant 

“voluntarily conveyed numerical information to the telephone company and ‘exposed’ that 
information to its equipment[,] . . . [he] assumed the risk that the company would reveal to 
police the numbers he dialed”). 

110 See infra Section III.A.2 (suggesting that the Court’s consideration of the “qualitatively 
different” nature of information seized in Carpenter should translate to its analysis of cell 
phones and other electronics under automobile exception). 

111 See infra Section III.A.2 (noting that both the third-party doctrine and automobile 
exception are based on idea that certain circumstances warrant a lower expectation of 
privacy). 
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without a warrant turns not only on a determination of what exception to the 
warrant requirement the search was conducted under but also on what state the 
search was conducted in.112 This bears repeating: whether the plethora of 
information we all store on our cell phones and the online databases that they 
can access is protected by the warrant requirement now turns on what side of a 
state border we are on, as the uncertainty regarding this issue plagues both law 
enforcement and courts around the country,113 particularly following the 
Supreme Court’s decisions in Riley and Carpenter.  

III. THE SOLUTION 

Even if cell phones fall within the definition of “containers” under the Fourth 
Amendment and the automobile exception, the Court’s decisions in Riley and 
Carpenter provide persuasive bases for treating them differently. Any other 
solution to the issue will fall short of striking any semblance of balance between 
the competing government and individual interests. The most common 
restrictions imposed on searches of cell phones and other electronics—
limitations to data stored on the cell phones themselves, as opposed to data 
stored elsewhere like on a cloud storage service,114 or limitations to those 
locations where the police have probable cause to believe they may find 
evidence or contraband—do little more than place arbitrary and easily bypassed 
restrictions on otherwise full-scale warrantless searches of our most intimate 
effects.115  

A. Exceptions to the Exception 

1. What Is a “Container”? 

While the Supreme Court did not offer a definition of the word “container” in 
Acevedo itself, other precedents offer some insight into what constitutes a 
 

112 See supra notes 87-89 and accompanying text (discussing split amongst varying courts 
as to whether cell phones and other electronics can be searched under automobile exception 
and lack of Supreme Court resolution of issue). 

113 See supra notes 87-97 and accompanying text (surveying how different lower courts 
have interpreted the Court’s decisions relating to searches of electronic devices). 

114 “Cloud storage is a cloud computing model in which data is stored on remote servers 
accessed from the internet, or ‘cloud.’ It is maintained, operated and managed by a cloud 
storage service provider on . . . storage servers that are built on virtualization techniques.” 
Cloud Storage, TECHOPEDIA, https://www.techopedia.com/definition/26535/cloud-storage 
[https://perma.cc/8HHN-QE2U] (last visited Dec. 28, 2020). 

115 See infra text accompanying note 165 (showing how easily an officer could argue that 
he had a good faith belief that information he accessed was in fact stored on cell phone itself 
and the minimal value that such a distinction would therefore hold); infra Section III.B 
(arguing that if police were allowed to search cell phones when they had probable cause to 
believe doing so would produce evidence, they would always find a way to state grounds for 
probable cause, thus imposing no practical limit on the warrantless search). 
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container for the purposes of the Fourth Amendment. In New York v. Belton,116 
while finding that an officer may search the passenger compartment of an 
automobile and any containers in it when effecting a custodial arrest of its 
occupant, the Court, in a footnote, defined a “container” as “any object capable 
of holding another object.”117 Such a definition, of course, “implies that the 
container must actually have a physical object within it.”118 Additionally, it must 
be acknowledged that “the pagers and computer memo books of the early and 
mid-1990s bear little resemblance to the cell phones of today.”119 However, as 
Belton deals with the search-incident-to-arrest exception and not the automobile 
exception, and perhaps because its definition of “container” itself is vague, most 
courts have not relied on it in their automobile exception jurisprudence. Still, 
there are some examples of courts using this definition in finding that cell phones 
may not be searched under the automobile exception.120  

While a narrow reading of Belton’s definition of a “container” may seem to 
warrant the conclusion that cell phones and other electronics are not “containers” 
for purposes of the Fourth Amendment, the Court has implicitly rejected such a 
reading of the definition. To be sure, were the Court still beholden to this 
definition of a “container”—requiring an object to be capable of holding another 
object—Riley would have been a far easier case and a far shorter opinion. The 
Court could simply have found in favor of the defendant in Riley by stating that 
cell phones were not containers and therefore could not be searched incident to 
arrest. There would have been no need for an analysis of the search-incident-to-

 

116 453 U.S. 454 (1981); see also SEO, supra note 4, at 248-52 (discussing Belton and its 
place in the Court’s automobile exception jurisprudence). In Belton, the Court held that when 
a driver is subjected to a lawful custodial arrest, the search-incident-to-arrest exception 
permits the search of the passenger compartment of the automobile and any containers within 
it. Belton, 453 U.S. at 460-63. This decision was eventually distinguished by Arizona v. Gant, 
556 U.S. 332 (2009), in which the Court refused to extend Belton to allow a vehicle search 
incident to a recent occupant’s arrest even if there was no possibility that the arrestee could 
gain access to the vehicle at the time of the search. Id. at 345-46 (“Under our view, Belton 
and Thornton permit an officer to conduct a vehicle search when an arrestee is within reaching 
distance of the vehicle or it is reasonable to believe the vehicle contains evidence of the 
offense of arrest.”). The Belton Court’s discussion of the definition of a “container,” however, 
remains unchanged. 

117 Belton, 453 U.S. at 460 n.4. 
118 State v. Smith, 920 N.E.2d 949, 954 (Ohio 2009). 
119 Id. 
120 See, e.g., United States v. Phillips, 9 F. Supp. 3d 1130, 1140-43 (E.D. Cal. 2014) 

(finding that cell phones could not be searched without warrant even under automobile 
exception because they were not “containers” as defined in Belton); Smith, 920 N.E.2d at 954 
(“Objects falling under the banner of ‘closed container’ have traditionally been physical 
objects capable of holding other physical objects. Indeed, the United States Supreme Court 
has stated that in this situation, ‘container’ means ‘any object capable of holding another 
object.’” (quoting Belton, 453 U.S. at 460 n.4)). 
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arrest exception or of the unique qualities of cell phones and the information 
they contain. As such, Riley’s decision implicitly rejected such a strict reading 
of the definition of containers. In the same breath, however, the decision laid the 
groundwork that Carpenter eventually built upon for treating cell phones 
differently than other “containers.”  

2. The Privacy and Prevalence of Cell Phones 

Even before Carpenter, the holding and rationale of Riley could have been 
extended to the automobile exception, which is exactly what some courts did.121 
While the rationales behind the search-incident-to-arrest exception and the 
automobile exception are different—the safety of police officers and the 
prevention of the destruction of evidence versus the lesser expectation of privacy 
in automobiles—the Court’s lengthy discussion of the nature of cell phones is 
equally applicable to the automobile-exception context. As the Court noted in 
Riley, “[c]ell phones differ in both a quantitative and a qualitative sense from 
other objects.”122 Pointing to their “immense storage capacity,”123 the Court 
noted,  

 The storage capacity of cell phones has several interrelated 
consequences for privacy. First, a cell phone collects in one place many 
distinct types of information—an address, a note, a prescription, a bank 
statement, a video—that reveal much more in combination than any 
isolated record. Second, a cell phone’s capacity allows even just one type 
of information to convey far more than previously possible. The sum of an 
individual’s private life can be reconstructed through a thousand 
photographs labeled with dates, locations, and descriptions; the same 
cannot be said of a photograph or two of loved ones tucked into a wallet. 
Third, the data on a phone can date back to the purchase of the phone, or 
even earlier. A person might carry in his pocket a slip of paper reminding 
him to call Mr. Jones; he would not carry a record of all his 
communications with Mr. Jones for the past several months, as would 
routinely be kept on a phone.124 

In addition to the quantity of information cell phones store, the Court also 
distinguished the quality of such information. The Court noted that an 
individual’s internet history stored on their phone could reveal their private 
interests, concerns, and medical information; their detailed location history 
could reveal a lot more than other nonelectronic “containers” ever could; and 
cell phone apps could form a revealing montage of the user’s life.125 Ultimately, 

 

121 See cases cited supra note 96. 
122 Riley v. California, 573 U.S. 373, 393 (2014). 
123 Id. 
124 Id. at 394-95. 
125 Id. at 395-96. 
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the Court stated that the government’s argument “that a search of all data stored 
on a cell phone is ‘materially indistinguishable’ from searches of these sorts of 
physical items . . . is like saying a ride on horseback is materially 
indistinguishable from a flight to the moon.”126 

Relying on the Court’s emphasis on differentiating cell phones from other 
containers in Riley, the Ninth Circuit found “no reason not to extend the 
reasoning in Riley from the search incident to arrest exception to the vehicle 
exception.”127 The Indiana and Texas Courts of Appeals agreed,128 showing that 
several courts were willing to extend the logic of Riley to the automobile-
exception context. The Ninth Circuit’s approach, even prior to Carpenter, makes 
sense. If the Court was willing to carve out an exception to the search-incident-
to-arrest-exception context because of the quality and quantity of information 
stored on cell phones, it should be even more amenable to doing the same with 
the automobile exception. Given that the automobile exception is based on the 
idea that individuals have a lesser expectation of privacy in their automobiles, it 
is more appropriate and persuasive to consider the quality and quantity of 
information cell phones store in deciding whether they can be searched under 
the automobile exception than it is to consider such factors in the search-
incident-to-arrest context. The search-incident-to-arrest exception exists to 
ensure the safety of police officers and prevent the destruction of evidence;129 
such safety concerns are not really affected by the police officers’ intrusion upon 
privacy interests. The automobile exception, on the other hand, is based 
primarily on a lesser-expectation-of-privacy rationale. Under such a rationale, 
the privacy interests intruded upon are not just relevant; they should be 
controlling. As such, the Court’s discussion of the quantity and quality of 
information stored in cell phones in Riley is not just equally relevant to the 
automobile-exception context, it is even more relevant. As the Ninth Circuit has 
already held, there is no reason to consider such factors in the search-incident-
to-arrest-exception context—where the primary concern is the officer’s safety—
but not in the automobile-exception context—where the primary rationale 
behind the exception is the lesser privacy interest an individual has in their 
automobile.  

The more recent case of Carpenter points towards the same conclusion. While 
it dealt with CSLI—information stored online and with third parties—and the 
third-party doctrine, the Court’s discussion of the quality and quantity of 
information stored applies with equal force even when talking about information 
stored on the phone itself. The third-party doctrine is based on the idea that an 

 

126 Id. at 393 (quoting Brief for the United States at 26, United States v. Wurie, No. 13-
212 (U.S. Mar. 3, 2014)). 

127 United States v. Camou, 773 F.3d 932, 942 (9th Cir. 2014). 
128 See cases cited supra note 96 (listing cases in which state courts found search of cell 

phone during automobile arrest impermissible). 
129 Riley, 573 U.S. at 374. 
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individual no longer retains a reasonable expectation of privacy in information 
they turn over to a third party.130 Similarly, as discussed above, while not 
originally its sole rationale, the lesser-expectation-of-privacy rationale has 
become the predominant, if not sole, rationale behind the automobile exception. 
As such, both of these exceptions to the Fourth Amendment are based on the 
same rationale. Given that the Court was willing to consider the “qualitatively 
different” nature of the information seized in Carpenter to determine whether 
the defendant retained any reasonable expectation of privacy in it under the 
third-party doctrine,131 there is no reason that the Court should not also do so 
when analyzing whether cell phones and other electronics can be searched 
without a warrant under the automobile exception. Both the third-party doctrine 
and the automobile exception are based on the same rationale, and the Court has 
specifically recognized both CSLI records and cell phones as unique in the 
quantity and quality of information they store.132  

As the Court noted in Carpenter, “[t]here are 396 million cell phone service 
accounts in the United States—for a Nation of 326 million people.”133 Not only 
is the information these cell phones store “detailed, encyclopedic, and 
effortlessly compiled”134 but it can also be retrospective, “giv[ing] police access 
to a category of information otherwise unknowable.”135 Given that the Court had 
already recognized that any “rule [it] adopts ‘must take account of more 
sophisticated systems that are already in use or in development,’”136 the Court 
relied on these factors in its decision in Carpenter and noted that “[t]he 
Government’s position fail[ed] to contend with the seismic shifts in digital 
technology.”137 The Court also cited Riley in recognizing, again, the “immense 
storage capacity”138 of modern cell phones and reinforced its ruling that “while 
the general rule allowing warrantless searches incident to arrest ‘strikes the 
appropriate balance in the context of physical objects, neither of its rationales 
has much force with respect to’ the vast store of sensitive information on a cell 
phone.”139 All of these considerations are equally relevant and compelling in the 
context of the automobile exception. The kind of information that could be 
accessed by searching cell phones under the automobile exception is even more 
vast and intimate than the information the Court dealt with in Carpenter. It 
would be incongruous at best for the Court to disallow the government from 

 

130 See cases cited supra note 109 (listing cases applying third-party doctrine). 
131 Carpenter v. United States, 138 S. Ct. 2206, 2216-17 (2018). 
132 Id. at 2217-18; Riley, 573 U.S. at 391-96. 
133 Carpenter, 138 S. Ct. at 2211. 
134 Id. at 2216. 
135 Id. at 2218. 
136 Id. (quoting Kyllo v. United States, 533 U.S. 27, 36 (2001)). 
137 Id. at 2219. 
138 Id. at 2214 (quoting Riley v. California, 573 U.S. 373, 393 (2014)). 
139 Id. (quoting Riley, 573 U.S. at 386). 
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searching CSLI under the third-party doctrine to but allow it to search cell 
phones under the automobile exception. Both situations involve the government 
attempting to use a traditional exception to the warrant requirement to search 
what is objectively a new and “qualitatively different”140 amount and type of 
information. As such, in both situations, the factors outlined above support 
imposing the warrant requirement on searches of cell phones and other 
electronics, even where they would otherwise have been justified under those 
traditional exceptions.  

In Carpenter, the Court ultimately held that because “of the deeply revealing 
nature of CSLI, its depth, breadth, and comprehensive reach, and the inescapable 
and automatic nature of its collection,” CSLI did not fall under the third-party 
doctrine and thus the government needed to obtain a warrant before seizing it.141 
If the Court was willing to consider the quantity and quality of the information 
seized in deciding not to apply an otherwise per se exception to the Fourth 
Amendment in Carpenter—the third-party doctrine—there is no reason not to 
also do so for the automobile exception, especially when both exceptions are 
based on the same rationale. Carpenter, therefore, also suggests that cell phones 
and other electronics should be exceptions to the automobile exception; law 
enforcement should not be permitted to search such devices without a warrant. 
Even if cell phones and other electronics fall under the definition of “containers” 
for purposes of the Fourth Amendment, the rationale and holdings of Carpenter 
and Riley dictate that they not be treated as such and that the Court consider their 
unique attributes. As Chief Justice Roberts put it, treating cell phones as mere 
“containers” for the purposes of the Fourth Amendment “is a bit strained as an 
initial matter.”142 However, given that the Court was careful to note that its 
decision in Carpenter was “narrow,”143 it did leave itself some room to rule the 
other way. 

B. The Impractical Compromise 

Even if the Court finds that cell phones and other electronics are “containers” 
and can therefore be searched pursuant to the automobile exception, the Court 
could limit such searches solely to apps or locations on the phone where police 
have probable cause to believe that evidence of a crime or contraband will be 
found. The vast majority of cases that have found that cell phones can be 
searched under the automobile exception have done so only after discussing that 
the officers had probable cause to believe that evidence would be found on those 
cell phones.144 While it dealt primarily with the impact of Riley on Georgia’s 

 

140 Id. at 2216. 
141 Id. at 2223. 
142 Riley, 573 U.S. at 397. 
143 Carpenter, 138 S. Ct. at 2220. 
144 See cases cited supra note 87. 
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search-incident-to-arrest jurisprudence, Brown v. State145 also demonstrates the 
hesitancy that various courts have shown in allowing full-scale searches of cell 
phones and other electronics under traditional Fourth Amendment exceptions.146  

In Brown, the defendant was pulled over and subsequently arrested for driving 
under the influence of alcohol.147 During the arrest, the officers decided to look 
through the photos on the defendant’s cell phone, apparently “to see if there was 
any evidence . . . that would substantiate the stop or [show Brown] previously 
drinking before the stop.”148 After finding that Riley dictated the result—that the 
search was unconstitutional—the Georgia Court of Appeals, while discussing 
the applicability of the exclusionary rule, also stated that the search would have 
been unconstitutional before Riley.149 The Court reasoned that the search-
incident-to-arrest exception did not warrant carte blanche “fishing 
expedition[s]” into the contents of cell phones, and any such search had to “be 
limited as much as is reasonably practicable by the object of the search.”150 As 
such, the court held that “an officer may open a cell phone and search the cell 
phone for electronic data so long as the officer has a reasonable basis for 
believing that evidence relevant to the crime of arrest might be found in it.”151 
After noting the Georgia Supreme Court’s precedent that a review of “the 
reasonable scope of the search will largely be a fact-specific inquiry,”152 the 
Georgia Court of Appeals found that in this case, the officer had no specific 
knowledge or particularized suspicion to support a belief that any evidence 
related to the crime of the arrest would be found on the cell phone.153 Therefore, 
“the officer’s reasoning for searching the cell phone was nothing more than a 
‘fishing expedition’ and [wa]s illegal.”154 

While Brown dealt with the search-incident-to-arrest exception, its discussion 
of the pre-Riley scope of the exception outlines one potential solution to the issue 
of whether cell phones can be searched under the automobile exception. To be 
sure, such an approach has been contemplated and adopted by numerous courts 

 

145 767 S.E.2d 299 (Ga. Ct. App. 2014). 
146 Id. at 303 (discussing Georgia’s pre-Riley search-incident-to-arrest jurisprudence and 

stating that “an officer may open a cell phone and search the cell phone for electronic data so 
long as the officer has a reasonable basis for believing that evidence relevant to the crime of 
arrest might be found in it”). 

147 Id. at 300. 
148 Id. (alterations in original). 
149 Id. at 304. 
150 Id. at 303 (quoting Hawkins v. State, 723 S.E.2d 924, 926 (Ga. 2012)). 
151 Id. 
152 Id. (quoting Hawkins, 723 S.E.2d at 926). 
153 Id. 
154 Id. at 304. 
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dealing with the automobile exception.155 While such an approach—limiting the 
search of a cell phone or other electronic device under the automobile exception 
to locations on the device that police have probable cause to believe may contain 
evidence of contraband—may seem to strike a balance between the competing 
interests of the government and the individual, it is practically indistinguishable 
from a full-scale search. In Riley, while Chief Justice Roberts, writing for the 
majority, acknowledged the possibility of importing “the Gant 
standard . . . from the vehicle context, allowing a warrantless search of an 
arrestee’s cell phone whenever it is reasonable to believe that the phone contains 
evidence of the crime of arrest,” he went on to note that such a proposal “would 
prove no practical limit at all when it comes to cell phone searches.”156 He 
explained,  

It would be a particularly inexperienced or unimaginative law enforcement 
officer who could not come up with several reasons to suppose evidence of 
just about any crime could be found on a cell phone. Even an individual 
pulled over for something as basic as speeding might well have locational 
data dispositive of guilt on his phone. An individual pulled over for 
reckless driving might have evidence on the phone that shows whether he 
was texting while driving. The sources of potential pertinent information 
are virtually unlimited, so applying the Gant standard to cell phones would 
in effect give “police officers unbridled discretion to rummage at will 
among a person’s private effects.”157  

Again, while Riley dealt with the search-incident-to-arrest exception, the 
Chief Justice’s reasoning casting doubt on such limitations applies with equal 
force to the automobile exception. It is equally true with the automobile 
exception that if police were only allowed to search cell phones and other 
electronics to the extent that they had probable cause to believe a search would 
turn up evidence, they would have little to no trouble stating grounds for such 
probable cause. For example, if they had probable cause to believe that a car 
contained drugs, they could easily say that they also had probable cause to 
believe that any cell phone within the car was used to sell drugs and would thus 
contain evidence of such criminal activity. They could argue that such evidence 

 

155 United States v. Mayo, No. 2:13-cr-00048, 2013 WL 5945802, at *9 (D. Vt. Nov. 6, 
2013) (“Several district courts have found that [the automobile] exception extends to the 
warrantless search of a cell phone found in a vehicle searched with probable cause, so long as 
there is probable cause to believe the phone contained evidence of a crime.”); see also United 
States v. Cole, No. 1:09-cr-00412, 2010 WL 3210963, at *17-18 (N.D. Ga. Aug. 11, 2010); 
United States v. Garcia-Aleman, No. 1:10-cr-00029, 2010 WL 2635071, at *12 (E.D. Tex. 
June 9, 2010), report and recommendation adopted, No. 1-10-cr-00029, 2010 WL 2635073 
(E.D. Tex. June 30, 2010); United States v. James, No. 1:06-cr-00134, 2008 WL 1925032, at 
*4 (E.D. Mo. Apr. 29, 2008). 

156 Riley v. California, 573 U.S. 373, 398-99 (2014). 
157 Id. at 399 (quoting Arizona v. Gant, 556 U.S. 332, 345 (2009)). 
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could be found in the cell phone’s text conversations, location history, 
photographs, and internet history, thereby easily justifying a full-scale search of 
the cell phone despite the aforementioned “limitations.” Just as the Court 
rejected such an approach to the question of whether officers can search a cell 
phone during a search incident to arrest, it should also reject such an approach 
in the automobile-exception context, as the reasons for doing so apply equally 
to this issue. Therefore, while slightly more desirable than simply allowing full-
scale searches of cell phones and other electronics and treating them just like all 
other containers, a probable-cause limitation does little to protect the interests 
that the Court itself outlined in Riley and Carpenter. In the search for a solution, 
this proposal is a compromise in name only. 

C. The Cloud Complication 

Preliminarily, Carpenter guides the question of whether the government can 
search any information stored online or elsewhere that is accessible through cell 
phones and other electronics. While Carpenter dealt with CSLI and the Court 
made it a point to state that its decision was a “narrow” one,158 one would be 
hard-pressed to explain why the government needs a warrant for CSLI but not 
for an individual’s Google Timeline history,159 cloud-stored photos and 
videos,160 and all of the other information that can be accessed through but is not 
stored on their cell phone. Given that in Carpenter the Court was concerned with 

 

158 Carpenter v. United States, 138 S. Ct. 2206, 2220 (2018). 
159 For individuals who choose to use the service, Google Timeline tracks and records their 

movements with GPS-level accuracy, creating a database of every place that each individual 
has ever been. Google Maps Timeline, GOOGLE MAPS HELP, https://support.google.com 
/maps/answer/6258979?co=GENIE.Platform%3DAndroid&hl=en [https://perma.cc/RJP4-
CZ9N] (last visited Dec. 28, 2020). 

160 Given that one of the Court’s concerns with CSLI was that it “provide[d] an intimate 
window into a person’s life, revealing not only his particular movements, but through them 
his ‘familial, political, professional, religious, and sexual associations,’” it would be difficult 
to argue that the same concerns do not exist with allowing warrantless searches of all photos 
and videos stored on a person’s cell phone. Carpenter, 138 S. Ct. at 2217 (quoting United 
States v. Jones, 565 U.S. 400, 415 (2012) (Sotomayor, J., concurring)). By 2014, people were 
taking more photos every two minutes “than ever existed in total 150 years ago.” Rose 
Eveleth, How Many Photographs of You Are Out There in the World?, ATLANTIC (Nov. 2, 
2015), https://www.theatlantic.com/technology/archive/2015/11/how-many-photographs-of-
you-are-out-there-in-the-world/413389/. Additionally, photos taken on smartphones store 
certain metadata, which tells you information like where and when the photo was taken. 
Richard Matthews, Opinion, Image Forensics: What Do Your Photos and Their Metadata Say 
About You?, ABC NEWS (June 22, 2017, 7:15 PM), https://www.abc.net.au/news/2017-06-
23/what-your-photos-and-their-metadata-say-about-you/8642630 [https://perma.cc/44D2-
YP4E]. As such, photos and videos stored on smartphones can tell you as much, if not more, 
about their owners than even CSLI can. 
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how “detailed, encyclopedic, and effortlessly compiled”161 the information in 
question was and how such information could grant the government “an intimate 
window into a person’s life, revealing not only his particular movements, but 
through them his ‘familial, political, professional, religious, and sexual 
associations,’”162 the Court should also impose a warrant requirement on the 
kinds of information listed above. The Court was willing to use these 
considerations to find that an individual retains an expectation of privacy in their 
CSLI despite precedent holding that there is no reasonable expectation of 
privacy in an individual’s movements from one place to another.163 In 
comparison, there is no precedent holding that an individual does not have a 
reasonable expectation of privacy in, for example, their photos or videos. As 
such, the Court should be even more willing to take these considerations into 
account when considering the warrantless searches of other information, like 
photos and videos, that are stored online and are accessible through the phone.  

Additionally, searching information stored online that is accessible through 
the phone would be contradictory to the argument that would justify such a 
search in the first place: that the phone is a “container.” If the argument to allow 
warrantless searches of cell phones and other electronic devices is that such 
devices are “containers” under Acevedo and the automobile exception, it would 
be counterintuitive to then allow the warrantless search of information that is not 
even “contained” on the device itself but merely accessible through it. In light 
of these considerations, in Riley, “[t]he United States concede[d] that the search 
incident to arrest exception may not be stretched to cover a search of files 
accessed remotely—that is, a search of files stored in the cloud,” and the Court 
noted that “[s]uch a search would be like finding a key in a suspect’s pocket and 
arguing that it allowed law enforcement to unlock and search a house.”164 
Therefore, Carpenter and its logic dictate that the automobile exception can 
never permit warrantless searches of information stored online or elsewhere that 
is accessible through the phone. The rest of this Note proceeds on the conclusion 
that such a search requires a warrant and cannot be executed under the 
automobile exception even if the Court allows searches of cell phones under that 
exception.  

In light of the fact that cell phones and other electronics can access 
information stored online or elsewhere, another potential solution to this issue is 
to allow searches of cell phones and other electronics under the automobile 
exception but to limit such searches to information stored on the device itself. 
Under such an approach, the government could search any and all information 

 

161 Carpenter, 138 S. Ct. at 2209. 
162 Id. at 2217 (quoting Jones, 565 U.S. at 415 (Sotomayor, J., concurring)). 
163 United States v. Knotts, 460 U.S. 276, 281 (1983) (“A person traveling in an automobile 

on public thoroughfares has no reasonable expectation of privacy in his movements from one 
place to another.”). 

164 Riley v. California, 573 U.S. 373, 397 (2014). 
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on the cell phone but would have to stop and get a warrant before searching 
anything stored online or elsewhere. In theory, this approach seems consistent 
with precedent as it would treat cell phones and other containers as “containers” 
under Acevedo and would also account for Carpenter. There are, however, 
several problems with such an approach in practice. 

Primarily, as Chief Justice Roberts noted in Riley, “officers searching a 
phone’s data would not typically know whether the information they are viewing 
was stored locally at the time of the arrest or has been pulled from the cloud.”165 
For example, Google Photos is an app that allows the user to access their photos 
and videos from any computer, tablet, or smartphone.166 From a practical 
standpoint, to someone ignorant of the service going through a smartphone with 
the Google Photos app, it would seem as though the photos that they could 
access through the app were stored on the phone itself, when in reality they are 
stored online. The same is true for certain messaging and texting apps, social 
media apps, lifestyle apps, and many more. Given the extensive benefits of cloud 
storage, more and more apps and businesses are employing it, and “[t]he global 
public cloud service market is projected to reach $266 billion in 2020,” with 
“94% of enterprises us[ing] cloud.”167 As such, the Chief Justice’s concerns 
about any given officer’s ability to discern what is and is not stored on the phone 
itself is even more valid today. As smartphones become increasingly more 
complex and powerful and the line between what they physically “contain” 
versus what they merely access becomes more and more blurred, there is reason 
to suspect that a limitation on what officers can and cannot search while going 
through a cell phone based on such a distinction is meaningless, especially when 
they do so without a warrant. 

Were the Court to rule that cell phones and other electronics could be searched 
under the automobile exception but then limit such searches to only information 
stored on the device itself, the limitation would have little to no practical effect. 
Given the increasing complexity of cell phones as described above, officers that 
searched cloud-stored information during an search pursuant to the automobile 
exception could simply claim that they were acting in good faith and simply 
thought that the information they were searching was stored on the phone. Given 
how difficult it can be at first glance to know what is and is not stored on the 
phone itself, such a claim would be easy to make, and courts would likely accept 
it. As such, where officers claim such good faith mistakes, courts would likely 
admit any evidence found as a result of such mistakes given the Court’s ruling 

 

165 Id. 
166 See Google Photos, GOOGLE, https://www.google.com/photos/about/ [https://perma.cc 

/9V3W-EEWP] (last visited Dec. 28, 2020). 
167 Nick Galov, Cloud Adoption Statistics for 2020, HOSTINGTRIBUNAL.COM (Dec. 4, 2020), 

https://hostingtribunal.com/blog/cloud-adoption-statistics/#gref [https://perma.cc/MTL8-
GKFC]. 
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in United States v. Leon168 and its progeny.169 Even if the courts found that the 
information searched did not fall under the automobile exception because it was 
stored online, as long as the courts believed that the officers made a good-faith 
mistake when searching it—because they believed it was stored on the phone 
itself—they would simply admit the evidence anyway. Therefore, given the 
difficulty of discerning the actual location of where certain information is stored 
and the Court’s exclusionary rule jurisprudence, a limitation on the warrantless 
searches of cell phones and other electronics based on a distinction between what 
is stored on the cell phone versus what is stored online would have little to no 
effect. 

CONCLUSION 

Ultimately,  

[i]f the history of the automotive Fourth Amendment can offer any insight 
today, it is this: As new forms of property and objects of government 
regulation migrate from vehicular highways to the information 
superhighway, delineating the boundary between public and private will 

 

168 468 U.S. 897 (1984). 
169 In Leon, the Court ruled that the exclusionary rule would not be applied in cases where 

police officers acted in good faith and with reasonable reliance on what was ultimately found 
to be an unconstitutional search warrant. Id. at 926. While the holding in Leon was narrow, 
there were places in the Court’s opinion where it seemed to embrace the good-faith exception 
to the exclusionary rule for which the government had argued—that “the Fourth Amendment 
exclusionary rule should not apply where evidence is seized in reasonable, good-faith reliance 
on a search warrant.” Id. at 904. For example, the Court stated that it was modifying the 
exclusionary rule “to permit the introduction of evidence obtained in the reasonable good-
faith belief that a search or seizure was in accord with the Fourth Amendment.” Id. at 909 
(quoting Illinois v. Gates, 462 U.S. 213, 255 (1983) (White, J., concurring in the judgment)). 
The Court also stated that it “ha[d] frequently questioned whether the exclusionary rule can 
have any deterrent effect when the offending officers acted in the objectively reasonable belief 
that their conduct did not violate the Fourth Amendment.” Id. at 918. Finally, the Court 
explained that the exclusionary rule “cannot be expected, and should not be applied, to deter 
objectively reasonable law enforcement activity.” Id. at 919. Therefore, even in Leon itself 
the Court showed a predilection for the good-faith exception to the exclusionary rule for 
which the government had argued, and its subsequent decisions ultimately cemented such an 
exception as black letter law. In Herring v. United States, 555 U.S. 135 (2009), while holding 
that the exclusionary rule did not apply when the police illegally arrested an individual 
because of a recording error, the Court stated that “[t]o trigger the exclusionary rule, police 
conduct must be sufficiently deliberate that exclusion can meaningfully deter it, and 
sufficiently culpable that such deterrence is worth the price paid by the justice system.” Id. at 
144. This language from Herring, which embraced the good-faith exception to the 
exclusionary rule, was reaffirmed in Davis v. United States, 564 U.S. 229, 238 (2011). Now, 
when there is no evidence of police culpability or deliberate conduct in violation of the Fourth 
Amendment, courts will not exclude evidence discovered through an “objectively reasonable” 
mistake by the police. Id. at 232. 
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remain circumstantial, inconsistent, and highly proceduralized so long as 
American society continues to depend on discretionary policing. In short, 
more litigation is in store.170 

What began with Riley and continued with Carpenter should continue under 
the automobile exception. The Court’s sensitivity toward the quality and 
quantity of information stored on cell phones and other electronics is well 
founded and should continue to guide the Court’s ever-evolving Fourth 
Amendment jurisprudence. As such, while cell phones and other electronic 
devices are “containers” under the most basic definition of the word, Riley and 
Carpenter show that they should not be treated as such. The logic and holdings 
of Riley and Carpenter dictate that cell phones and similar electronics cannot be 
searched without a warrant, even under the automobile exception. When the 
issue does inevitably come before the Court, it should recognize that there is no 
real solution to the issue short of holding that cell phones and other electronics 
cannot be searched under the automobile exception. The alternative solutions 
adopted by some lower courts fail to do anything other than place easily 
surmountable obstacles in the path of police officers searching such devices. 
Limiting such searches to those locations that the officers have probable cause 
to believe might contain evidence or contraband would permit officers to search 
first and then create retroactive justifications for the search or to simply make 
some vague assertion about what they expected to find. Such assertions would 
be especially easy to make given the vast amount and different kinds of 
information and data that such devices store. Similarly, limiting these 
warrantless searches to only that data that is physically stored on the phone 
would also be impractical, as it is far from clear to the average person what 
information is stored online versus on the device itself. This uncertainty, coupled 
with the Court’s exclusionary rule jurisprudence, would render this restriction 
entirely ineffective as well. The only real way to protect the vast amount of 
information stored in cell phones and other electronics is to hold that such 
devices cannot be searched without a warrant under the automobile exception. 
Indeed, the argument could be made that such warrantless searches should only 
be permitted, if at all, under the exigent-circumstances exception, but that is a 
separate argument altogether.  

As technology continues to “enhance[] the Government’s capacity to 
encroach upon areas normally guarded from inquisitive eyes,” the Court should 
continue “to ‘assure[ ] preservation of that degree of privacy against government 
that existed when the Fourth Amendment was adopted.’”171 While the Court may 
feel that its standing automobile exception precedents have already “settled on 
a solution to the paradox of police discretion in a society committed to the rule 

 

170 SEO, supra note 4, at 271-72. 
171 Carpenter v. United States, 138 S. Ct. 2206, 2214 (2018) (second alteration in original) 

(quoting Kyllo v. United States, 533 U.S. 27, 34 (2001)). 
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of law[,] . . . one era’s answers may not be sufficient to solve another 
generation’s problems, a challenge that may require defining freedom anew.”172 

 

172 SEO, supra note 4, at 275. 


