CAN BIG BROTHER SEARCH CELL PHONES INCIDENT
TO ARREST?

JACK ZANINT*

The question of whether the police may search an arrestee’s cellphone, like
all search issues, must be resolved in light of basic principles regarding privacy
and the right of a person to be free from intrusion by the government. The
Fourth Amendment to the United States Constitution generally requires a
search warrant issued by a neutral and detached magistrate before the
government may search a person, his effects, or a place in which he has a
reasonable expectation of privacy.! The government’s failure to obtain such a
search warrant properly will often lead a court to apply the “exclusionary rule,”
which courts created to deter police misconduct by depriving the government
of the use at trial of the evidence discovered by such a search.2 Of course, like
every general rule of law, there are exceptions to the Fourth Amendment
warrant requirement.> Among these are the exigency doctrine, which dispenses
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1 U.S. ConsT. amend. IV; United States v. Karo, 468 U.S. 705, 717 (1984) (citing
Johnson v. United States, 333 U.S. 10, 14 (1948)). Under the Fourth Amendment, the
fundamental principle that all courts must apply is to review whether the conduct of the
police, that is, the search was reasonable in the circumstances. Maryland v. King, 133 S. Ct.
1958, 1969 (2013).

2 As the Supreme Court recently explained:

[T]he exclusionary rule . . . is a “prudential” doctrine, created by this Court to “compel

respect for the constitutional guaranty.” Exclusion is “not a personal constitutional

right,” nor is it designed to “redress the injury” occasioned by an unconstitutional
search. The rule’s sole purpose, we have repeatedly held, is to deter future Fourth

Amendment violations. . . . Where suppression fails to yield “appreciable deterrence,”

exclusion is “clearly . . . unwarranted.” Real deterrent value is a “necessary condition

for exclusion,” but it is not “a sufficient” one. The analysis must also account for the

“substantial social costs” generated by the rule. Exclusion exacts a heavy toll on both

the judicial system and society at large. It almost always requires courts to ignore

reliable, trustworthy evidence bearing on guilt or innocence. And its bottom-line effect,
in many cases, is to suppress the truth and set the criminal loose in the community
without punishment. Our cases hold that society must swallow this bitter pill when
necessary, but only as a “last resort.” For exclusion to be appropriate, the deterrence
benefits of suppression must outweigh its heavy costs.

Davis v. United States, 131 S. Ct. 2419, 2426-27 (2011) (citations omitted).

3 For example, searches at the border, see, e.g., United States v. Montoya de Hernandez,
473 U.S. 531, 537 (1985); United States v. Villamonte-Marquez, 462 U.S. 579, 592-93

17
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with the warrant requirement in some emergency situations,* and the search-
incident-to-arrest doctrine, which permits a warrantless search for weapons or
a search to prevent the concealment or destruction of evidence that is within
the area of, and accessible to, the arrestee.’ The Supreme Court will soon
determine whether and to what extent these exceptions to the warrant
requirement apply to cellphones.®

Privacy advocates, on the one hand, will cite a sympathetic example, such as
a police officer arresting a teenager for trespassing and conducting a
warrantless search of the teen’s cell phone, exposing the teenager, literally, by
discovering compromising photographs or web searches saved on the phone
that have no relevance to the crime of arrest.” Law-and-order advocates, on the
other hand, will point out that disposable, nontraceable “burner” cell phones
are the ubiquitous means of communication among terrorists and hardcore
criminal elements. According to such advocates, police must conduct near
instantaneous cell phone searches to identify and arrest co-conspirators
promptly before they carry out violent attacks. Each of these scenarios
accurately describes a situation encountered by law enforcement.

The need for prompt action to apprehend dangerous conspirators or to locate
and disable weapons should be resolved by application of the emergency
exception to the warrant requirement.® There is an expanse of data on cell
phones that could be relevant in such a scenario. Map applications,
photographs, videos, emails, or an individual’s web history can yield data on

(1983); United States v. Ramsey, 431 U.S. 606, 616 (1977), searches of a probationer’s
home, see, e.g., Griffin v. Wisconsin, 483 U.S. 868, 875-80 (1987), searches conforming to
the “special needs” of a highly regulated industry, see, e.g., Skinner v. Ry. Labor Execs.’
Ass’n, 489 U.S. 602, 619-24 (1989), searches of automobiles, see, e.g., California v.
Carney, 471 U.S. 386, 390-93 (1985), and searches of containers in automobiles, see, e.g.,
Wyoming v. Houghton, 526 U.S. 295, 308 (1999) (Breyer, J., concurring).

4 See, e.g., Brigham City v. Stuart, 547 U.S. 398, 403 (2006) (providing aid); United
States v. Santana, 427 U.S. 38, 42-43 (1976) (capturing a suspect); Ker v. California, 374
U.S. 23, 41-43 (1963) (plurality opinion) (preventing the destruction of evidence).

3 See Chimel v. California, 395 U.S. 752, 763 (1969) (holding that a search incident to
arrest is justified “to remove any weapons that the [arrestee] might seek to use in order to
resist arrest or effect his escape . . . [and] it is entirely reasonable for the arresting officer to
search for and seize any evidence on the arrestee’s person in order to prevent its
concealment or destruction”).

¢ See United States v. Wurie, 728 F.3d 1 (1st Cir. 2013), cert. granted, 82 U.S.L.W. 3104
(U.S. Jan. 17, 2014) (No. 13-212).

7 See Matthew E. Orso, Cellular Phones, Warrantless Searches, and the New Frontier of
Fourth Amendment Jurisprudence, 50 SANTA CLARA L. REv. 183, 206-07 (2010). As
mentioned above, the exposure of the arrestee can be literal. The technology has led to the
advent of new social norms, such as sexting. Sexting, MERRIAM-WEBSTER,
http://www.merriam-webster.com/dictionary/sexting (last visited Feb. 9, 2014) (defining
sexting as “the sending of sexually explicit messages or images by cell phone” and listing
the first known use as 2007).

8 See supra note 4 and accompanying text.
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targets, confederates, explosive devices, and other weapons. The potential
exclusion of evidence at a future trial will not deter a search when, at the time
of the search, the officer conducting the search miscalculates the imminence or
gravity of potential harm to either an identifiable victim or to the public.’
Neither the public nor the judiciary would want to require the police to
calculate such risks finely before briefly examining the contents of a cell phone
to ensure public safety. Perhaps in a true emergency, society does not
recognize any reasonable expectation of privacy. If and when a true emergency
doctrine case reaches the Supreme Court, there is no doubt that such a search
will be countenanced.

The vast majority of criminal investigations and arrests, however, will not
involve emergencies posed by cell phone carrying criminals. Setting aside the
hypothetical juvenile trespasser, everyday crimes, such as drug dealing, almost
always result in police seizure of cell phones. Cell phones, like firearms, have
long been recognized as tools of the trade at every level of drug dealing.!?
Drug dealers arrange a vast numbers of illicit transactions by text or call, and
so it is likely that every cell phone seized during an ordinary street level drug
arrest will contain evidence related to that particular deal, as well as other deals
and crimes.

Criminals, like others engaged in commercial enterprises, need to keep
records. Inventory, prices, customers, suppliers, dates, times, and places are all
part of the business. It is important for a criminal to retain some of these
records for an extended period of time, like the contact information for a good
supplier or the typical price for a given product. By comparison, criminals are
more likely to delete periodically data related to the criminal’s most recent
retail order, such as a client’s name and contact information, the quantity
ordered, and the meeting location. Dealers once kept much of this information
in paper form, in small books or diaries, and often carried this information on
their person. Those media have now been replaced by electronics that store and
transmit the same data. The cell phone is essentially a container, like a wallet,
purse, or briefcase, that stores information. How does the search-incident-to-
arrest doctrine apply to such a container?

Initially, a police officer could conduct a warrantless search incident to
arrest of an arrestee’s person and effects if the officer conducted the search in
order to find weapons or to prevent the destruction of evidence on the
arrestee’s person.!! The Court based this rule on the truism that an arrested

9 See supra note 2 (discussing the exclusionary rule). In theory, deterrence of unlawful
police searches can also be accomplished by a lawsuit against the police for such searches.
See, e.g., Messerschmidt v. Millender, 132 S. Ct. 1235, 1245 (2012) (holding that in a case
of an illegal search where a warrant was improperly issued, the plaintiff did not meet the
high standard necessary in order to hold an officer personally liable).

10 See, e.g., United States v. Slater, 971 F.2d 626, 637 (10th Cir. 1992); United States v.
Martinez, 938 F.2d 1078, 1083-84 (10th Cir. 1991).

11 Chimel v. California, 395 U.S. 752, 763 (1969); see also United States v. Robinson,
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person, and whatever he is carrying, is not afforded any real expectation of
privacy.!? The Supreme Court has applied the rule to permit searches of small
containers carried by an arrestee,!? as well as searches of motor vehicles and
“any containers therein” when “the offense of arrest” makes it “‘reasonable to
believe evidence relevant to the crime of arrest might be found.””'* Indeed, the
Court in United States v. Edwards even permitted the search of an arrestee’s
clothing the morning after his arrest, reasoning that, “[w]hile the legal arrest of
a person should not destroy the privacy of his premises, it does—for at least a
reasonable time and to a reasonable extent—take his own privacy out of the
realm of protection from police interest in weapons, means of escape, and
evidence.”!’ Thus, the search-incident-to-arrest doctrine is not dependent upon
the potential destruction of evidence before a warrant can be secured. Rather,
the doctrine is properly understood to permit a reasonable search of an
arrestee’s person because an arrestee has no privacy interest in his effects or in
a container on his person that may hold evidence of the crime of arrest if the
container is in police custody by virtue of the arrest.'® While the doctrine has
time and space dimensions,!” Edwards and Gant demonstrate that standard
arrest procedure or a reasonable likelihood of discovering evidence of the
crime of arrest can extend these dimensions considerably.!8

Permitting the search of a cell phone’s contact list, outgoing calls,
photographs, and other data, however denominated, is a logical application of
the search-incident-to-arrest doctrine.'” Gant’s reasoning applied to searches of
cell phones indicates that an officer may search a cell phone as long as the
officer reasonably expects that the cell phone contains evidence of the crime of

414 U.S. 218, 235-36 (1973).

12 Robinson, 414 U.S. at 224, 235. But see United States v. Chadwick, 433 U.S. 1, 16
n.10 (1977) (“Unlike searches of the person, searches of possessions within an arrestee’s
immediate control cannot be justified by any reduced expectations of privacy caused by the
arrest. Respondents’ privacy interest in the contents of the footlocker was not eliminated
simply because they were under arrest.” (citations omitted)). Most recently, the doctrine has
been used as part of the justification for taking a DNA swab of an arrestee to ensure the
accurate identification of the arrestee. Maryland v. King, 133 S. Ct. 1958, 1969-74 (2013).

13 Robinson, 414 U.S. at 224, 235-36.

14 See Arizona v. Gant, 556 U.S. 332, 343-44 (2009) (emphasis added) (quoting
Thornton v. United States, 541 U.S. 615, 632 (2004)).

15 United States v. Edwards, 415 U.S. 800, 801-05, 808-09 (1974) (quoting United States
v. DeLeo, 422 F.2d 487, 493 (1970)).

16 See Gant, 556 U.S. at 343-44; Robinson, 414 U.S. at 237 (Powell, J., concurring).

17 Gant, 556 U.S. at 351 (“Police may search a vehicle incident to a recent occupant’s
arrest only if the arrestee is within reaching distance of the passenger compartment at the
time of the search or it is reasonable to believe the vehicle contains evidence of the of the
offense of arrest.”).

18 1d.

19 Commonwealth v. Phifer, 979 N.E.2d 210, 214-16 (Mass. 2012).
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arrest.?® A cell phone is likely to yield information that will help to ascertain
and verify the identity of the arrestee,?! as well as evidence related to at least
some crimes, such as drug dealing. Nonetheless, the searching officer should
not conduct an unrestrained foray into the various applications on the cell
phone once it becomes clear to the officer that those applications do not
contain evidence of the crime of arrest. Some degree of police intrusion into
otherwise private information is inevitable, but by committing a criminal act
(and having been caught), an arrestee sacrifices a degree of the privacy and
liberty that law-abiding citizens enjoy.?? The fact that a police officer may see
extraneous information while conducting a lawful search does not render the
search-incident-to-arrest doctrine inapplicable to cell phones.

Frequently, the argument is made that cell phones are qualitatively different
from other containers due to the vast amount and divergent types of data that
cell phones store and maintain.?® Tt is of course true that, without a search
warrant, police may not search an arrestee’s home, or another home within
which the arrestee was arrested, for more than weapons and persons posing a
danger to police.?* Yet a motor vehicle is subject to search for evidence of a
crime of arrest despite the fact that motor vehicles can hold ample private or
embarrassing information.?> The Court, as arbiter of policy, must decide
whether to recognize an arrestee’s right of privacy in a container that may
contain evidence of the crime of arrest but that may also reveal irrelevant and
potentially embarrassing information. Perhaps the Court will simply require a
search warrant once the arrestee is secured and cannot access the cellphone.2°

Any warrant requirement the Court imposes should not pose much of an
obstacle to a relatively prompt search, if the police and judiciary adopt the
same technologies that seem to be causing the quandary. That is, police
officers should carry ready-to-hand affidavits that explain and justify the need

20 See Gant, 556 U.S. at 351.

2l See Maryland v. King, 133 S. Ct. 1958, 1969-74 (2013).

22 Cf. Jones v. Helms, 452 U.S. 412, 420-21 (1981) (“We are aware of nothing in our
prior cases or in the language of the Federal Constitution that suggests that a person who has
committed an offense punishable by imprisonment has an unqualified federal right to leave
the jurisdiction prior to arrest or conviction.”); Commonwealth v. George, 717 N.E.2d 1285,
1290 (Mass. 1999) (“The State’s interest in assuring that a criminal defendant is available
locally in order to facilitate detection and prosecution of crime is sufficient to justify
whatever restriction the tolling provision [of the statute of limitation] places on a
defendant’s qualified right to leave the State. Stated another way, the tolling provision
rationally facilitates the legitimate State purpose of investigating and prosecuting crime.”).

23 See Orin S. Kerr, Foreword: Accounting for Technological Change, 36 HARV. J.L. &
PuB. PoL’y 403, 405 (2013).

24 Maryland v. Buie, 494 U.S. 325, 335-36 (1990).

25 See Gant, 556 U.S. at 343-44.

26 See id. at 351 (reiterating the importance of the arrestee’s location in relation to the
vehicle to be searched in cases where there is no reasonable basis to believe that the vehicle
contains evidence of the crime of arrest).
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to search a cell phone as an instrumentality and source of evidence for a
number of crimes, including drug dealing. Such an affidavit by an expert could
be used in nearly every case, and would be supplemented by a shorter affidavit
incorporating the police report that details the particulars of the arrest and the
seizure of the arrestee’s cell phone. Moreover, the need for a police officer to
appear in person at a judge’s doorstep at midnight so that the judge can swear
an oath can give way to communication through Skype or videoconference,
especially in rural areas. The Supreme Court’s explicit or implicit
acknowledgement that such methods satisfy the Fourth Amendment warrant
requirements would prompt late technology adopters in the government to leap
forward in this regard, thereby protecting the principles of the Fourth
Amendment.
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