












Here are some tips to keep you safe from
ransomware: 

KEEP UP-TO-DATE
Keep all software up to date, including
operating systems and applications. Set
them to update automatically.  

DON'T OPEN OR CLICK

Don't open unknown
attachments or click on links
before verifying them. 

USE
MULTIFACTOR
Add multifactor
authentication to your online
accounts whenever possible.

BACK UP YOUR
DATA
Make it a point to back up
you data on a regular basis to
prevent data loss in the event
of a ransomware attack. 

REPORT IT
Contact the IT Help Center (or
your college or department’s
local IT support) before taking
any action if you find yourself
victim to a ransomware scam:
ithelp@bu.edu. 

DOWNLOAD
CROWDSTRIKE 
To help protect yourself from
ransomware, download Crowdstrike,
it’s free of charge for all students,
faculty, and staff for their personal
laptop or desktop computers. Note:
If you’re using a BU managed device,
we’re already protecting you!



https://www.bu.edu/tech/services/cccs/desktop/d
evice-security/endpoint-protection/

https://www.bu.edu/tech/support/information-
security/bus-phish-bowl/

https://cybercheckup.bu.edu/

https://www.bu.edu/tech/support/information-
security/security-for-everyone/phishing/

abuse@bu.edu

ithelp@bu.edu

https://www.bu.edu/tech/services/cccs/desktop/device-security/endpoint-protection/
https://www.bu.edu/tech/support/information-security/bus-phish-bowl/
https://cybercheckup.bu.edu/
https://www.bu.edu/tech/support/information-security/security-for-everyone/phishing/
mailto:abuse@bu.edu
mailto:ithelp@bu.edu

