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SRM – Security Resource Management
A Framework to Support Communications 
and Boost IT Security

- Ken Leeser, President, Kaliber Data Security



trite
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trite: adjective

lacking in freshness or effectiveness
because of constant use or excessive
repetition. Hackneyed. Stale.
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2 trite themes we hear all 
the time in information 
Security
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“We need to take a risk‐based 
approach to IT security”

“We need better communications 
between IT and Management 
(Administration)”
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Are these themes related?



Let’s Explore
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Risk-based Approach to 
Security Management
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“The State of Risk-Based Security Management” 
Ponemon Institute, 2012
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Commitment to RBSM is high.

“Respondents believe that risk assessments can 
help assign values to risk, obtain actual costs 
related to an incident and predict the frequency 
and impact of future security incidents.”
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Only about half of the organizations in the study 
have a formal RBSM program.

Most of these are only partially implemented.

REALITY
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Drill Down on the Details
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2 Contradictory 
Statistics
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87% of organizations are 
‘committed’ to Risk‐Based 
Security Management 

Only 52% actually have a 
Risk‐Based Security 
Management program
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2 Reasons

Why?
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“Without a scorecard difficulty getting senior 
level support, funding and resources.”

No Metrics

No Framework
“An effective RBSM framework aligns 
organizational effort, metrics, and indicators 
drives more effective security expenditures.”
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Without a Framework 
Implementing Risk Based 
Security Management is a 

Daunting Task
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Where do we Begin?
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SRM Tools Can HELP:
Security Resource Management

Initial 
Commitment to 
RBSM

Implementation 
of SRM

IT Security 
Metrics

Better 
Communications 
and 
Management 
Support
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SRM is CRM for IT Security
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Threats

Controls
Risk

SRM FRAMEWORK



Things to look for in an SRM System
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#1: Unified Compliance Framework 
Integration
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UCF – Provides Detailed 
Mapping



Authorities -> Citations -> Controls
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Regular Authority Updates



Vendors

RSA Archer

Bwise

LockPath

TruOps

TraceSecurity
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Vendors

RSA Archer

Bwise

LockPath

TruOps

TraceSecurity
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#2: Ease of Implementation

Initial 
Commitment to 
RBSM

Implementation 
of SRM

IT Security 
Metrics

Organizational 
Support of Risk 
Based Security 
Management
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SRM Implementation
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Step 1: Identify Authority Documents
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Step 2: Itemize Assets
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Step 3: Evaluate pre-defined threats
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Denial of Service Detail
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Step 4: Manage Controls
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Manage Control Detail
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Step 5: Deploy Policies
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What users see



43

Select a Policy to View
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Select a Policy to View
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View Details
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Indicate Acceptance
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View/Manage Acceptance



Step 6: Answer Risk Controls
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Step 7: Audit/Verify
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#3: Excellent Risk Metrics

Initial 
Commitment to 
RBSM

Implementation 
of SRM

IT Security 
Metrics

Organizational 
Support of Risk 
Based Security 
Management
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Compliance Dashboards
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Risk Dashboards



53

The Framework provided by an 
SRM system is necessary to 

support good Risk Based 
Security Management
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“We need to take a risk‐based 
approach to IT security”

“We need better communications 
between IT and Management 
(Administration)”



 2007:  #2 – “Security”
 2008:  #1 – “Security”
 2009:  #3 – “Security”
 2010:  #3 – “Security”
 2011:  #4 – “Security”
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Top-Ten IT Issues in 
Higher Education



 2012:  SECURITY off the List

Replaced by: “Establishing and Implementing IT 
Governance throughout the Institution.”
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Top-Ten IT Issues in 
Higher Education



“Establishing an IT governance process is 
possibly the single most-effective step toward 
effective IT leadership because it will provide a 
framework for defining decisions around IT 
priorities and resource allocation.”
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"Once a structure and process—a 
framework—is established, the institution can 
focus on the quality of decisions that flow from 
it. A good framework will result in decisions 
that are well understood and widely accepted."
—Joseph Vaughan, CIO and Vice President for Computing, Harvey 
Mudd College
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What do we need to support 
the communications necessary 

for good IT governance?



60

A Framework!
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Where can we find such a 
Framework?
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SRM Systems
Provide a Governance Framework

Facilitate Communications w/Administration

Initial 
Commitment to 
RBSM

Implementation of 
SRM

IT Security Metrics

Better 
Communications 
and Management 
Support
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Summary Dashboards
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Management Reports
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Management Reports
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The Framework provided by an 
SRM system is necessary to 

support good Communicatons
and IT Governance



Review

Let’s work our way backwards
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Review

 IT Security initiatives require the support and 
backing of the Administration

Support and backing are gained through 
communications and agreed-to IT Governance 
standards 

 IT Governance standards require a Framework
The Framework collects data necessary to 

support the Governance Standards
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Review

Framework Data should include:
Risk Gaps

Compliance Gaps

Progress in closing Gaps

Identification of new threats and requirements 
on a regular basis
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Review

Framework Data should be gathered by:
 Identifying Authority Documents

Compliance requirements like FERPA, HIPAA, 
Mass Data Privacy

Best Practices like ISO 27001

Identifying Assets Containing Protected 
Information

Evaluating Threats to that Data

Identifying Appropriate Controls

Assuring that those Controls are implemented
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Review

SRM Systems Provide the Framework
Help collect and organize Data

Provide pre-mapped conditions for Threat -> 
Controls -> Compliance Requirements
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Conclusion

A Risk-based approach to IT Security management
and

Establishing better communications between IT and the 
Administration
ARE Related
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THEY REQUIRE A COMMON FRAMEWORK TO EVALUATE RISK 
AND COMMUNICATE THAT RISK
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2 Final Thoughts
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Get started today on truly 
implementing a Risk‐based 
framework for better IT Governance 
and better communications

Thank you for your time and 
attention.
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