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Introduction

This document defines the Boston University Information Services & Technology (IS&T)

Change Management process. It is based on the Information Technology Infrastructure

Library® (ITIL) and has been adapted to address Boston University’s specific

requirements.

This document should be read by all Boston University employees who are
adopting the IS&T Change Management process.

It is divided into the following sections:

Overview and
Objectives

Change Management
Policies

Key Attributes of a
Change

Process Definition

Roles and
Responsibilities

CAB and CAB
Meetings

Request for Change
Procedures

Key Performance
Indicators

BOSTON UNIVERSITY

States the objectives of the Change Management process at
Boston University and what is in-scope and out-of-scope
to the process.

Outlines policies that support the Change Management
process.

Categorizes changes into four different types with specific
risk levels for each type. Approval processes and lead
times between Change Request submission and
implementation are determined based on the risk level.

[llustrates the high-level Change Management process
with the following use-cases covered:

» Standard Pre-Approved

* Normal Change

* Emergency Change

» Urgent Change
Identifies the roles within the Change Management
process and the responsibilities for each role.

Discusses the membership of the Change Advisory Board
(CAB) and the agenda for the CAB meeting.

Specifies procedures for completing ServiceNow’s Request
for Change (RFC) form, including which fields are
minimally required.

Identifies the metrics for measuring the success of the
Change Management process.

VERSION 3.0 | JUNE 2011
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Overview, Objectives, and Current Scope

Overview

Change Management is the process of recording, evaluating, approving, planning, and
overseeing the implementation of a change in a controlled and efficient manner. A
change is an addition, modification to, or removal of, applications, infrastructure, or
technical client services, service components, or related configuration items and their
associated documentation. In Service Management, the goal of Change Management is to
protect the live environment. The authority for approving changes can be assigned to
the Change Manager, the CAB or ECAB, and other identified parties.

Objectives

Boston University’s objectives for the Change Management process are:

e Increase the number of successful changes, including reducing the number of
changes with unexpected outcomes

e Decrease the number of urgent (or unplanned) changes

e Decrease the number of incidents caused by changes

¢ C(reate a single documented process for managing all changes

e Maintain a single repository for recording all changes through the lifecycle

e Ensure the process is adopted, adhered to, and escalated to management if there are
compliance issues

e [Initiate the Change Management process to provide sufficient lead time for adequate
impact analysis by the CAB

e Ensure that auditable change controls are established and documented. These
controls include initiation of the change request, testing of the changes prior to
implementation, and approval for the change to be implemented.

¢ Maintain and publish a change calendar with good visibility, measured in weeks and
months.

e Communicate changes to IS&T, affected client representatives, clients (where
appropriate), and other IT organizations (where appropriate)

e Streamline the procedures so that there is an appropriate balance between the
complexity of the change and the required controls

e Harvestlessons learned from the Change Management process that could be applied
to other areas of Service Management

Current Scope of Change Management

Any change to a production service that affects the entire university, a single campus, or
is deemed significant (multiple groups or departments and certain large departments)
must have an associated request for change (RFC). However, for any change with a
scope of a single department (group) or individual, use of the Change Management

4 BOSTON UNIVERSITY VERSION 3.0 | JUNE 2011
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process is optional. Future phases of Change Management will require those changes
that are smaller in scope to be tracked.

What Is ServiceNow?

ServiceNow is the enterprise service management ticketing tool that is used by IS&T
and its University partners to manage change. In the future, incident, configuration,
release, request fulfilment, and other service management processes will be managed
through the same tool. ServiceNow delivers the product via the SaaS (Software as a
service) model, which enables IS&T to deploy more quickly, with less technical
investment. Resources that would be used to manage ServiceNow are freed up to focus
on the core mission of enabling the University’s research and teaching priorities.

Change Management Policies

e All changes within the current scope must go through the Change Management
process and must have a completed request for change (RFC) with appropriate
approvals.

e Campus/University scope and very high or high risk changes require CAB and AVP or
CIO review and approval.

¢ Campus/University scope and moderate or low risk changes require CAB review and
approval.

e Significant scope and very high or high risk changes require CAB review and
approval.

e Risk assessment and scope are used to determine the lead time and level of IS&T
approval required for all changes. Whenever possible, RFCs will be requested for
approval with no less than the defined minimum lead times for their risk and scope
profiles.

e Arisk assessment must be provided for each change by answering the required
questions within the RFC. Requirements for Client and Information Security approval
should be identified in advance and noted in the appropriate section of the RFC.

e Change windows will be pre-defined and published.
e All changes will be entered on the IS&T calendar.

e Ifachange needs to be scheduled outside of a change window, the change’s
implementation date/time needs approval from the appropriate parties (CAB, ECAB,
Change Manager, the business, etc.).

e If the date changes for a normal change, approvers (Change Sponsor, Change
Manager, and CAB) are notified, but additional approvals are not required. If the date

BOSTON UNIVERSITY VERSION 3.0 | JUNE 2011 5
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changes for an urgent change, the ECAB is notified and existing approvals are subject
to revision.

e Ifrequired, approvals from the business or service owner should be obtained and
attached to the RFC when created and before the Change Management ‘Request for
Approval’ process is initiated.

e All IS&T data center power-related changes must be assigned a scope of
University/Campus-wide.A Planned Start Date/Time, Back-out Date/Time, and
Planned End Date/Time shall be provided for each change.

e All changes must contain the following plans: implementation plan, back-out plan,
test plan, and communication plan. These plans can be entered directly into the
appropriate sections or can be provided via an attached document.

e All changes will be visible to the Service Desk.

e All university/campus or multiple group changes that are service-impacting require
communication to a broader client audience (e.g., email to Techstatus list, posted on
TechWeb, etc.).

e Proof that controls (initiation, testing, and approval) have been followed for all
auditable changes shall be stored with the ability to be reproduced.

e Each change shall be initiated through a standardized and approved process (service
request, incident management, problem management, or PRIME)

e Each change should be well tested and verified prior to implementation.

e All implementation work on the change should be completed by the Planned End
Date/Time.

e The back-out steps must be completed within the requested change window itself;
the planned end time of the change should account not only for the implementation
work, but also for the back-out steps.

e Validation that the change has been completed successfully should be confirmed
through post-change testing.

e Atthe conclusion of a change, the Post Implementation Review (PIR) section of the
RFC should be completed; the PIR is mandatory for the following situations:

o University/Campus-wide—all risk levels
o Significant—moderate, high, and very high
o Department—high and very high

6 BOSTON UNIVERSITY VERSION 3.0 | JUNE 2011
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o Minor—very high

o Failed Changes

o Changes that resultin a Priority One incident
o Emergency changes to resolve an incident

o Urgent changes associated with an incident

BOSTON UNIVERSITY VERSION 3.0 | JUNE 2011 7
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Roles and Responsibilities

Arole is a set of activities. An individual can perform more than one role. The current
roles and responsibilities associated with BU’s Change Management process include the
following:

Change Manager

The Change Manager is the authoritative lead for Change Management and is
accountable for the planning, implementation, and improvement of the process.
The responsibilities for the role include:

e Lead weekly CAB meeting, including creation of an agenda, leading meeting itself,
documenting action items and notes, and pursuing any other follow up activities
Validate the accuracy of RFCs

Participate in the authorization of changes

Maintain and publish the change calendar

Communicate service impacting changes to clients (e.g., Email weekly change
announcement)

Ensure that post-implementation reviews are conducted per the policy

If an unauthorized change is discovered, escalate and educate as appropriate
Report on Change Management activities

Educate IT staff on the change management process

Propose and implement improvements to the change management process

CAB Member

The CAB (Change Advisory Board) member serves to support the authorization,
assessment, and recommendation for or against changes from both a technical and
business point of view. Each functional area should maintain representation on the CAB.
The role of the CAB member may be a permanent appointment or as-needed for input
on a given change. The responsibilities for the CAB member include:

e Represent their team and their team’s changes

e Review changes prior to the meeting

e Assess and recommend the approval or rejection of proposed changes; if a CAB
member does not approve a change, explain why

e Attend to approvals in a timely manner

e Attend or send a knowledgeable representative to weekly CAB meeting

e Actas aliaison between the CAB and their team regarding Change Management
policies, procedures, questions, or enhancements

8 BOSTON UNIVERSITY VERSION 3.0 | JUNE 2011
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ECAB Member

The ECAB (Emergency CAB) members are a sub-set of the CAB. They authorize urgent
changes when convening a regular CAB meeting is not appropriate or feasible. The role
of ECAB membership is ad hoc, based on the nature of the emergency or urgent change.
Members of a given ECAB may be part of the permanent CAB or filling an as-needed role
to help assess the urgent change under review. While ECAB membership does shift, the
Change Manager is always part of the ECAB.

e Assess and approve or reject urgent changes of all risk types submitted and
scheduled for implementation before the next scheduled CAB meeting

Change Requester

The Change Requester is the person on whose behalf the change is being requested and
corresponds to the “Requested by” field within ServiceNow.

e Accountable for the completion of the RFC including accurate scope, risk assessment,
and change plans

Secures appropriate business approval

Communicates status of the change to the business as necessary

Owns the successful outcome of the change

Accountable for post-implementation review

Change Implementer

The Change Implementer is the person primarily responsible for the actual
implementation of the change and corresponds to the “Assigned to” field within
ServiceNow.

¢ Responsible for creating the test, implementation, and back-out plans
e Responsible for executing the test plan, implementation plan, and the back-out plan,
if necessary

¢ Documents the RFC within ServiceNow regarding the outcome of the change,
including the PIR as appropriate

Representatives for Externally Implemented Change
Depending on the nature of the change(s) and who will be implementing, an IS&T staff

person may be appointed to coordinate change with external vendors.

e Work with the external vendor to schedule change
e Submit the appropriate request for change
e Record the outcome of the change based on change management policy

BOSTON UNIVERSITY VERSION 3.0 | JUNE 2011 9
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Key Attributes of a Change

Types of Changes

Changes are categorized into four types based on the required workflow and approval
procedure. The types are:

e Standard—Pre-approved based on change model

e Normal—Change that follows normal approval flow

e Urgent—Must occur prior to prescribed lead time for approval

¢ Emergency—immediate incident-related change. May be documented after
the fact.

Scope of Changes

The scope of a change is determined by the range of its potential impact on services.
The broader the potential impact on services, the wider the scope. Scope is categorized
as follows:

University/Campus—One or both campuses (CRC and BUMC)
Significant—A school or two or more departments
Department—A single department

Minor—Five or less clients

Risk Assessment for Changes
Risk assessment is based on the following “yes or no” questions:

[s the change service-impacting?

Does the change require more than one support group?
[s there a single point of failure (SPOF)?

[s this a new or high-risk routine activity?

Each “yes” answer increases the risk profile of the change. The risk value assigned to the
change is based on the number of “yes” responses:

Four equals Very High

Three equals High

Two or One equals Moderate
Zero equals Low

10 BOSTON UNIVERSITY VERSION 3.0 | JUNE 2011
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Approval Process and Lead Time Required

The approval and lead time required by normal and urgent changes are determined by
combining the type of change, scope of change, and risk assessment.

Approval: ECAB or CAB + AVP or CIO

The lead time required for submitting the following normal changes is a CAB meeting
plus two weeks. There is no defined lead time required for urgent changes.

Type Scope Risk
Urgent Campus Very High, High
Normal Campus Very High

Approval: ECAB or CAB

The lead time required for submitting the following normal changes is a CAB meeting
plus one week unless otherwise noted. There is no lead time required for urgent
changes.

Type Scope Risk

Urgent Campus Moderate, Low

Urgent Significant Very High, High

Normal Campus High

Normal Campus Moderate (one week lead time)
Normal Significant Very High, High

Normal Departmental Very High (one week lead time)

Approval: Change Manager

The lead time required for submitting the following normal changes is two days. There
is no lead time required for urgent changes.

Type Scope Risk

Urgent Significant Moderate, Low
Urgent Departmental All

Urgent Minor All

Normal Campus Low

Normal Significant Moderate
Normal Department High

Normal Minor Very High
Normal Significant Low

BOSTON UNIVERSITY VERSION 3.0 | JUNE 2011 11
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Standard and Emergency Approvals

Standard changes are pre-authorized by the CAB. They follow an approved change
model and may be of any scope, but must be of low risk. Approvals for standard
changes may be required during change freeze periods.

Emergency changes are conducted in response to an incident. Emergency changes of
any scope or risk may be documented retroactively, if necessary. The manager in
charge of the Incident is responsible for approving the change.

RFC Procedures

Use BU’s service management system, ServiceNow, to create the RFC. To do so,

follow the instructions below.

1) Using your BU login name and Kerberos password, log in to ServiceNow at
http://bu.service-now.com.

2) Select “Change” in the left-hand column.

3) Select “Create new” under Change. This will create a new Change Request (or
RFC) with a unique ticket number.

) Service-now.com -Service Management Suite - Mozilla Firefox ey i -1&] %]

Fle Edit View Hstory Bookmarks Tooks Help

@ L & e Wttps:f/hustmnudev.serwt&ﬂmm"tum]navpage.du o - I"_'"-;tc’;ﬁ P

J /) Service-now.com -Service Managem... | - |

BOSTON _ _ BU’s ServiceNow URL:
—Serwce Management Suite q
https://bu.service-now.com

Bl Welcome: ITIL User §

AAC

Change Request

Number: \CHG031199 =

o i - Opened by ITIL User
2 Homepage Requested by TTIL User A% Client Services: =&
‘_7 KH?W‘EE‘QE . B Assigned to: ITIL User A® ~
[ My Profile Type: Mormal i e
[,” My Templates Scope: lﬁ pYa— = —_[A
[ Take Survey = T

isk: Moderate v 5
Ch a Service Component(s): ¥ &

= State: Draft = " o l—_l B
F_*'Creale New Approval: Mot Yet Requested = g —
[ & My Changes &
[ Open ]
] P B 1 “ ” A «“ ” B
D A sacidasad . Change” taskbar item and “Create New” tab ]
[©] Change Calendar —
— Business Reason: I_
|_fl Ovenview —
Summary of Change: &%

Reports 2 L e
[f View f Run I
- Waork notes: "5 B
[77] Scheduled Reports I
[ Summary - =

| one
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NOTE:

Some fields will be pre-populated or calculated based on information that is
entered. These will be grayed out; and are indicated by an orange bar to the left
of the field. Other fields will be mandatory; these will be indicated in red or by a
red bar to the left of the field.

4) Fill out the appropriate fields for the RFC. The fields are as follows:

a) Requested by: Person on whose behalf the change is being requested

b) Assigned to: Person primarily accountable for working the change

c) Type: Changes are categorized into four different types based on
workflow and required approval

d) Scope: An indicator for the geographical or client-base impact of the
change—required

e) Risk: A calculated field based on the answers to the four risk assessment
questions

f) State: Indicates the current state of the RFC. States include: Draft (pre-
submission); Open (RFC is in-process); Pending (requires additional
information); or Closed (change is complete).

g) Approval: Indicates the approval status of the change. This field is based
on input from the change manager, CAB, or other authorizing agent.

) Service-now.com -Service Management Suite - Mozilla Firefox EEEE i -181 x|

Fle Edit View Hstory Bookmarks Tools Help

@ w C 7y Whn:ps:fibusmnudev.serwce-r\ow‘com/navpaga‘do 77 - [l coese )

J 1) Service-now.com -Service Managem... |7| F

Bgvsgagﬁ -Service Management Suite

Bl Welcome: ITIL User ¥

Change Request

Kiimhar- "HG031199 A
e Opened by: ITIL User
{3} Homepage Requested by: TIL User A% Client Services: ]
= K"TW‘E”QE - Assigned to: TIL User 8- =
[ My Profile Type: Normal % -
[,E," My Templates Scope: ~Mone — - |
Take Surve
s v Risk Moderate b Y
Ch; x Service Component(s): ¥
i State: Draft = = i liJ 5
[# Create New Approval: Nt Vet Requasted 5 = -
[ My Changes a
[% Open
A Short description: | o}
Ch:
E angs Calendar Business Reason: |
Lfl Overview =58
S f Ch :
o = ummary of Change: 5
m\lwew ! Run |
’_:1— Wark notes: " ca
[27] Scheduled Reports o
iR — | Key RFC fields—4a to 4g
[ Summary Jhdl i

| pone
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h) Client Services: The major service that the change is going to affect—
required

i) Service Component(s): The sub-service or product within the Client
Service that the change is going to affect—required

) Service-now.com -Service Management Suite - Morilla Firefox T e G _1= x|

Fie Edt View Hstory Bookmarks Tools Help

@ v C 4 [ s foostanudy.senvice-now.comjnavpage.do 77 - [*WTeeose p

j /) Service-now.com -Service Managem... |7| F

BOSTON
UNIVERSITY

-Service Management Suite

. Chnge Request i
8 Mumber. [CrGosmes I |
self-service 2 Fe IW ’
£} Homepage R [flUser 0% Client Services: =3
;@J?@ 77777 Assigned to: WQ& -] aQ
[ My Profile Type: MNormal = S
["j["] My Templates Scope: lh =
[73 Take Survey o T = °
Change A D Fra—— “ervic : Component(s): =l :
[# Create New | Approval: Not Yet Requested = - |
[ My Changes =]
5 Open ===
LA Short description: [ =
i;.‘ﬂ BCZE:WCE‘EMH Business Reason: |
R % Summary of Change: % BE
[ View f Run |
e Work Sl
[#7] schedulad Reports . . .
S | Service related RFC fields—4h and 4i
[ Summary = -

| Done &

j) Short Description: A brief, meaningful title for this change—required

k) Business Reason: In non-technical terms, describe reason and business
driver for the change

1) Summary of Change: A brief description of what needs to be done,
beginning with a non-technical summary followed by more technical
language when needed

m) Work Notes: An optional field where any additional, relevant information

regarding the change or related activities can be noted
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%) Service-now.com -Service Management Suite - Mozilla Firefox =181x]

fle Edit View Hstory Bookmarks Tools Help

@ - C X Yy gl

J@&W’m&-mﬂ:m-&w’x}e“am... x |@Sﬁv’c&mwm-l’l’5&w’c&l‘h’ﬂgﬁm x I - | ’T

STON . .
-Service Management Suite

B Welcome: ITIL User §

rvice-now. comji d < - |-°—!v|r,nng|e P

LA LEEACRAN €[ change Request Request Approval
Number ot 3.
== Y Opened by: ITIL User - ®
2 ient Services:
Co = Requested by ITIL User QB =l El
[ Create New Assignedto ITIL User Qg Q
[ My Changes
[% Open Type: Normal =
All Scope: — None — - . . .
) crange Gatans : Narrative RFC fields—4j to 4m
ange Calendar Risk: Moderate 2
[l Ovenview
State Draft hd | =9
Reports ¥
Approval: Not Yet Requested -
Short description [ - |
DusIIEsS REasUIL |
Summary of Change: "&% =2a
Work notes: & BE
Risk Assessment || Schedule || Ghange Plans || vendor involvement || ca8 |
=l
Done “ “\3

n) Risk Assessment: Four questions must be answered which are then used
to calculate the Risk Value for the change—required

¥’) Service-now.com -Service Management Suite - Mozilla Firefox =121 x|
File Edit View Higtory Bookmarks Tools Help

@ - C X &

J@iarv'me'mwmm'&rvineﬂam... x |@Serviczmw.mm—l‘l’52rv\cEMangem x I - ‘ ’T

htps://bostonudev.service-now.com/navpage.do e - |-‘_|v\et-m;\a P

Type filter text [ERi Change Request
Self-Service ¥ |
Change 2

‘ Risk Assessment || Schedule H Change Plans H Vendor Involvement H CAB |
[# Create New

M
[% open | service InterruptediDegraded?: | Yes -

’é‘:‘ Galend Description of Impact: [~ none — =
ange Calendar

3 Overview Two Or More Teams Required?: [ —None — -

Reports ¥ Single Point OF Failure?: —None — v
NewHigh Risk Routine Actvity?: [—one — 7]
Security Approval Required?: m

Additional Comments: EE

RFC Risk Assessment questions—4n

[one i [}

NOTE: The Risk Assessment, Schedule, Change Plans, Vendor Involvement, and CAB fields are all tabs
at the bottom of the ticket. To complete each field, select the appropriate tab.
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o) Schedule: Dates and Times—required

©)) Service-now.com -Service Management Suite - Mozilla Firefox =18] x|

Fle Edit View Hgtory Bookmarks Tools Help

o - I"‘_l'lﬁc-og\e »

Request Approval

| RiskAssessment || Schedule || Change Plans || Vendor Involvement || CAB |

+
[3 i coams 3
[ open Planned StartDatemime: [ 5]

':I‘lvange Calendar Backout Date/Time: |
(5 Oveniew Planned End DateTime: [ 5]

e v

Required RFC Date & Time fields—4o0 I

Dorne

p) Change Plans: The four sets of plans that must be accounted for are:
implementation, back-out, test, and communication. The plans may be
entered into the fields as text or may be attached to the RFC as multiple
documents or a single document using the paper clip button—required.

\ SEIES

77 -] cooge r

F ¥
Change A
I ‘ Risk Assessment || Schedule || Change Plans || Vendor Involvement || CAB ‘
Create New
L2 by Changes ¢
D Open Implementation plan: % =0E]
Al
[E] change calendar |
[ Overview Ba e e
ckout plan: %
Reports v |
Test plan: & EE
Communication Plan: & =
Em
Required RFC Planning fields—4p
| Done 3

NOTE: To attach docuements to the RFC, select the paper clip icon in the upper right corner of the window.
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q) Vendor Involvement: Optional field that should be completed as necessary
r) CAB: This tab will display notes from the CAB after the request has been
submitted. The field cannot be edited by non-CAB members.

¥) Service-now.com -Service Management Suite - Mozilla Firefox =181 x]

Fle Edit View History Bookmarks Tools Help

@ c « o EEm- — : T pe 7

| 11 Service-now.com -Service Mana... x | (&) Servicenow.com - IT Service Managem... > | = | F

Request Approval

Self-Service ¥ |
X

Ghange
Work notes® % 81l

[# Create New
[& My Changes |
[% open

S | Risk Assessment || Schedule || change Pians || Vendor involvement || caB |

[E| change Calendar

Gierse Vendor nvolvoment |
Reports. ¥ Request Approval Q

Other Vendor(s): [

Communication Requirements: [

Additional Notes: BE

Additional RFC fields—4q to 4r
Bl T

[ Done @

5) Click the ‘Save’ button to save a draft without submitting for approval
6) Click the ‘Request for Approval’ button to submit the RFC

) Service-now.com -Service Management Suite - Mozilla Firefox -1&] x|

File Edit YView Hstory Bookmarks Tools Help

@ - C D mhn:ps:ffbostor\udev.servlca-r\ow.com,’r\avpage.do R |.‘_|.‘Gc.ag\e P

| [2/) Service-now.com -Service Mana... X | 1. Service-now.com -IT Service Managem. . | = | -

AACE ™ [&R3 change Request Request Approval

Summary of Change: "%

Work notes: & at

[% My Changes

[ open

[ An | RiskAssessment || schedule || Change Plans || vendor invalvement H CAB |
[E] Change Calendar

@ Ovenvew 7 |
Reports ¥ Request Approval

[# Create New |

RFC Request Approval and Save buttons—5 and 6

" | o

| Dane @

7) Submitting the RFC will trigger process workflows related to Type, Scope, and
Risk Calculation that determine if approval is necessary.
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Activity Display
The Activity display first appears in the RFC after the “Request for Approval” action is
taken.

©) Service-now.com -Service Management Suite - Mozilla Firefox =181

Fle Edit View Hgtory Bookmarks Tool Help

& c

J@ﬁer\r’u}ermwmm'&rvineﬂam... X |@Sﬁv‘cﬂmw.mm—ﬁ5erv}cs!“\aﬂagﬁﬂ x ‘ - ‘ F

S https://bostonudev. service-now. comjnavpage.do 7 - 28] cooge p

-Service Management Suite
Bl Welcome: ITIL User §

Type filter text

O Aclivity > =}
Self Service ¥
B 2011-01-04 13:34:22 ITIL User - Changed: Assigned to. Scope. Opened by, Friority. Work notes
Change a -
& Assignedto: Eric Dannanberg
[# create New Scope: (3)
[ My Changes Opened by ITIL User
Open Priority: (4)
All [ & MNaone
[E] change Calendar
[ Ovenview ‘ Risk Assessment || Schedule H Change Plans H Vendor Involvement H CAB |
| Senvice Interrupted/Degraded?: | Yes -
Desecription of Impact: | Unavailable Momentarily j
|Twu Or More Teams Required?. | Yes hd
|Smg\e Paoint Of Failure?: Yes
| New/High Risk Routine Activity?: | Yes
Security Approval Required?: No
Addiional Comments: E
| Done P41

Activity display after updates to “Work Notes”

*)) Service-now.com -Service Management Suite - Mozilla Firefox (&=
Ele Edit View Higtory Bookmarks Tools Help

- C )

0 https: //bostonudev. service-now. comjnavpage.do

/| Service-now.com -Service Mana... X |@5emcemw.mm-rr5emcsr~\anagem x \ - ‘ ’T

-Service Management Suite
Bl ‘Welcome: ITIL User ¥

I AAZE~ [ERcnange Request = Required field E= |
.
O Achivity > a
CEAETTR ¥ |5 2011.01-0413:41:48 ITIL User - Changes Wore notes
Eiz2 2 (& Submitted in order to create screen shots for Activity and PIR
[ Create New (5 2011-01-04 13:34:22 ITIL USer - Changed: Assigned to, Scope, Opened by, Pricrity, Work notes
E?:;yc'm"ges & Assignedto: Eric Dannenberg
© Open Scope: (3)
Al
Opened by: ITIL User
[£] change Calendar .
Priority: (4)
[l Overview
& None
Reports. ¥
‘ Risk Assessment || Schedule H Change Plans H Vendor Involvement H CAB |
Risk Assessment
| Senvice Interrupted/Degraded? | Yes he
Description of Impact: | Unavailable Momentarily j
| Two Or More Teams Required?: | Yes -
| single Point Of Failure?: Yes
| New/High Risk Routine Activity?: | Yes
Security Approval Required?: No
Additional Comments:
Done &
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Post Implementation Review (PIR)

The Post Implementation Review (PIR) of an RFC is a mandatory step in the RFC
process for certain changes of specific Scope and Risk.

e Campus-wide—all risk levels
Significant—moderate, high, and very high
e Department—high and very high

e Minor—very high

In addition, changes that meet the following criteria require a completed PIR:

e Failed changes
e Changes that result in a Priority One incident
e Emergency changes to resolve an incident

The Change Implementer will be notified if changes meeting the above scope of change
do not have a completed PIR within one day after the completion of the change.

Upon marking the State of the change as “Closed” the required Post Implementation
Review field will appear. The Change Requester shall open the selection box and select
the appropriate PIR criteria.

1) Service-now.com -Service Management Suite - Mozilla Firefox

18]
Fle Edit View History Bookmarks Tools Help
@ P C PO mhttps:fjhnsmr\udev‘serwtsnnw‘cnm/navpaga‘dn & - |.'_|.‘<.55;5 )
| ) Service-now.com -Service Mana... x | 1) service-now.com -IT Service Managem... x| = | F

BOSTON ' :
-Service Management Suite

B Welcome: ITIL User §
AAZE ™

el [ERlchange Request = Required field =
_ Number: CHG031228 Collaboration and Content Management =] %
Self-Servi Y >
rvice = Opened by: ITIL User pe
Y
e % Requestedby ITIL User Q@ | Client Senices =la
[ create New Assigned to Eric Dannenberg Q8 Q
[% My Changes
E’ open Type Normal A )
Al | Scope: Significant - SharePoint =] #
D Change Calendar Risk m éé
[ Overview - - X
. | state I(:u]ssm—;l | Senvice Component(s) =a =
Reports ¥ . l—r
| Postimplementation Review: | — None — | <4
e
2 Completed successfully
Completed with issues
| Short description: [Te: Unsuccessiul - backout steps successiul -
Unsuccessful - extended beyond window
Business Reason. Fo Unsuccessful - extended beyond window & caused incidents
Summary of f Chanae: FES Change withdrawn =i
None

Work notes: 5 B

o Acivity »
=1 2011-01-04 13:41:48 ITIL User - Chapo=d. Work notes

Done B

RFC Procedures—PIR Components
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Appendix A

Templates

Creating and utilizing templates for submitting a change is strongly recommended for
those IS&T staff who will be submitting a high volume of Change Requests. The
following is an overview of how to create a template.

Creating a Template

1. To create a template for a change, follow steps 1-7 in the RFC Procedures
section of this guide (make note of the assigned RFC number).

Open the RFC number that was just created.

Right-click on “Change Request” on the upper bar

Select “Templates.”

Select “Save as Template.”

v W

) Service-now.com -Service Management Suite - Mozilla Firefox

fle Edt View Hgtory GBookmarks Tools Help

(RN - [ —— 7 - [ e 5

j (/) Service-now.com -Service Managem... I_‘

BOSTON . .
-Service Management Suite

-ome: ITIL User §

AAZE Y [ TEE—

fuostpoive ] o e
Number. CHG030731 Close Change Conferencing ] ®
t Servi ¥ >
Selt Service g Opened by UserITIL Refresh Impacted Senvices @
Py .
Change %] Requestedby: UseriTIL [e%] Show History =la
[# Create New | Assigned to Dannenberg Eric QB e MEfstes &  ApplyTemplate b Q
[ My Changes Export » Save as Template
& open Type: Normal -
S Edit Templates
a scoper ErTE— poson e > rrrm—
apy >
[E] change Calendar o ,—_[l‘m;mm = P
[l Overview History . = g
A Draft | Reload form i a
v
Reports ¥  «c
Approval Not Yet Requested 2 <
|Snorldescnption: |RFC to create screenshot for templates @
|Busmass Reason Training
|ermege ety Save as Template #1 =
MNone
| Work notes: "% BE
None
= Activity 5 a
= 2010-12-16 09:28:15 User,ITIL - Changed: Assigned to. Scope. Opened by. Priority

Done r |

6. Create a descriptive, non-technical name for the template.

7. Inthe “Short Description” field, type “Template for” and then copy the text
from the “Short Description” field in the body of the template into the field.

8. Clear the “Planned End,” “Back-Out,” and “Planned Start Date and Time”
fields.

9. Click on the update box in the lower left or upper right part of the screen to
save the template.
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) Service-now.com -Service Management Suite - Mozilla Firefox - ll
Fle Edt View Hstory Bookmarks Tools Help
@ N - 0

- o B8 https://bostonudev. service-now.com/navpage. do 77 - I'_l‘ch-cgle »

Update Template—4

J (/) Service-now.com -Service Managem... I—‘

Template Name—1

ype filte te AAz O~ EITTEE—— S W
pr— Dser Ghide Termalate user Gsermi

Self-Service

3 Table: |tnangefrequesl Group:
E5D 2 Artive: I
[# Create New Short descrintion: [ ‘
E%;lz:nhanges Template:
©
All [ Description of Impact =1 Unavailable Momentarily =1 ®
%ﬂ g:::?;ca\enﬂa, [Implementation plan =] [Attached b 4
== 2 Short Description of Template—2
[senvice Component(siu_senice come=|[Web Conferencing Q "
[Planned End Date/Time =|[2011-01-13 11:20:08 ®
| Backout plan | |Attached ®
Work notes =] [None
Planned Start, Back-out, and
= Planned End Date/Time must be

completed here and below

Utilizing Templates

1. Click on “Create New.”

2. Right-click on “Change Request” on the upper bar.

3. Select “Templates,
(previously named).

» «

Apply Templates,” and the template that you wish to use

) Service-now.com -Service Management Suite - Mozilla Firefox _8]xi

Ble Edt Vew Hgory Bookmarks Tooks Hep

@ 0 X N htps:/fbostanudev.service-now. com/navpage. o - ﬁ-\mg\e 2

| RFCs - Requests for Change x I@Serv’me'ammm -Service Mana... X | = F
Q- IO

Service-now.com-service Management Suite

B Welcome: User/TIL §

Type filter taxt AAZEw [gcllangekequesl Close Change
Som At Number CHGo31234 Refresh Impacted Senices Ty
i A1 Openedoy: User, ITIL Save s
{2} Homepage Requested by User, ITIL Qe smatas RUDRCINELEN  Baseline & IRT Kemel/palches
Knowledge _ XpOo Edit Templates
@ 9 Assigned1o: qu‘ﬁ 4 Baseline & IRT Kernel/patches
- Assign Label » Change Model New 122110
[i&] My Profile Type: Normal hd
= Copy URL Database Restore
My Templates o lh
[ Take Survey =2 Reload form DNS Change
P = Risk: Moderate | - Kemel and Updates
= st [oar =] ST SAN Storage Change
[# Create New Approval ot Vel Requested B Security Management Service Migration
[& My Changes g Server Reboat
Eﬁen TEMPLATE12 —1
Short description: | User Guide Template _,@

[l change calendar

[l Overview Business Reason: [
Reports. ¥ Summary of Change: %5 =)c]
Apply Templates Windows G
‘ Risk Assessment H Schedule H Change Plans H Vendor Involvement H CAB ‘ =l
Done ] &
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4. The RFC will populate with the values from the template selected.

5. Complete the required fields in the RFC (Dates and Times) and update those
fields that need to be changed.

6. Either “Request Approval” or “Save” using the appropriate selection box.

Appendix B

Frequently Asked Questions

Q.
A

Where can I get a description of a field within an RFC?

A description balloon will appear for a particular field when the cursor is held
over that field for more than a second or two.

How does notification of a University or Campus-wide change get sent out to the
campus?

An internal IS&T mailing list exists through which subscribers to the list are
notified of the week’s upcoming service-impacting changes, which were
approved at the weekly CAB meeting. Service-impacting changes that are
requested and approved outside of the CAB meeting are sent to the same list.

What are Change Tasks?

Tasks can be used to track activities as part of the implementation. They should
be used to help coordinate between groups. For example, if a server needs to be
physically installed and then separately configured, one task may be created for
one group to physically install and cable the server, with a second task created
for the configuration of the server by a different group.
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%) Service-now.com -Service Management Suite - Moxzilla Firefox _[=ix]
Fle Edt View History Bookmarks Took Help

G - c

‘ RFCs - Requests for Change % I [i/] Service-now.com -Service Mana... X '_| F

https: bostonudev.service-now. com/navpage.do vr - [H-]cooge L

-Service Management Suite

B Welcome

ype filter text AAZE

[ERIchange Request = Required field

Risk Assessment =2

Self-Service 2
| Sermvice Interrupted/Degraded?. |- None — h

[@i :;Ern:riap\g;es |Twu Or More Teams Required?. | - None — e

0

|Smg|e Point Of Failure?: —MNone —

- |Newﬂ-ﬂgh Risk Routine Activity?: | - None —

Create New
%%MY Changes Security Approval Required?: —None —

Additional Comments: EE

»

Change

Change Calendar

[ Ovenview
Reauestapproval ] Upate ] save |
| Related Changes || Change Tasks |
Change Tasks ~ Goto [Asigned o - Q =)
b Parent= CHE020950
[ Dane [

Q. What are Related Changes?

A. Related Changes can be used to create parent/child or hierarchical relationships
between RFCs.

%) Service-now.com -Service Management Suite - Mozilla Firefox =18

Fle Edt View Higtory Bookmarks Toos Help

g C g

Google L

| https://bostonudev. service-now.com/navpage.do

‘ RFCs - Requests for Change X ] (i) Service-now.com -Service Mana... X |—| ]T

-Service Management Suite

[ERchange Request = Required field

k Assessment |}
Self-Service 2
| senvice Interruptea/Degraded?: | —MNone — =
[@i:;;n::‘;g;% |Twa Or More Teams Required?: | — None — hd
l
|Smg|e Point Of Failure?: —None —
|Nele\gh Risk Routine Activity?: | - None —
[# Create New
Security Approval Required?: - MNone —

Change

Additional Comments: 8
All
[ change Calendar
[ Ovenview
‘ Related Changes H Change Tasks |
Related Changes ¥ Search | for text - Q =)
» Parent = CHG020260
“m « Planned Start Date/Time m « Assigned to « Short description « Approval
Done
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Appendix C
Glossary of Key Terms

Categorization
Changes are categorized into four types.

e Normal—Change that will follow normal approval flow

e Standard Pre-Authorized—Change that is pre-approved based on a model

e Urgent—Change that must occur prior to the prescribed lead-time

e Emergency—Change made to resolve an incident; may be documented after the
fact

Impact

Impact assessment is based on the scope of the change as expressed in University-
related terms.

e University/Campus—one or both campuses (CRC & BUMC)
e Significant—A school or two or more departments

e Department—A single department

e Minor—Five or fewer clients

Risk
Risk is an assessed field which assigns a value to the change based on the answers to
four questions, and then converts that value to a statement.

e Will service be interrupted or degraded?

e Are two or more teams required to implement the change?

e Isthere a single point of failure (SPOF)?

e Is this a new or high-risk routine activity?

For each “yes” answer a point is assigned. The total points, or risk value, of the change is
equated to a risk assessment that gets assigned to the change

e Four equals “Very High”

e Three equals “High”

e Two or One equals “Moderate”

e Zero equals “Low”

All risks are assigned a default value of “Moderate” when opened.
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Change Advisory Board (CAB)

The CAB (Change Advisory Board) is comprised of members who serve to support the
authorization, assessment, and recommendation for or against changes from both a
technical and business point of view. Each functional area should maintain
representation on the CAB. The role of CAB member may be a permanent appointment
or as-needed for input on a given change.

e Represent their team and their team'’s changes

e Review changes prior to the meeting

e Assess and recommend the approval or rejection of proposed changes; if a CAB
member does not approve a change, explain why

e Attend to approvals in a timely manner

e Attend or send a knowledgeable representative to weekly CAB meeting

e Actas aliaison between the CAB and their team regarding Change Management
policies, procedures, questions, or enhancements

Emergency Change Advisory Board (ECAB)

The ECAB (Emergency CAB) is a sub-set of the CAB. ECAB members authorize urgent
changes when convening a regular CAB meeting is not appropriate or feasible. The role
of ECAB membership is ad hoc, based on the nature of the emergency or urgent change.
Members of a given ECAB may be part of the permanent CAB or filling an as-needed role
to help assess the urgent change under review. While ECAB membership does shift, the
Change Manager is always part of the ECAB. ECAB members will assess and approve or
reject urgent changes of all risk types submitted and scheduled for implementation
before the next scheduled CAB meeting

Change Freeze

A change freeze is a period of time during which changes of all types, scopes, and risks
submitted for implementation are reviewed and subject to approval by the CAB or
ECAB. Change freezes are typically associated with high-profile University events such
as registration, semester start-up, and graduation.
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Appendix D

Process Flows—Generic RFC Work Flow for:

Normal Change: Having a low, moderate, high, or very high level of risk

Urgent Change: Must happen prior to a prescribed lead time (next CAB Meeting)
Standard Pre-Approved Change: Pre-approved based on change model

Identify the Select the Type
Create New RFC » Requester of the » Assign the RFC » and Scope of the
RFC Change

Identify the Client

Schedule the

RFC Complete <

Emergency Change: For changes that are required to resolve incidents. These changes

Determine Risk

Describe and

Services and

A 4

Pre-Approved
or Tacit

Change - (Four Questions) | [ Summarize the < Service
Change Components
Affected
Return to Change
Requester
7y
No
Approval
- E—
Required Approved
A
Attach/Provide
Support Request
Documentation Approval
Plans

Approval

Conduct PIR <

Implement Change

can be submitted after the fact. Approval comes from management.
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