Boston University: Center for Reliable Information Systems and CyberSecurity (RISCS)

I. Executive Summary 

This proposal discusses the need for a Center for Reliable Information Systems and Cyber Security (RISCS) at Boston University, and outlines the objectives, charter, structure and budgetary implications in establishing the Center. 

The goal of the Center is to address information assurance problems in research and education in a multi-disciplinary context at the university level. The Center will promote, coordinate and support joint work of researchers from various disciplines.  
The Center will address a vital need that is not satisfied at present: it will provide an organizational structure dedicated to fostering collaboration between researchers from different colleges, building partnerships with industry and other colleges, and reaching out to the community to increase knowledge, awareness and education in cyber security. 

This will increase BU's competitiveness in establishing collaborative projects for major grants and build Boston University as a leader in information assurance research and education. 
Rationale
Rapid advances in science and technology have created a global interdependent network of information technology infrastructures that is the medium for public and private business transactions.   Securing this cyberspace is key to the reliable working of the economic, financial, defense, governmental, and social institutions of modern society.  

Boston University is perfectly situated to contribute to research efforts on cyber security and, with its broad research expertise, to play a central role in progress in these crucial areas. Research in reliability and data security is currently taking place or is under discussion in departments and research groups across the university.  A sampling of current projects under study at Boston University is included in Table 1 of this report (page 5). The ability to leverage these projects and promote interdisciplinary collaboration among Boston University faculty and students will be crucial to important achievements in these areas. 

The National Strategy to Secure Cyberspace (2003) articulates the role of public-private partnerships in protecting the critical infrastructure and establishes five critical priorities for cyberspace security: (i) national cyberspace security response system, (ii) thread and vulnerability reduction program, (iii) awareness and training program, (iv) government cyberspace security, and (v) national and international cooperation.  The effectiveness of all five areas depends on advances in information assurance research.

One area (iii) focuses exclusively on education. In the spirit of Presidential Decision Directive 63, National Policy on Critical Infrastructure Protection, a program for National Centers of Academic Excellence in Information Assurance Education (CAEIAE) was established May 1998. The program is administered jointly by the Departments of Defense and Homeland Security and involves a rigorous curriculum certification and evaluation of the depth and maturity of research, practice, outreach efforts, and library and technology resources in the area of information assurance. Boston University received top reviews on its information security curriculum and was designated a CEIAE in 2004.  

We propose to build on these achievements in research and education, and create a Center for Reliable Information Systems and Cyber Security (RISCS) that will provide a framework for scientists from different fields to contribute to research and curriculum development in information security and reliability. 

Currently there exists a growing range of programs dedicated to support and fund initiatives in cyber security research and education.  The majority of these programs emphasize the multi-disciplinary nature of information assurance research, education, and outreach, and, therefore are best addressed in a university wide context.  The establishment of the Center will be a direct response to this need. The Center will build on existing strengths and develop synergies for positioning Boston University as a leader in research and education in information assurance and a strong contender for major government grants.  

Objectives

The goal of Boston University's reliable information initiative is to create new knowledge and develop new technological and methodological tools and solutions for the protection of information. The ideas and artifacts of this work will be made accessible and available to students at all levels through a range of academic programs.  Given the complexity of the problem, strong emphasis is placed on a multidisciplinary approach and close cooperation with industry and government. We aim to: 

· Bring together researchers and practitioners from diverse fields—computer science, engineering, physics, medicine, the biosciences, management and finance, law, ethics—to explore information security problems,

· Actively promote and coordinate collaborative research proposals that include researchers from various disciplines,

· Aid in the development of  multidisciplinary curricula in information assurance,

· Build industry, government, and academic partnerships, work jointly with other colleges and reach out to the community to increase knowledge, awareness, and education in cybersecurity. 

Our objective is to develop ideas and tools to protect critical computational infrastructure and produce a growing number of highly educated research professionals with expertise in information reliability and security in various disciplines.

Research

Boston University's Center for Reliable Information Systems and Cyber Security will be established to coordinate and promote research on reliable and secure computation. Collaborative research by Boston University scientists working on topics in trustworthy and fault tolerant computation and on the theory and software infrastructure for such computation will be supported. The many active research programs in related disciplines already established at Boston University will be leveraged to ensure additional interdisciplinary collaboration and achievement.  

The core faculty of the Center has extensive experience and proven research records in reliable and secure computation. Research is currently being conducted focusing on computer security and fault tolerance, database, network and information reliability, data management, and trustworthy computing.

In the area of computer security, active projects involve work in cryptography and coding theory, network security, intrusion resilience, randomness as a security tool, surveillance, bio-security and biometrics. Ongoing research projects concerning medical and financial data security, network and database security, error correction and software safety center on topics in data management. Trustworthy computing is addressed by projects in legal aspects of information assurance, computer ethics, privacy, and electronic forensics. In all of these areas we will be working for increased collaboration and impact.

Education

We view the inclusion of information assurance topics across the curriculum as opposed to their isolation in separate course as a requirement for understanding the complexity of cyber security and developing the ability for finding effective solutions.  Our approach to the information assurance curriculum is threefold:  

First, the fundamental information assurance topics are taught within the existing core courses of the Information Assurance Curriculum at the undergraduate as well as graduate level.

Second, advanced courses, such as distributed computations, enterprise computing, web services, etc., include cyber security topics. 

Third, specialized semester long courses, such as network security, database security, forensics, cryptography, etc., provide in-depth analysis of different security aspects and build an information security concentration.

An integral part of our teaching philosophy is to provide our students with opportunities for research experience on joint projects with industry and government that will allow them to apply their academic knowledge and skills. 

Joint Initiatives with Educational, Industrial and Government Institutions

An important component of the Center's work is building partnerships with industrial, educational and governmental institutions at the federal, state, and local level to advance the understanding that information security requires a coordinated effort from the public and private sector, as well as the individual.  Initiatives will include seminars for professionals and the general public, training programs, consulting, and joint projects. 

Budgetary Considerations

The Center is designed as a locus for collaborative grant development and as such aims to become self-supporting by grants submitted through the Center.  We request a limited budget to establish and fund work of the Center during the initial period of grant preparation and submission.  The Center will follow the University's general rules for sponsored research and the normal returns on overhead of 12.5% IDC to the School and 12.5% IDC to the Center.
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