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Professor Robert Bone:† 

We are very honored today to have Federal Trade Commissioner Mozelle Thompson 
speaking with us on a topic of very current and very keen interest: electronic commerce and how 
to deal with some of the problems that can arise in e-commerce interactions. 

I want to say a few words by way of background introducing the Commissioner to you, 
and then I’ll turn it over to him.  Commissioner Thompson is a graduate of Columbia Law 
School.  He also received a Master’s in Public Administration from Princeton’s Woodrow 
Wilson School of Public International Affairs.  He has had a distinguished legal career, starting 
as a law clerk and practicing with Skadden, Arps, Slate, Meagher & Flom in New York.  He 
taught at Fordham Law School and was also Senior Vice-President and General Counsel to the 
New York State Finance Agency.  More directly relevant to the talk today, he has served the 
Federal Government in several capacities.  He was Principal Deputy Assistant Secretary of the 
Treasury, and since December of 1997, he has served as a Commissioner of the Federal Trade 
Commission.[1]  We are very pleased and very honored to have him address us today. 
  
Commissioner Thompson: 

I appreciate this opportunity to speak to you about the  challenges and opportunities 
presented by the growth of electronic commerce. I want to thank Dean Cass, Professor Bone and 
members of the Journal of Science & Technology Law for inviting me here. 

Boston is an area that has long been recognized for high tech.  I am reminded of that 
every time I talk to my brother, who is a professor at the University of Massachusetts, Lowell, 
and is Co-Director for the Massachusetts Center for Advanced Computation.  It is a truly 
exciting time to be here to talk about this topic.  A good way to start is to talk a little about the 
FTC - who we are and what we do. 

The Federal Trade Commission is a smaller agency in that there are so few of us.  We are 
comprised of about 1100 people and we have two principal missions.  One of our missions is to 
ensure competition as an antitrust agency.  This is a jurisdiction that we share with the 
Department of Justice.  We look at mergers, acquisitions, and predatory practices.  Right now, 
we are trying to decide whether to approve a merger of two “small” companies - Exxon and 
Mobil.[2]  We are also the U.S. government’s principal consumer protection agency.  In that vein, 
we have been at the forefront of high technology issues from a consumer standpoint. 

This new marketplace is expected to grow exponentially over the next few years.  
ActivMedia predicts that Web revenue will reach $95 billion in 1999 and more than double to
$226 billion in 2000.[3]  By 2003, Internet sales will reach $1.3 trillion and $2.8 trillion by 2005.
[4]  Particularly important are predictions about the globalization of this new medium.  For 
example, according to a recent study, by 2005, fifty-seven percent of Internet users world-wide 
will speak a language other than English.[5]  All of this growth has caused a high likelihood that 
future relationships between buyers and sellers will change. 

In light of all this, we now face the challenge of balancing two significant and linked
policy goals: 

First, we want to ensure that consumers who shop on the Internet are afforded effective



consumer protection and meaningful access to dispute resolution.  Achieving this goal 
will build consumer confidence in the new marketplace and help it flourish.   
  
Second, and simultaneously, we want to create an environment for online businesses that
is predictable and not so burdensome as to hinder the growth of the new marketplace.  
Achieving this goal will ensure consumers have access to a wide range of benefits,
including access to more goods, services, and information from around the world  and 
that businesses enjoy a broader customer base. 
The FTC already has engaged industry, consumers, academics, and law enforcement in a

dialogue about how to foster e-commerce and provide basic consumer protection online.[6]  Last 
December, the Commission issued a notice calling for public comments, and we have received
almost seventy submissions.[7]  More recently in June, the Commission convened a public
workshop which brought together consumer advocates, industry members, government
representatives, and academics to discuss these issues.[8] 

I would like to speak to you today about what the FTC has learned so far from our efforts
and to lay a framework to address these policy goals. 
  
Consumer Law Enforcement in Cyberspace 

I have been asked to opine on the role of government regulation in cyberspace.  For 
many, those are loaded words implying intrusive government action. The FTC does not view its 
role as “regulating the Internet.”  Rather, the Commission has taken a new approach by working 
in an interactive way with industry and consumers to establish a framework of good business 
practices and stop perpetrators of fraud and deception. We think that most businesses agree with 
those goals.  We envision that achieving solutions to consumer protection will not just involve 
law enforcement – because we can’t be everywhere – but also the industry itself, in developing 
and implementing effective self-regulatory tools.  Consistent with this mission, the Commission 
has thus far brought over 100 federal actions against companies and individuals engaged in 
Internet fraud and deception.[9] 

Most Commission actions have attacked fraudulent practices that are not unique to the
online world; they are schemes or problems that have been around for years – for example, 
pyramid schemes, credit repair scams and fraudulent business opportunities.  At the same time, 
however, the Commission has also attacked new types of fraud that draw upon the unique
aspects of Internet technology – speed, anonymity, and audiovisual sophistication.  New 
techniques we have seen include modem hijacking,[10] fraudulent solicitations sent using e-mail 
(i.e. "spam"),[11] and deceptive online auctions.[12] 

Those of you who have been keeping up with the news know that last month we brought 
an action internationally, in cooperation with the Australians against a “page-jacking” scheme.
[13]  Some clever individuals in Australia bought domain names and codes that were very close to 
other popular sites and manipulated those codes so that if you clicked on, for example, the web 
site for “Saving Private Ryan,” you would immediately be transferred to a pornographic site.[14]  
They did the same thing with Harvard Law Review.[15]  The offenders then used the practice 
called “mouse trapping,” where once consumers entered their site, consumers could not get out 
unless they shut down their browsers and restarted.[16]  The goal of these individuals maintaining 
pornographic sites was to increase traffic to their sites so that they could show a tremendous 
number of hits on their web sites. They could therefore get more advertising revenue (because 
the more “hits” that a web site has, the more advertising they can sell).[17] 



Similarly, we have taken action against online auctions that seemed legitimate, but did 
not deliver any goods.[18]  There was one a few months ago that made fraudulent solicitations 
using “spam.”[19]  These fraud artists sent e-mail to tens of thousands of people, claiming to 
confirm an “order” for $250 to $899 charged to their Visa Card; if the information was not 
correct, the recipient had to call the number provided in the email.[20]  The number had a normal 
three-digit prefix that looked like a normal U.S. area code.[21]  What the fraud artists did not tell 
the recipients of the email was that the number was in Dominica, a small island in the Caribbean.
[22]  To call that number, the consumer would be charged approximately ten dollars a minute.[23]  
They would induce people to call, and would make money from the consumers’ telephone 
charges.[24] 

Notwithstanding our important law enforcement activities, the Commission recognizes
that lawsuits alone cannot adequately protect consumers.  Consumers must be empowered to 
protect themselves in the new interactive world. As such, the Commission develops and
encourages consumer education efforts and has prompted industry to develop new technologies
that afford consumers more control over their transactions. 

  
Privacy and Data Protection 

Data protection was among the first policy issues to surface as e-commerce started to 
become a reality.  Studies have consistently shown that consumers are highly concerned about
data privacy, whether online or off, and that their concern has actually increased over time.  In 
fact, in a national survey conducted in February for Privacy and American Business by Alan
Westin, a resounding eighty-two percent of the 1014 adults surveyed indicated that having a 
privacy policy would matter in deciding whether they would participate at a website that
collected information about them.[25] 

The FTC issued a 1998 report to Congress on online privacy in which we expressed
“disappointment” about industry progress on self-regulation.[26]  During the past year, however, 
industry leaders have expended substantial effort to build self-regulatory programs.  Although 
leading online companies understand the business case for protecting consumer privacy, the
implementation of fair information practices is not widespread among commercial web sites.  In 
fact, a mere ten percent of companies surveyed this summer have implemented the entire
complement of fair information practices we have suggested.[27] 

Accordingly, the most important challenges to be addressed include reaching those
businesses which have not taken steps to protect consumer privacy, especially small and
medium-sized businesses which will provide the base for real growth in e-commerce; and 
encouraging widespread adoption of all of the fair information practices, including educating
consumers about the value of these self-regulatory efforts.   

We have found that there are still some problems, and recent testimony raises two very 
good issues, one of which concerns Congress.  One thing we’ve been seeing is that the most 
popular web sites post some sort of privacy policy about how they will use data.  There is still a 
core of companies out there – presumably responsible companies who are not doing anything to 
ensure consumer privacy.  Consumers, to feel confident, need to know that they are going to 
have some minimum level of data protection no matter where they are.  Industry needs to work 
on coverage - how to get at those other companies who really aren’t doing the right thing to 
address the issue. 

Second is a series of fair information practices that have five elements that we’ve 
consistently talked about for at least three-and-a-half years.[28]  Large segments of the industry 



have adopted these elements.  However, according to a recent survey, although a large 
number of the most popular web sites have some sort of hard privacy policy, less than ten 
percent actually meet the five information practices: 

  
1)      Notice/Awareness: providing notice to consumers that their data is being collected; 
2)      Choice/Consent: providing a choice for consumers as to whether they want to 

participate; 
3)      Access/Participation: so that on a reasonable basis, depending on the industry, the 

consumers could reliably know that the information being collected is correct; 
4)      Integrity/Security: security that the information consumers are giving to that web site 

is actually going to that site; and 
5)      Enforcement/Redress: if companies fail to meet their representations on the first 

floor, consumers know that they have some remedies.[29] 
  

We have concluded in this past year that, despite the fact that there is proliferation of 
proposed legislation on Capitol Hill to deal with this issue, we thought it was premature to enact 
legislation.  We have planned some additional workshops and task forces for the coming months 
to pinpoint specific problem areas for action.  But this issue is not going away.  Those of you 
who are interested in banking have been following the Financial Modernization Bill,[30] and one 
of the key issues that we have discussed there is to what extent banks can share information with 
other affiliates.  While there is movement in this direction, there are some people who have 
thought it was inadequate.  There are also concerns about medical data privacy.  While these 
issues are not going away, the industry has a real opportunity to address them now.   

Additionally, the Commission just last week issued a final rule implementing legislation
passed in 1998 to provide additional privacy protections for children online.[31] In looking at the 
Internet and a variety of web sites, we have found that there were some practices that were
geared toward children that presented some problems and questions.   We generated a rule based 
on a great deal of consultation that we actually thought was fairly creative.  The rule prohibits 
solicitation of personal data from children ages thirteen and under unless parental consent is
obtained.  We recognize though, that there are a variety of uses for information, so there is a 
provision for essentially a sliding scale.  If a child is being asked for information that can be
posted on the web, in a chat room, or enable people to contact them offline, there must be a more
“hard” parental consent.  In other words, it may require that the web site ask the parents to
submit something in writing giving their child permission to play.  There are other sites, though, 
where kids aren’t identified.  While they solicit information, it is not information to be used for
marketing purposes, in which case there are other filters that can be used.  For example, in one 
filter a parent’s e-mail address must be provided, and an e-mail is sent back to the parents stating 
that a reply has to be sent back within twenty-four hours.  This way, it is more likely that within 
that time period, the child would not just give out private data himself.  The parent would have 
an opportunity to receive and confirm the e-mail.  In this way, it is a sliding scale varying with 
the degree to which information is released. 

Unfortunately, the privacy problem takes on a special significance because of the data
protection directive issued by the European Union (“EU”).[32]  That directive dictates strict legal 
protections for the personal data of EU citizens and, if enforced, could in some cases hamper the
flow of data between the U.S. and the EU.  The EU’s strict regulatory approach differs from our 
own.  A key element of reaching agreement on a compromise will be ensuring EU countries that 
U.S. self-regulation backed up by strong enforcement at the FTC can provide a consistent level



of protection for both Europeans and Americans.  The Department of Commerce has 
been working with industry on their self-regulatory issues and with the FTC, to the extent that
we can provide some sort of regulatory backdrop for fraud and deception, to develop a safe
harbor for the EU directive.  They have made progress and are in the final stages; the proposal 
will likely come out by the end of the year.[33] 
  
E-Commerce Poses a Broad Set of Challenges for Consumers and Business 

Insuring privacy and data protection is just one of the challenges associated with the
switch to a digital economy.  The globalization of e-commerce provides businesses with access 
to customers worldwide, and consumers have access to a vast array of choice, speed,
convenience, and potentially lower costs.   

However, despite the vast benefits the new marketplace offers, we know that industry,
consumers, and law enforcement all have concerns about what rules and laws will govern
Internet transactions. For businesses, access to potential customers in every single country,
province, and city that has access to the Internet means that they may be subject to the laws of
every jurisdiction.  Consumer protection laws around the world vary significantly, particularly
with respect to such issues as comparative advertising, advertising to children, and rights of
withdrawal from contracts, otherwise known as “cooling off” rules. 

It is fairly easy to come up with examples about conflicts of law that give pause to many
businesses trying to navigate the global market.  Understandably, businesses want regulatory 
predictability, certainty and guidance.  These issues are equally if not more problematic for 
consumers.  Traditionally, the U.S. domestic legal framework on choice-of-law and jurisdiction 
favors consumers, affording them the core protections available where they live and granting
them the right to have disputes resolved in courts close to home.   

Consumers are already concerned about the implications of dealing with unfamiliar e-
businesses.  The National Technology Readiness survey indicated that 67 percent of consumers 
are not confident conducting business with a company that can be reached only online.[34]  
Traditional law enforcement concerns are also clear.  The Internet is an attractive medium for 
fly-by-night scam artists, located throughout the global marketplace, who can reach all online 
consumers.  
  
Meeting the Challenge 

We are not in completely uncharted territory, however.  We already have in place a legal 
framework for consumer protection and for choice of law and jurisdiction.  Applying those 
principles to e-commerce poses special challenges.   

Simple rules are appealing, but hard to achieve.  For example, some advocate a “rule-of-
origin” approach (country of the seller) as a threshold way to establish certainty – both for choice 
of law and choice of forum.  Though attractive to businesses for obvious reasons, this approach
is unlikely to be successful because of the inconvenience (and cost) to consumers and because
government consumer protection agencies are not likely to forgo the ability to protect their own
consumers in their own courts to remedy injury inflicted by a foreign web site.  We must also 
recognize that if companies were subject only to the rules where the company was established,
scam artists would “race to the bottom,” setting up shop in countries with lax protections.   

At the same time, a pure “rule-of-destination” approach (the buyer’s place of residence) 
may sound attractive to consumers and law enforcers, but we must be realistic since consumers
don’t benefit if judgments they win in their home courts cannot be enforced against a foreign
seller.  Moreover, can or should we expect an online business to be prepared to defend itself in
court anywhere in the world and comply with unpredictable and potentially inconsistent



regulations?   
In our work at the FTC and in discussions with our international colleagues, the

Commission is taking a two-prong approach toward resolution of these issues:   
  

(1) laying the groundwork for international recognition of consumer protection laws and
creating international treaties defining rules for jurisdiction and choice of law; and  

  
(2) self-regulatory initiatives that yield good business practices and facilitate alternative 
dispute resolution.   

  
Both strive to balance our two policy goals: ensuring that consumers receive effective

consumer protection and at the same time ensuring that the online medium provides sufficient
certainty to businesses to foster commercial growth and development.   Any ultimate solution 
likely will require some combination of these approaches.    
  
Can We Articulate Widely Accepted Principles in International E-Commerce? 

  
Working with our international colleagues to afford similar consumer protections under

law affords a “big picture” approach to global problems and moves in a manner consistent with 
efforts to resolve issues through international treaties.  

I lead the U.S. delegation to the OECD Consumer Policy Committee, which has drafted
guidelines for governments to consider as they work with businesses and consumers to establish
rules for consumer protection in e-commerce.[35]  Those guidelines will be ratified by the OECD 
Council next month.[36]  However, the differences between many European countries’ systems of 
law and our own made for considerable difficulties in developing consensus of difficult issues
like choice of law and jurisdiction. 

In light of these difficulties, the U.S. delegation has encouraged the OECD to articulate
broad principles that could serve as the underpinnings of international cooperation.  Such 
principles include:   
  

(1)  online consumers should not get any less protection than offline consumers; and 
  

(2) everyone benefits from reasonable disclosures, business practices, and initiatives that
serve to facilitate informed decision-making and build consumer confidence in e-
commerce.  
  
We have reached agreement that companies should provide consumers with sufficient

information to enable them to know with whom they are dealing and to understand the terms and
conditions of a contract before it is concluded.  The guidelines also provide guidance on fair 
advertising and marketing practices.  In order to facilitate further cooperation, there are some
other principles on which I think we need to reach consensus. 

First, with respect to jurisdiction, we should distinguish between companies purposefully
and knowingly engaged in a transaction with a consumer domiciled in a certain country versus
companies that have merely posted a website and not transacted business. Second, with respect
to choice of law, we should isolate for international consensus those truly fundamental consumer
protections – most obviously those that prohibit fraud – and we should be more careful that 
consumers do not lose these. 

Also, drawing distinctions between “private” and “public” law should significantly 



facilitate how we approach issues of jurisdiction and choice of law.  An approach that 
works for private contracts between business and consumers, including private rights of action,
may not make sense for public law enforcement agencies.  Simply put, international approaches 
should not undermine any government’s ability to protect its own consumers through the 
prosecution of businesses engaged in fraud or clear deception. 

Of course, other forums, including the ABA,[37] UNCITRAL,[38] and the Hague 
Convention on Jurisdiction and the Effects of Judgments in Civil and Commercial Matters[39]

seek to address this issues, and the FTC has also been providing input on all fronts with respect
to the effects on consumer protection. 
  
Self-Regulation 

In thinking about the big picture, we have to acknowledge certain realities. Relatively
few consumer disputes are resolved in court, even in those cases when consumers do have the
option of suing close to home under their own law.  In addition, obtaining a judgment at home 
against a foreign business often times will not yield the sought-after remedy because of the 
difficulty in enforcing it.  Finally, as the marketplace continues to grow exponentially, it will 
become increasingly more difficult for law enforcement agencies to remedy all problematic
transactions. 

For these reasons, the FTC is giving serious consideration to alternative frameworks for
international consumer protection and dispute resolution.  We have reached the conclusion that 
the pressure to answer every question related to choice of law and forum will be lessened
significantly if most consumer disputes can be handled through inexpensive, easy-to-understand 
private arbitration mechanisms. 

The FTC appreciates the virtues of self-regulatory programs, if effective and grounded in 
real commitment, especially in rapidly developing industries such as the Internet.  Industry 
members should be brainstorming about how they can convert current domestic programs into
effective vehicles for prevention and resolution of cross-border disputes.  Some of these 
mechanisms are already being developed, such as seal programs like WebTrust[40] and 
BBBOnline;[41] consumer rating programs, such as Bizrate.com;[42] third party mediation and 
arbitration; and escrow and insurance services, such as those provided through eBay.[43]   

The OECD Guidelines recognize the importance of such mechanisms, and, in fact, the
U.S. delegation is leading a working group on a related project to encourage the development of
a harmonized system of credit card chargebacks, a protection enjoyed by U.S. consumers but not
shared by many of our international colleagues.  

  
Conclusion 

When it comes to electronic commerce, our brave new world of the future blends the
familiar with the innovative.  These issues pose special challenges that warrant international
cooperation.  Even in the U.S., the FTC and other government agencies must join industry and 
consumer representatives to develop private-sector initiatives that ensure informed consumer 
decision-making and a vibrant, competitive new economy. 
  
Question and Answer Session 
  
Audience Member: 

My research is focused in the area of electronic privacy.  Not as much in the area of fraud 
and detection, but in terms of the uses of information.  There are a lot of conflicting views 



between businesses, consumers and government on what are appropriate or inappropriate 
uses of information. 
  
Commissioner Thompson: 

There is one fundamental view right now.  The EU-U.S. dispute actually highlights that 
view.  The issue is whether the data that you generate belongs to the individual or whether it 
belongs to the person gathering it. 
  
Audience Member: 

Let me focus on the regulatory aspect of it.  Obviously, the businesses want a self-
regulatory environment.  Until recently, I thought the FTC was moving in the opposite direction 
and I heard you say that you had decided not to call for any legislation in this area. 
  
Commissioner Thompson: 

At this time. 
  
Audience Member: 

You’ve also said that less than ten percent of the web sites have in place appropriate 
privacy policies. 
  
Commissioner Thompson: 

With the full five elements.[44]  That is what the latest study showed us. 
  
Audience Member: 

I’ve also heard Orrin Hatch, a conservative Republican, and Ed Markey, a liberal 
democrat, both say that privacy legislation is inevitable,[45] so I’m wondering can you give me 
some background on how the FTC arrived at its decision not to pursue legislation, hoping for 
advances in technology perhaps? 
  
Commissioner Thompson: 

One is that over the past several months there have been some real improvements in 
technology and there are people out there right now who are beginning to provide, for 
consumers, technological ways for them to control where their data goes.  That is one issue.  
Second, we wanted to see a little more about the value of businesses and business issues.  One 
significant initiative took place several months ago and other companies are beginning to 
follow.  IBM, Microsoft, and others have said that if an e-business does not have a privacy 
policy on its site, they will not  advertise on that merchant’s site.  That kind of business-to-
business response should be very important to condition businesses to understand that the 
Internet is not the “wild west” - that there are some basic things that they have to do for 
consumers as one of the barriers to entry.  These merchants have the wonderful advantage of not 
having buildings or warehouses to maintain, but they have other requirements that they have to 
meet.  This is what consumers tell us they want. 
  
Audience Member: 

You had mentioned at the beginning that sales on the Internet are increasing incredibly.  
I’m wondering if you have any sense of what costs are incurred by the offline [merchants] that 
aren’t experienced by the online group. 
  



Commissioner Thompson: 
The Commerce Department is looking at that issue right now, and it is sort of a mixed 

bag in the sense that they are sure some companies should be represented in the pie, to have a 
bigger slice in the pie.  But in some areas, it’s a real growth of the pie.  In other words, we have 
people conducting business who would not normally be able to do so.  A farmer in Idaho who 
wanted to buy a diamond watch for his wife, chances are, would not go to Tiffany’s to buy it.  
He might not buy at all.  But if he could get to Tiffany’s on the web, he might.  It is not just that 
the shares in the pie shift, but it is also that the pie is growing.  Do not forget that there are also a 
variety of services on the web that did not exist before.  For example, groceries.com and 
downloads of certain kinds of information simply didn’t exist before.  In that sense, we’ve 
created new markets as well.  For that matter, online auctions, an entirely new business model, 
didn’t exist until recently. 
  
Audience Member: 

Regarding your discussion on the challenges of data protection, you discussed how 
parents have to respond to authorize their children’s participation in certain online activities.  
Assuming that children are fairly intelligent, why can they just not enter false e-mail addresses, 
which can be done with any of a variety of Internet sites, have it sent back to them, and avoid the 
mechanism? 
  
Commissioner Thompson: 

Realistically, I have to tell you it is impossible to create a perfect system.  We recognize 
that.  Some children are targeted more than others.  We recognize that too.  The real question is, 
are there reasonable measures that can be taken to protect the majority of children out there?  
There are some measures that at least give parents the opportunity to participate.  Sometimes it is 
a time requirement, sometimes it is something as simple as a web site stating in order to 
participate in this web site, parents have to respond within 24 hours with their driver’s license 
number or VISA card.  Surely there are some children who are going to rummage through their 
mothers’ pocketbooks looking for VISA cards, in which case, I think the parents have a little bit 
of a bigger problem than whether their children want to visit the Disney online site or not.  I 
think the key is that in this particular instance, there are solutions that have to do with both 
issues.  That is what we are trying to do.  Part of the solution is also, as I said, setting an 
appropriate climate for how businesses wind up treating children.  This requirement sends a very 
clear message in that regard. 
  
Audience Member: 

Have you seen any alternative dispute resolution models that actually work?  By “work,” 
I mean models that are inexpensive, are fair to both sides, and are fast. 
  
Commissioner Thompson: 

They are only beginning to come into form right now, together with codes of conduct.  I 
think we are seeing some related areas where similar measures have worked.  For example, in the 
United States, advertisers are governed by a self-regulatory model that has been in place for over 
forty years.[46]  We, as the FTC, are the “last resort” enforcers of that model.  Advertisers have 
developed their own code of conduct, have their own dispute resolution mechanism, and are able 
to govern their own best business practices.  Europeans are able to engage in many practices 
regarding advertising their goods that would not be allowed in the United States.  Partly, when 
you create a climate over time, businesses police themselves and are tougher on themselves.  If it 



appears that an advertiser is working outside that model, the other business can come to 
the FTC.  There are a couple of areas where we begin to see this model, and we want to see more 
of that approach.  In Europe (in the U.K.) work is being done on an ADR model on some 
consumer protection issues.  Also, there is a private initiative on trust marks that essentially 
requires participating businesses to place a seal on their web sites that states that they agree to a 
code of conduct and consumer protection.  This model is being developed right now. 
  
David Byer, Testa, Hurwitz & Thibeault: 

Where does the age 13 dividing line come from? 
  
Commissioner Thompson: 

The age limit of under 13 appears in federal law under a variety of circumstances, so it’s 
consistent with other federal laws and we use that as a dividing line in determining who is a 
child.  The rule can be found at ftc.gov.  There is also a different provision that says that the 
presumption shifts somewhat if you fall between the ages of 13 and 18.  That provision says that 
children those ages can participate in certain web sites, but the web site cannot solicit 
information from them.  The site must give parents a right to opt their child out.  Some of those 
responsible web sites also have an additional screening web site so that individuals cannot even 
participate in the main web site without permission unless they are over 18.  These sites 
recognize the importance of gaining the trust of parents and children in developing a web site. 
  
Audience Member: 

The Internet is so enormous - I was just wondering how you police it? 
  
Commissioner Thompson: 

You’re absolutely right that the Internet is a huge place, but I wouldn’t use the word 
“police.”  There are a couple of things that have to be involved.  One is creating the appropriate 
climate for good business behavior.  Businesses agree to these basic principles and they can take 
appropriate action.  The Direct Marketing Association has said that participating online 
merchants must have a privacy policy by a certain date.[47]  If a merchant does not comply, it will 
not be permitted to remain a part of the Association.[48]  That is part of the climate.  At the same 
time, we have an Internet Unit at the FTC now.[49]  We actually pay them to surf the web.  They 
find a great deal of information through their investigations online.  We also have a toll-free 
number for consumers to call and report problems that they have experienced online.  The online 
problems reported rank number two on the list of total complaints.  We also have another unit 
that works through our site and allows consumers to send unsolicited email that they have 
received to us - our “Spam Catcher.”[50]  We get thousands of hits per week from people sending 
us email.  We find the “Spam Catcher” very helpful because unsolicited emails usually are 
indicative of fraud schemes.  To the extent that we can track patterns of behavior and con artists 
operating in various locations, it is very helpful.  The device also allows us to cooperate with 
other countries so that we can talk about the instances where we see fraudulent behavior.  We 
establish that dialogue with the presumption that we have a very open market here, and a strong 
market.  That presumption means that we believe that this is the right, rather than the wrong, 
approach.  That approach does not mean that theirs are institutions with which we have 
problems.  When we see problems, we take appropriate action.  It is that kind of balance that we 
are trying to achieve.  You are right that it is impossible for us to police everyone.  On the other 
hand, if we can get everyone who is involved in the process cooperating with us, we can create 



the appropriate climate for good business behavior.  What’s also very helpful is that in 
the United States barriers to entry of the lawsuit are very low. 
  
Audience Member: 

How many people are in the unit investigating online fraud? 
  
Commissioner Thompson: 

Enough to make a difference.  This issue was enough of a concern to Congress that last 
year they gave us $4 million more than we requested to form this unit. 
  
Professor Bone: 
            I want to thank Commissioner Thompson for a very interesting and stimulating talk.  The 
Internet and the future of e-commerce certainly intersects with every field of the law and
challenges them all, including my favorite, Civil Procedure. 
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