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On January 12, 2000, the United States Department of Commerce Bureau of Export
Administration issued revised encryption export regulations, implementing a change in encryption export

policy announced by the White House in September 1999.m The previous regulations were challenged

in the federal courts as a violation of First Amendment rights.[;1 Parties interested in revised encryption
policies included not only advocates of privacy and free-speech, but also national security and law
enforcement officials, and high-tech industry representatives. A subcommittee of President Clinton's

Export Council recommended the regulations for an overhaul[ﬂ and the new regulations were the subject

of popular legislative proposals in both the House of Representatives and the Senate.[i1 As will be
discussed, prior to the White House announcement, the previous encryption regulations had already been
the source of contention in all three branches of the federal government.
The Federal Judiciary:

On May 6, 1999, a divided Ninth Circuit panel initially upheld a graduate student’s successful

facial challenge to provisions of early versions of the Export Administration Regulations (“EAR”).[Q1
The student brought the challenge after the State Department determined that publication of his
cryptographic source code and related academic research was subject to federal licensing as

“munitions."[ﬂ The court held that the EAR’s provisions limiting the distribution of encryption software

were facially invalid as a prior restraint on speech, and enjoined government enforcement.[ﬂ The Ninth
Circuit explained that the provisions violated the First Amendment “because the prepublication licensing
regime challenged here applies directly to scientific expression, vests boundless discretion in government

officials, and lacks adequate procedural safeguards . . . [ﬂ

The Ninth Circuit’s original decision was a major victory for opponents of the Administration's
encryption export policy. Tara Lemmey, Electronic Frontier Foundation’s Executive Director stated that
the decision “is a giant step forward in bringing down export controls and it goes further than any of the
legislation that has been talked about so far because none [of those bills] address the First Amendment

issues.”[g1 As a result of the ruling, the domestic use of encryption technology was expected to increase

dramatically because liability for posting source code on the Internet was virtually eliminated.[@1
Aside from Bernstein, only two other cases have addressed whether exporting encryption software

source code is sufficiently expressive to merit First Amendment protection.[A1 In Junger v. Daley, an
Ohio federal district court ruled that “although encryption source code may occasionally be expressive, its

export is not protected conduct under the First Amendment.”M However, the Sixth Circuit reversed

this decision, holding that source code is protected under the First Amendment.[ﬁ1 In Karn v. United
States Department of State, although not reaching the question of whether source codes without
accompanying comments are protected by the First Amendment, a D.C. district court noted that “[s]ource
codes are merely a means of commanding a computer to perform a function” and are thus not protected

by the First Amendment.lﬁ1
In response to the Bernstein ruling, the United States filed a petition asking the full Ninth Circuit

to reverse the panel’s decision.lﬁ1 The Government warned that the decision would “gravely
compromise the ability of the United States to control the export of encryption products to potentially



hostile foreign parties.”m} Furthermore, the Government disputed the merits of the decision. According
to the Government, controls on the export of encryption source code were “not “directed narrowly and’”
specifically at the export of encryption source code as an expressive activity, and are therefore not subject

to the First Amendment’s procedural safeguards.m Furthermore, the Government argued that export
control is “too blunt a censorship instrument to warrant judicial intervention prior to an allegation of

actual misuse. . . [1—81 Alternatively, the appellants suggested that “[e]ven if the export controls on
encryption source code were facially unconstitutional, which they are not, the panel majority erred by
ruling that the export controls on encryption source code are not severable from those applicable to other

encryption products.”[ﬁ1
On September 30, 1999, the Ninth Circuit ordered that Bernstein be reheard by the en banc court,

and withdrew the panel’s decision.@] The visiting judge who cast the deciding vote in the earlier panel
decision had stated that “[t]he importance of this case suggests that it may be appropriate for review by

the United States Supreme Court.”[A1 Other commentators have since predicted that the case will
ultimately be heard by the Supreme Court.[Q]

Congress:
While First Amendment advocates battled the Government in court, members of Congress

introduced legislation aimed at overhauling the encryption export regulations. In the House,
Representative Bob Goodlatte (R-Virginia) introduced H.R. 850, the Security and Freedom through

Encryption (“SAFE”) Act, on February 25, 1999, with over 200 co—sponsors.[@] The bill was favorably
reported with amendments by the House Judiciary Committee, Committee on Commerce, Committee on
International Relations, Committee on Armed Services, and the Committee on Intelligence (Permanent).

[24] The bill was reported and committed to the House on July 23, 1999.[&1 Before the Administration
announced its new encryption export policy, the SAFE Act was scheduled for floor action and appeared

headed toward passage with many bipartisan co-sponsors.[&1
There are many notable provisions in the proposed SAFE Act. First, the proposed Act sets forth

criteria for the export of encryption products utilizing a key-length of 64 bits or Iess.[ﬂl The SAFE Act

also contains provisions that limit review of encryption products to a one-time review within 45 days;[ﬁ1
require exporters to provide the names and addresses of its “distribution chain partners” and, if available,

to identify the end-user or use of the product;[&1 require all exporters and their distribution chain

partners to report the names and addresses of the next purchaser in the distribution chain;@] and require
exporters to report to the Secretary of Commerce when the exporter believes that the exported products or
services is being diverted to a use or user not approved for export, or when the exporter has detected

pirating of the technology or intellectual property.m] The proposed Act also authorizes the President to
control the export of all dual-use encryption products;[i1 to deny without prior judicial review the export

of any encryption product that is deemed to be contrary to the national security interests;@] to allow
export under license exception of encryption products utilizing key-lengths greater than the maximum-
strength level (currently set at 64 bits) in any case when it would be in accord with the national security

interest of the United S’[ates;ls—41 and to waive, without judicial review, any provision relating to the
export of encryption products for national security purposes, provided he reports to the relevant

Congressional committees within fifteen days.@] Finally, the proposed Act establishes the Encryption
Industry and Information Security Board composed of six government officials and six representatives

from the private sector to advise the President on encryption policy and technological advancements.[i1



Following the introduction of the SAFE Act, Senator McCain introduced the Promote Reliable
On-Line Transactions to Encourage Commerce and Trade Act of 1999 (“PROTECT") with five co-

sponsors on April 14, 1999.@ The bill, currently co-sponsored by four Democratic and three

Republican Senators, was placed on the legislative calendar on August 5, 1999.@]
PROTECT’s notable provisions would decontrol encryption products utilizing a key length of 64

bits or Iess;@] limit the Commerce Department's review of license applications to a one-time, fifteen-

day technical review;[@1 and allow exports of encryption products utilizing a key-length greater than 64
bits to export under license exception if the Secretary of Commerce determines that it is exportable under

[41]

or service is or will be available within 12 months from a foreign supplier;[ﬁl and authorize the

President to override any decision, without judicial review, for purposes of national security.[ﬂl

The Clinton Administration opposed both the House and the Senate bills. It explained that both
the SAFE and PROTECT Acts were objectionable because they “stripped away the things that are
essential for national security: a meaningful technical review of encryption products before they're

the Export Administration Act, or if the Encryption Advisory Board[ﬂl determines that the products

exported, and reporting about where they have gone and how they've been installed after the fact.”[ﬁl In
addition, neither bill includes a provision requiring all encryption products to allow law enforcement

officials to covertly decode any message.[ﬁl Therefore, the Administration announced that President
Clinton would veto any legislation “that does not protect national security and law enforcement

interests.”[ﬂ]
To avoid a potential veto, the Administration announced the development of a new policy on

September 16, 1999.[4—8] Deputy National Security Advisor Jim Steinberg stated that the Administration
believes the strategy employed by its new regulation “provides a more balanced approach to the issue
than the proposals that are now before Congress. . . . [The Administration is] look[ing] forward to

working with Congress to implement a solution that meets the needs of all those involved.”[ﬂl The
strategy appears to have worked. In response to the Administration's announcement, Rep. Zoe Lofgren, a
supporter of the SAFE Act, urged that any further action on that bill be delayed until the new regulations

were announced.[s—ol Accordingly, members of Congress urged President Clinton to consider the
provisions of the SAFE Act when drafting the regulations, noting that House Bill 850 avoids the
distinction between retail and other products drawn by the draft regulation by considering various indicia,

»[51]

including whether the encryption product is “widely available.

The Clinton Administration:
During the month prior to the Clinton Administration’s announcement, the encryption
subcommittee of President Clinton’s Export Council recommended the elimination of most export

controls on encryption products in order to allow U.S. companies to compete with foreign vendors.[i]
The subcommittee's recommendations for the liberalization of encryption export policy included easing
controls on the export of encryption products to banks, health care organizations, and e-commerce
merchants located outside of the United States, and eliminating the export approval process for the export

of encryption products to “non-threatening” countries.[5—3] The Administration’s new strategy is intended
to “update and simplify export controls on encryption”@] and embodies three principles that emerged

from a review “conducted in consultation with industry and privacy groups and the Congress.”[&] First,
the new policy would involve only “a one-time technical review of encryption products in advance of

sale . .. [5—61 Second, the post-export reporting system would be streamlined.[ﬂ] Third, the process



would permit “the government to review the exports of strong encryption to foreign government

and military organizations and to nations of concern.”@] A report to the President by Secretary of
Defense William Cohen, Attorney General Janet Reno, Director of the Office of Management and Budget
Jacob J. Lew, and Secretary of Commerce William Daley explained that “[w]ith these three principles in

place, the Federal Government would remove almost all export restrictions on encryption products.”[S—gl
Furthermore, the Administration announced that its new policy was to be coupled with steps
ensuring “that law enforcement has the legal tools, personnel, and equipment necessary to investigate

crime in an encrypted world.”@] Accordingly, the Administration explained that under the “new

framework for export controls, the national security organizations will need to develop new technical
tools and capabilities to deal with the rapid expansion of encrypted communications in support of its
mission responsibilities. The Congress will need to support such new tools and technical capabilities

through necessary appropriations.”[ﬂl To address law enforcement concerns, the Administration
introduced CESA legislation largely centered on the establishment of a Technical Support Center; a

[62]

concept suggested by industry as a vehicle for cooperation between government and industry.
Congress, however, has yet to take any action on the Administration's proposed legislation.
The Administration indicated that it intended to have the revised regulations codified by

“December 15, 1999, following consultations on the details with affected stakeholders[,]”[@1 which
would include “consult[ing] with industry to ensure that the reporting requirements will be streamlined to

reflect business models and practices and will be based on what companies normally coIIect.”[ﬁ1
Industrial representatives hailed the announcement as a very positive step toward enabling domestic

vendors of encryption products to compete worldwide.lﬂ1 However, the draft regulations circulated by
the Administration in November, 1999 received a largely negative reaction from privacy advocates and

members of Congres.s.Iﬁ1 These parties complained that the regulations discriminated against Internet
sales of encryption products, and poorly defined what would qualify as a “foreign government or entity”

to which strong encryption sales are restricted.[ﬂl
In response, the Administration postponed the December release of the regulations, and set a new

deadline of January 14, 2000.@] William Reinsch, the U.S. Commerce Department Undersecretary for
Export Administration, explained that the new draft rules would include relaxed limits on source code,

chips and toolkits.@] On January 14, 2000, the Administration released the new encryption export

regulations.m] The encryption regulations:

o allow the export and reexport of any encryption commodity or software to individuals,
commercial firms, and other non-government end-users in all destinations[;]

o allow[] exports and reexports of retail encryption commodities and software to all end-users
in all destinations[;]

e [enable] [tlelecommunications and Internet service providers [to] obtain and use any
encryption product under this license exception to provide encryption services|;]

o [allow export under license exception of commercial encryption source code, encryption
toolkits and components] “for commercial production or sale of products developed using
source code[;]”

[relax Internet posting restrictions on publicly available encryption source code;

permit export of encryption source code without prior review and only written notification;

eliminate the requirement that foreign employees of U.S. companies working in the United



States must obtain an export license in order to work on encryption;
e streamline post-export reporting requirements; and

e implement agreements under the Wassenaar Arrangement by decontrolling] “mass market
encryption products up to and including 64-bits [and] certain 512-bit key management

products.”m}

In addition, the new regulations maintain a mandatory one-time product review by BXA in most cases,
[72] as well as the existing “[r]estrictions on terrorist supporting states (Cuba, Iran, Irag, Libya, North

Korea, Sudan or Syria), their nationals and other sanctioned entities are not changed by this rule.”[Bl
The Government will review the viability of the regulation and accept comments from the public for 120

days.[ﬂl Thereafter, a final revised rule will be issued. While the initial reaction to the regulations has

been quite positive,[ﬁ] supporters of the congressional legislation have indicated that they will “be
watching carefully to make sure that the regulations released [on January 12, 2000] are implemented
properly and in a timely manner[,]” and warned that Congress “remains ready to take up the [SAFE

Act.]”[ﬁ1

It remains to be seen how the new regulations, if finalized in their present form, will affect the

Bernstein case.[ﬂ] While the revised regulations address the posting of source code on the Internet, the
American Civil Liberties Union, Electronic Frontier Foundation, and Electronic Privacy Information
Center have announced that they are dissatisfied and intend to continue to advance the issue in the courts.

[78] The Ninth Circuit granted a Department of Justice request for a delay of the hearing in order to
determine the impact of the new regulations on the case and re-scheduled oral argument for March 21,

2000.[7—9]
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