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Introduction

“We now have the potential to conduct a cohort study of users of the World Wide Web…[the Internet] can have people recruit themselves, enter their own data into our computers, and provide for fast, convenient electronic follow-up.” Rothman KJ, Cann CI, Walker AM. Epidemiology and the internet. Epidemiology 1997; 8:123-5.

The use of the Internet to conduct research studies has grown tremendously in recent years. Some of the benefits of conducting Internet research include the ability to collect data in “real-time,” eliminate or reduce the burden of data entry, manage data and communications for multi-site studies and potentially reach a large target population of study subjects. Recruitment methods are critical to the success of a study. Ideally, Internet recruitment should:

permit the use of creative motivation strategies;

demonstrate sensitivity to the gender, ethnicity, and socioeconomic status of potential participants;

consider the timing of data collection; and

address potential ethical issues.

A successful Internet study takes these factors into account after ensuring that the study design lends itself to online implementation. For example, when attempting to recruit via e-mail, it should be noted that electronic discussion boards, chat forums, and websites may not be effective approaches in and of themselves in achieving an adequate response rate.

Study Designs That Work Best with the Internet

Health Education and Cross-Sectional Surveys. One of the earliest uses of the Internet was in health education and the dissemination of health information. Today, there are a multitude of sites where health information can be found--even sites that can assist patients in making treatment decisions! Another common use of the Internet is in conducting online cross-sectional surveys, which has become increasingly accepted as the cost of software and hardware decreases and the number of people with online access increases. Due to the proliferation of topic-specific list servers and chat rooms, the Internet offers researchers an opportunity to target specific populations in a way that would be difficult, if not impossible, using traditional paper surveys. Examples of this include targeting patients with a specific disease such as diabetes or prostate cancer, as well as socially stigmatized populations such as people with eating disorders or substance abuse. The Internet also offers the opportunity to include respondents from a wide variety of regions and countries. One of the key challenges, however, in conducting online surveys is recruiting a sample that truly represents the population of interest. For example, some studies that we have conducted at the Data Coordinating Center (DCC) have shown that Internet respondents are often white, younger, of higher socioeconomic status and education, and generally have higher incomes. This poses difficulties in studying impoverished, minority or elder communities online. There is also the problem of self-selection bias: Online survey respondents may be different in their motivation and characteristics from those who choose not to take the survey, and it is difficult to assess the extent to which this may be occurring since the characteristics of non-responders are often unknown. Most problematic in online surveys is the determination of who was invited to take part in the survey (the denominator) and low response rates.

Cohort Studies and Clinical Trials. Recently, Internet studies have begun to evolve from cross-sectional surveys to include more complex study designs such as cohort studies and randomized clinical trials. One example of a cohort design is the Millenium Cohort Study, a 22-year longitudinal study which was launched in 2001 by the Department of Defense (Smith B, et al., American Journal of Epidemiology, 2007) and conducts ongoing follow-up surveys every year. Of the 77,047 respondents who agreed to participate in the survey, 50 percent agreed to take the survey online. Question completion rates were 98.3 percent, on average, for both the Internet and paper responders, with Internet responders providing more complete contact information, including e-mail addresses. However, two of the key challenges in conducting an online cohort study are subject retention and loss to follow-up. The Millenium Cohort Study, for example, sends special postcards and commemorative coins to their respondents to encourage their continued participation.

For randomized clinical trials, Internet technology is also now being employed at several different levels. The Internet has become especially valuable in multi-site trials since it centrally facilitates trial management and communication at a lower cost without the need for any specialized software or hardware--an Internet browser and Internet access are the only necessary components. Some of the key advantages in using the Internet for clinical trials include patient recruitment, randomization, data collection, recruitment monitoring, and centralized distribution of the clinical trial protocol and data collection forms from a single location. The challenges of recruiting a representative sample, self-selection bias, and loss to follow-up, as described above, also apply to online clinical trials.

 

Ethical Considerations in Conducting Internet Research

Internet research raises special ethical considerations for investigators and IRBs, especially in the areas of risk to human subjects, validity of study data, informed consent, privacy, and confidentiality. A summary of some common issues in conducting online research, and strategies to help minimize them, appear below.

	Some Common Issues in Conducting Online Research

	Issues
	Strategies to Help Minimize

	Investigator often does not have direct contact with subject, and is limited in his/her ability to intervene should a subject experience distress or an adverse event.
	Describe this risk clearly as part of the informed consent; provide listings of local resources that subjects can contact; provide emergency numbers for key members of the research team to help address adverse events.

	Breach of confidentiality is a common risk either via interception of confidential data or the subject accessing the Internet in a public venue (e.g., Internet cafés, public libraries).
	Use data encryption and firewall-protected web servers in data collection; avoid e-mail surveys or data transfers (e-mail is NOT secure unless additional steps are taken to encrypt the data); inform the subject of the risk of possible loss of confidentiality/anonymity if subject uses a publicly-accessible computer.

	In addition to the challenges in recruiting a representative population described above, some subjects may falsify their data which could affect the results of the study.
	Add several cross-check questions to the survey. For example, ask for age early in the survey and date of birth later in the survey to help identify those who may not be reporting truthfully.

	Multiple submissions by same subject, especially if there is a financial incentive. (One Internet study conducted at the University of Minnesota had a subject complete the online survey 65 times for the incentive!)
	Create a date and time stamp in the database for when a subject begins and ends a survey, and know how long it should take the average subject to complete the survey. A respondent taking the survey repeatedly will become faster at completing it and will quickly learn which questions need to be answered to finish the survey. Beware of short completion times with a lot of missing data!


Privacy. In considering online privacy, it is important to remember that what may appear to be anonymous, may, in fact, be individually identifiable. For example, “anonymous” screen names, handles and e-mail addresses are commonly used online. However, even though subject names may not appear as part of these, often a subject’s identity can be “readily ascertained” by typing the screen name or e-mail address into a search engine such as Google. In addition, many Internet communities of long duration have been established, some for 10 years or more. An online identity may be as important to a subject as their real identity if an online persona and reputation are firmly established with members of the same online community. It is also important to distinguish between what is public and private. Federal regulations define privacy to include situations in which there is a “reasonable expectation of privacy”. This definition potentially includes chat rooms and online journals or “blogs” in which people expect privacy, not having their writings become part of a research study.

Confidentiality and Web Servers. A study website should be hosted on a secure server behind a firewall in a locked room. Any data collected via the website should be encrypted by secure socket layering (SSL) technology to protect the information from being intercepted. Sites requiring multiple visits can further enhance security by requiring logins through usernames and passwords, and restricting access to sensitive information through the use of permissions. Web applications should also include an automatic timeout feature so that if a user walks away, anyone passing the computer cannot see the information. All data should be stored on a secure database that is backed up daily.

 

Subject Recruitment

In the early days of the Internet, it was very easy for a research study to advertise widely with a small or no recruitment budget. Since that time, however, the Internet has grown into a large commercial enterprise where free advertising is difficult to obtain and often ineffective alone. Therefore, to successfully conduct an Internet study, it is important to have an adequate recruitment and advertising budget (which will vary depending on the size of the study), and to carefully consider how and where to advertise. The IRB will also need to approve the wording of all recruitment materials before they can be used. Below is a summary of recruitment choices, and some of the pros and cons of each.

	Method of Recruitment
	Pros
	Cons

	Free links on online search engines (e.g., Yahoo, Google).
	Free and easy to submit brief description of study with web link.
	Keywords and the number of visitors to the search engine site will largely determine how often the study link is viewed; paid advertising is given priority in search listings.

	Paid links on online search engines (e.g., Google AdWords).
	User-friendly interfaces assist in designing ad and choosing keywords; can target specific states or regions; convenient billing; also provides reports on how frequently ad was displayed and clicked on; “pay-per-click”--pay only if someone actually clicks on your web site link.
	The amount you are willing to pay per click will determine the placement of your ad. Keywords and the number of visitors to the search engine site will largely determine how often the study link is viewed. Now that most of the search engines are publicly-held companies, advertising has become more expensive; a large recruitment budget is needed to compete with listings from private companies.

	Sponsored links or banners on research or commercial websites.
	A well-established site that receives many visitors, can quickly reach specialized populations (e.g., patients with gout, gay men).
	Unless the site is willing to sponsor a link or banner for free, cost can be prohibitive (a few thousand dollars for a banner on a well-known site).

	Research study listing services (e.g., Centerwatch, Study Response Project).
	Affordable; often can provide demographic information on volunteer subjects in their database; often can provide a preliminary list of subjects who may meet inclusion/exclusion criteria.
	Subjects may not represent the population to be studied (i.e., professional research subjects); subjects may come from a limited geographic area.

	ClinicalTrials.gov
	Registration now required for US clinical trials; subjects often view listings to identify ongoing studies.
	Subjects may not represent the population to be studied (i.e., professional research subjects); not a good recruitment source for online cross-sectional or cohort studies.


 

Subject Consent

Obtaining subject consent can be challenging for an Internet-based research study since the investigator is not able to speak with the subject face-to-face as part of the consent process. Depending on the type of research being conducted, however, one of three options may be pursued:

1. Waiver of Informed Consent. The IRB may grant a waiver of informed consent if the investigator can describe how the research study meets ALL of the Federal criteria: 1) that the research involves no more than minimal risk to the subjects; 2) that the waiver will not adversely affect the rights and welfare of the subjects; 3) that the research could not practicably be carried out without the waiver or alteration; and 4) that subjects will be provided with additional information/study results after participation [45 CFR 46.116(d)]. However, even in those instances where a waiver of informed consent is approved, the investigator should still provide the following information to the subject:

The purpose of the research study and how the results will be used;

A statement that participation is completely voluntary;

Approximately how much time will be needed to complete the study;

Either that all responses are anonymous and confidential, or how confidentiality will be protected;

Who the subject can contact if they have any questions, and how this person can be contacted;

The following statement: “You may obtain further information about your rights as a research subject by calling the Office of the Institutional Review Board of BU/BMC at 617-enter-number.”

2. Waiver of Documentation of Informed Consent. For those studies that either: 1) collect information about sensitive topics (e.g., sexual activity, substance use) where the existence of a signed consent document is the only factor that places the subject at risk of harm; or 2) are minimal risk and don’t use any procedures for which written consent would be required outside of the research context, then a Waiver of Documentation of Informed Consent may be requested. In this instance, a full consent form would still be prepared and provided to the subject. In Internet studies, this is often done by providing the informed consent document online with a contact person for questions, and then requiring that the subject acknowledge their understanding of the consent document and their willingness to continue in the study (e.g., by clicking on a box or a button). Under these circumstances it is especially important that the consent document be at the 8th grade reading level or below since the investigator will not be reviewing the consent document with the subject face-to-face.

3. Traditional signed consent. Under this option, the investigator may choose to contact subjects by phone to conduct the informed consent process. The subject may then obtain a consent form either via mail or the website, and return this signed document to the investigator in order to gain access to the web site (e.g., the web link itself or a login/password).

Subject Compensation

The method selected for subject compensation will largely be determined by whether or not the study has IRB approval to obtain identifiable information (i.e., name, address, e-mail addresses) from subjects. If this approval has been obtained, a wide variety of compensation strategies may be used including mailed check or cash, e-money (e.g., PayPal), or mailed gift cards. In other studies, however, where identifiable information is NOT being collected, options for compensation may be more limited. For example, in an Internet study of men who have sex with men, electronic gift codes were pre-purchased from an online vendor. When the code was awarded to the subject, it appeared in a special window with instructions on how to redeem the code and strict instructions to either print the page or write the code down before closing the window. In this way, subjects could be anonymously compensated. A second option would be to offer a donation to a charity of the subject’s choosing. Depending on the population being studied, this may also be a viable option while protecting anonymity.

!WARNING!: Be careful in offering a raffle or lottery for subject compensation! While this approach can help in instances where there is a limited budget for compensation, raffles and lotteries are closely scrutinized by the IRB. Procedures must be in place to ensure that the raffle or lottery is equitable for ALL subjects. If you are considering using this compensation approach, you may wish to contact the IRB Office for their recommendations.

 

Summary

Several different types of study designs lend themselves to Internet utilization. Investigators should begin with a well-defined target population to first determine the feasibility of Internet recruitment and retention. Careful consideration must then be given to the study procedures and methods of recruitment to help minimize bias and to recruit a sample that is representative of the population under study. Furthermore, you should be mindful of the dynamic nature of the internet as a field of operation. You should be flexible and anticipate submitting amendments and always be prepared to revise your strategies throughout the course of the study to ensure forward progress.

