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7/ Cs of WEB design - Customer Interface

Context

Site’s layout and design

Commerce

Site’s capabilities to enable
commercial transactions

Connection

Degree site is linked to other
sites

quickelicks

7%

ials!
L2
:

of
ise and put it al
new,

o
opping guide.

Content

Text, pictures, sound and video
that web pages contain

Community

The ways sites enable user-to-
user communication

Customization

Site’s ability to self-tailor to
different users or to allow users
to personalize the site

Communication

The ways sites enable site-to-
user communication or two-way
communication




Context
- Design L@k and Feel

a Section Breakdown
=« Linking Structure
« Navigation Tools
= Site Performance
= Aesthetics
=« Color Scheme
= Visual Themes

o Context Archetypes form and function
=« Aesthetically Dominant:
« Functionally Dominant:

« Integrated: Balance of form and function.
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users wander through a vast number of interest areas
Does not provide for users to interact with one another
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Club: Focuses on one area of interest, promotes
considerable interaction among members
gillettecancerconnect.ogr
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Tools &
Resources

Home
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Community

«Message Board Communities

Gillette Wornen's Cancer Connection message boards are offered in partnership
writh allHealth, a channel of iVillage corm: The Wormen's Hetwork. In order to
participate it these boards, sron will first be asked to join allHealth, a rmerobership
which is free.

Click on a board narne listed below to go to our message hoard corramunities:

» DBreast Clancer Support

»  Cercal £ Orrarian Cancer Supgoort
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Cafe: common area of interest provides considerable intgraction
among members bolt.com
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ShortStackdac 1?rqu5
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% boards
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<% free stuff
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customize =kin

supposed to be a role model.

2 20041 Bolt, Inc.

e

" Mo, He's entitled to his opinion,

no matter how ignarant.

Quote of the Day: | edit |

Boards = Celebrities

Janeane Garofalo is the most
under-appreciated actress and
camedian around. What say you?
charliesangels? 19/F/US
respond:

| -

Get Started:
Welcome to Boltl

whatever.
| wanna...
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IEI Search Bolt for:

Create a member name

Everything you need to speak your mind, hang out, hook up. ..
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Make Bolt My Start Page
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Exhibits extreme enthusiasm a common object
minimal interaction between members

PLAY ELVIS BACKSTAGE BINGO
This new game features custom Elvis room art, coﬂg_
items, trivia facts, Facebook wall art and much m

ANOROID APP ON

P> Google play

nload on the

‘ App Store

VIEW ALL

Lisa Marie Presley To Host (Post-Levitt Shell Concert)
VIP Event at Graceland
September 16, 2013
Zooey Deschanel Channels Elvis On "Conan™
ol VN scptermber 17, 2012

Graceland Voted 2013 #1 Iconic American Attraction
September 16, 2013

Five New Follow That Dream Releases Expected in
October and November
September 16, 2013

@.‘S\

[ »

mn
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'l FAN
| E—NEWSLETTER SIGN

RT @peabodymemphis: Congrats to @ElvisPresley Graceland &
@NCRMuseum for topping @USATODAY list.
1Obest.com/awards/travel/ .
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world relies on physical security -
Ecommerce world - reliance on
electronic means to protect data,
communications & transactions.

THREE TYPES OF SECURITY DIMENSIONS

1. Infrastructure security (hard/software
2. Transactions security (web/moving)

3. Data/information security (message
itself)

16
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Ad related to hack into computers ®

Hacking Course - InfoSeclnstit
www.infosecinstitute.con/ «

Learn both offensive and defensive "B
InfoSec Institute has 168 followers on

our DATA |

3 Ways to Hack a Computer - wikiHow

www.wikihow.com > ... > Internet » Internet Security v wikiHow

How to Hack a Computer. Hacking a computer is a useful and, at times, important
skill to pick up. Below are instructions for getting past a password (if you find ...

Hacking 101: How to Break Into Computers
netforbeginners.about.com/od/hacking101/ v About.com

Within the boundaries of good ethics, About.com will show you resources on how
computer security does have holes, and how it is possible to exploit those ...

What is ‘leet’ or '1337'? - What People Use for Passwords - Security Basics At Home

Hacker (computer security) - Wikipedia, the free encyclopedia
en.wikipedia.org/wiki/Hacker_(computer_security) v Wikipedia

According to Ralph D. Clifford, a cracker or cracking is to "gain unauthorized access
to a computer in order to commit another crime such as destroying ...
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TATY UNIT

how do | hack a phone 's called

Wmdows

SO we can see In to your data

Web Videos News

How To Hack Into Someo
www.youl

How to Spy
on Cell Nov 6, 2013 - Uploaded by hen son
Phones http://www.mobile:
100% REAL| monitor, spy upon
Hack Into Someones Cell Phone “ SPY

tag.wonderhowto.com/hack-into-somi N,
How to Hack Someone's Cell Phone to
all these celebrities continue to have th¢

How to Hack Someone's Cell ... - How t

ON

LOCATION

5 Terrifying Smartphone Hacks )
www.cracked.com» Tech v Cracked
Jul 22, 2013 - If you get a call, it's hard |
your ... You might suspect that some kind of camera or microphone hack is at ...

ND MUCH HAC

Apr 30, 2009 - You can hack a smartphone wnh no more information than a phone

NG RNATIONAILILY

How Can | Hack a Cell Phone If | Only Have the Number - Ask.com
www.ask.com » Q&A » Shopping » Electronics ~

Breaking into a telephone carners network is consndered |IIegaI The prospect of going
behind bars * s

How To H
www.hack:
Today we'll
them ... The

-

. of
called ...

Hack Cell
www_hack(
This websit¢

y what
anyone is di

iPhone Hi¢
www.iphon
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The Tensions

2Security vs. ease of use: tr

curity vs. Desire of individuals
to act anonymously

‘“New “world” disruptive |
technologies Fighting Stat




Malicious Code

m Viruses: Ability to replicate and spread to other
files; most also deliver a “payload” of some sort
(destructive or benign); include macro viruses, file-
Infecting viruses, and script viruses

m \WWorms: Designed to spread from computer to
computer

m Trojan horse: Appears to be benign,
does something other than expected

m Bots: Covertly installed on computer;
responds to external commands sent by attacker
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TROJAN HORSE

I ©@ See more about: Daniel Lundin.

Al 9 o v |5 God is good - Message (HTML) C=_I=1
File Message McAfee E-mail Scan o @
N x a :\g . —2 B2 kp 53 @ - Y Mark Unread a% i) [{
] ﬁ
@ - |3 To Manager - N Categorize - By ~
. Delete Reply Reply Forward . . Maove Translate Zoom
& Al Hy . | B4 Team E-mail - [E- ¥ Followup - . k-
Delete Respond Quick Steps [ Move Tags [F Editing Zoom
From: Daniel Lundin <dlundin@one.lt> Sent:  Fri 5/17/2013 8:49 AM
To:
L - =
Subject: il et =R Notify us before 12/06/2013 - Message (Plain Text) =T
] R .
1 Message | “IHello Sir.Madam.docx (11 KB) File Message T — - 9
Dear Friend, > x o ﬁJ : _% B 23w S - @ Markunread  gh 44 ©
. = = S mE : 5 1
. ¥ - |5 To Manager - N | EE categorize - By~
Check attached file and get back to me. g - Delete | Reply Reply Forward \ ) Mave Translate Zoom
Al E, - | |Bd Team E-mail - B~ ¥ Followup - = k-
Regards Delete Respond Quick Steps [P Maove Tags 7} Editing Zoom
Daniel Lundin. _ o
@ Extra line breaks in this message were removed.
From: PayPal@bu.edu Sent: Tue 5/7/2013 3:51 PM
To: Economics, International
e
Subject: Notify us befare 12,/06,/2013

Dear valued PayPal Customer, .
Due to a policy update we need to verify your PayPal account.

Please download the attached file , open it using your browser , fill in the required

information and click update . L
Should you decide you do not wish to accept the verification process you can notify us

before 12/06/2013 to close your account immediately without incurring any additional
charges.

We do hope, however, that you continue to use PayPal and enjoy the following benefits:

It's safer

When you pay with PayPal your financial details are never shared with sellers or retailers,

s0 you?e more protected against fraud.

It's faster E

Yo dnn hava tn huna in vnnr rard dataile aach tima vnnl hav en vl ran chaclk At factar

g
-

® See more about: PayPal@bu.edu.
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... -Denial of service (DoS) attack

flood Web site with useless traffic
overwhelm network

Distributed denial service (DDo0S) attack

Numerous computers to attack target network

IS THE THREAT TO NATION'S SECURITY
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Hacking and Cybervandalism

Intends to gain unauthorized
access to computer systems

Cracker: Hacker with criminal intent (two terms
often used interchangeably)

Cybervandalism: Intentionally disrupting, defacing
or destroying a Web site
GRAY RS

. HAT \ Black hats

Grey hats \_/

hacke*
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Unwanted Programs

Installed without the user’s informed consent

mBrowser parasites: can monitor and
change settings of a user’s browser

mAdware: calls for unwanted pop-up ads

ESpYyware: Can be used to obtain information,
such as a user’s keystrokes, e-mail, IMs, etc.



ZEUS

INTERNATIONAL
OPERATION

CYBER BANK ROBBERS
N BUST OCT 2010

CAN BE BOUGHT ON WEB LOSSES $200m

SMALL/ MEDIUM BUSINESSES LIMITED
PROTECTIONS

RUSSIAN AUTHOR A-Z
BUSINESS LICENSING AGREEMENTS -TECH SUPPORT

TARGETS SPECIFIC BANKS — CAPTURES YOUR INFO/KEYSTROKES- SENDS
TO SERVER - CAN DISPLAY THEIR PAGE TO ASK FOR MORE INFORMATION



m Affyaeeeptive, online attempt by a

third party to obtain confidential

information for financial gain
Nigerian scam letters

(known as 419 scams)
m Most popular type: e-mail scam letter

Subject  Dear Esteemed Colleague,

Wang Guoliang
Chief Financial Officer - CNPC
China National Petroleum Corporation

W el g sl s e oo Boston vty el s i e g el 21 9 Dongzhmen Nerth Street, Dongeheng Dstrc, Beging, PR China | Postooce 100007
Vi pem v You rqurs o o your ocount g e et 2o o e our aocouncan sl or s our count sspended Letter of ntent:

Clo MY ACCOUNT o updete

Dear Esteemed Colleague,
T YD”-I . | hope this email find you in good health. In view of my correspondence with you, |
Bl Wekmal Adnin unassumingly solict for your utmost consideration, as this leter serves as my formal
Copyrighl Mo notice of my intent to go into @ muttinational investment with you in your country.

This is Mr. Wang Guoliang, the Chief Financial Officer of CNPC (China National Petrole

Parnaratianl Vaii mau ahanll an tha atba halawr $a raviar arir aamnany neadila and adia



m Insider jobs:
Single largest financial threat

m Poorly designed server - client software:

TJ-MCDK

m Sniffing:
eavesdropping program that monitors information
traveling over a network;
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(= = =] Sailboat sed
related searches C
= Foreclosures = Boat Loan %

= Sailboat = Used Boats Fc

m Spoofing (Pharminq)

m Misrepresenting oneself by using fake e-mail
addresses or masquerading as someone else

m Spam (Junk) Web sites

m Use domain names similar to Iegltlmate one, redirect
traffic to spammer-redirection domains

¥
y
TWORLD
. CO
Ny

Welcome to Yac



hacké”

* Internet IS

the ““new bank”

THE END







