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Exhibit 6-1: The 7Cs of the Customer Interface

Context

Site’s layout and design

Commerce

Site’s capabilities to enable 

commercial transactions

Connection

Degree site is linked to other 

sites

Communication

The ways sites enable site-to-

user communication or two-way 

communication

Customization

Site’s ability to self-tailor to 

different users or to allow users 

to personalize the site

Community

The ways sites enable user-to-

user communication

Content

Text, pictures, sound and video 

that web pages contain

7 Cs of WEB design -   Customer Interface  



Context 
 - Design Look and Feel   

 Section Breakdown  

 Linking Structure  

 Navigation Tools  

 Site Performance 

  Aesthetics  

 Color Scheme  

 Visual Themes  

 Context Archetypes form and function 

 Aesthetically Dominant:  

 Functionally Dominant: 

 Integrated: Balance of form and function.  
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Exhibit 6-5: Aesthetic Example — KMGI.COM

Context      Aesthetic Dominate –KMGI.COM 

A LEADER IN INTERESTING WEB DESIGNS 

http://www.kmgi.com/home.html


Context       FUNCTIONAL DOMINATEECTION 

BREAKDOWN ETC. 



LINK 

http://www.chevroncars.com/


CONNECTION – DEGREE LINKED TO OTHER 

SITESBREAKDOWN ETC. 



CONTENT: MULTIMEDIA, TEXT, PICTURES,  

ETC.number of interest areas but does not provide means for 

users to interact with one another 
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Exhibit 6-15:  Bazaar Example — GAMES.YAHOO.COM

Bazaar: users wander through a vast number of interest areas 

Does not provide for users to interact with one another 
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Exhibit 6-17:  Club Example — Gillette Women’s Cancer Connection

Club: Focuses on one area of interest, promotes 

considerable interaction among members 

gillettecancerconnect.ogr 
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Exhibit 6-19:  CAFÉ EXAMPLE-- Bolt.com

Café: common area of interest provides considerable interaction 

among members  bolt.com 



Shrine: Exhibits extreme enthusiasm a common object 

minimal interaction between members 
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CUSTOMIZATION– AMAZON.COM
MADE FOR YOU 
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That is Great but now 

Internet is  

the “new bank” 

s10 
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world relies on physical security - 
Ecommerce world - reliance on 
electronic means to protect data, 
communications & transactions.  

 

THREE TYPES OF SECURITY DIMENSIONS 

1. Infrastructure security (hard/software 

2. Transactions security (web/moving) 

3. Data/information security (message 

itself) 
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The Tensions  
Security vs. ease of use: the more 

security measures added, the 

more difficult a site is to use, and 

the slower it becomes 

Security vs. Desire of individuals 

                       to act anonymously 

  

New “world” disruptive 

technologies Fighting Status Quo 



 Viruses:  Ability to replicate and spread to other 
files; most also deliver a “payload” of some sort 
(destructive or benign); include macro viruses, file-
infecting viruses, and script viruses 

 Worms: Designed to spread from computer to 
computer 

 

Malicious Code 

 

 Trojan horse: Appears to be benign,  

       does something other than expected 

 Bots:  Covertly installed on computer;  

         responds to external commands sent by attacker 



TROJAN HORSE 



  

EVERYONE IS IN THE ACT 

STUXNET VIRUS 

AUGUST, 2010 

 
45,000 computers infected 

 INDUSTRIAL SIEMANS CONTROL COMPUTER 

INFRASTRUCTURE – POWER, PIPELINES 

 

      60% OF COMPUTERS IN IRAN 
 



IS THE THREAT TO NATION’S SECURITY  
botnets 

Denial of service (DoS) attack 
flood Web site with useless traffic     

                                                        overwhelm network 

Distributed denial service (DDoS) attack 
Numerous computers to attack target network  

                                    WORLD WIDE launch points 
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BOTNETS - THE NEW SOLDIER 

ESTONIA 2007       GEORGIA 2008 



Hacking and Cybervandalism 

Hacker: Individual intends to gain unauthorized 
access to computer systems 

Cracker: Hacker with criminal intent (two terms 
often used interchangeably) 

Cybervandalism: Intentionally disrupting, defacing 
or destroying a Web site 

 

White hats 

Black hats 

Grey hats 

../media/hackercaught1.wmv
../media/hackercaught1.wmv


Unwanted Programs 

Installed without the user’s informed consent 

Browser parasites: Can monitor and 

change settings of a user’s browser 

Adware: Calls for unwanted pop-up ads 

Spyware: Can be used to obtain information, 

such as a user’s keystrokes, e-mail, IMs, etc. 



ZEUS 
INTERNATIONAL 

OPERATION 

A “WEAPON OF CHOICE” CYBER BANK ROBBERS 

$70 MILLION BUST OCT 2010 

CAN BE BOUGHT ON WEB  LOSSES  $200m 
SMALL/ MEDIUM BUSINESSES LIMITED 

PROTECTIONS 

RUSSIAN AUTHOR A-Z 

        BUSINESS LICENSING AGREEMENTS -TECH SUPPORT 

 

– TARGETS SPECIFIC BANKS – CAPTURES YOUR INFO/KEYSTROKES- SENDS 

TO SERVER  - CAN DISPLAY THEIR PAGE TO ASK FOR MORE INFORMATION 

 

 



 

 Any deceptive, online attempt by a  

third party to obtain confidential 

information for financial gain 

 

Most popular type: e-mail scam letter 

 

Nigerian scam letters 

 (known as 419 scams) 



 Sniffing:  

eavesdropping program that monitors information 

traveling over a network;  

 Insider jobs:  

 Single largest financial threat 

 Poorly designed server - client software: 

media/tjmax_thieft.m4v
../media/media/tjmax_thieft.m4v


 Spoofing (Pharming) 

 Misrepresenting oneself by using fake e-mail 

addresses or masquerading as someone else 

 

 Spam (Junk) Web sites 

 Use domain names similar to legitimate one, redirect 

traffic to spammer-redirection domains 



The Internet is  

the “new bank” 

THE END  
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The Internet is  

the “new bank” 

THE END  

s10 


